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O0603HaueHus ¥ COKpalleHus

APM - aBTOMaTH3UpPOBAaHHOE pabodee MeCTO

BU - BunoBas unpopMmarus

BTCC - BcnomoraTenbHble TEXHUYECKHUE CPEACTBA U CUCTEMBI
HUCII/In - nabOopMaIMOHHAS CUCTEMA TEPCOHATBHBIX JTAHHBIX
K3 - xouTponupyemas 30Ha

M3 - MexXCceTeBOM dKpaH

H/IB - HEenexnapupoBaHHbBIE BO3MOXKHOCTH

HCJI - HecaHKIMOHUPOBAHHBIN JOCTYI

OBII/Ix - oGecnieueHne 6€30MaCHOCTH MTEPCOHATBHBIX JAHHBIX
OC - onepanuoHHas cucrema

II/ln - nepcoHanbHbIE TaHHBIE

IIMB - nporpaMMHO-MaTEMATUYECKOE BO3ICHCTBUE

ITO - nporpammHOe obecrieueHue

II9MMUH - nobovHbIe IEKTPOMArHUTHBIC U3TYUCHHS U HABOJAKHU
PU - peueBas undopmarnus

CBT - cpencTBo BRIUUCIUTEILHON TEXHUKHI

C3MU - cpenctBo 3ammThl HHPOpMaIUU

CIIU - creranorpaduyeckoe npeodpasoBanue nHHOpMAITUN
COVIIU - cnennaibHbIe 3IEKTPOHHBIE YCTPOICTBa epexBara HH(popMaIuu
TKYMU - rexHuueckuii kaHan yreuku HHGopMaun

TCOM - TexHn4ecKHe CpeacTBa 00padOTKN MHPOPMALIUU
YBII/I1 - yrpo3bl 0e30MacHOCTH NEPCOHAIBHBIX JAHHbBIX

1. TepMuHbBI U onipeaeSIeHUsT

B HacTosmeM 10KyMEHTE UCIIOIb3YIOTCS CIEAYIOIIUE TEPMUHBI U UX ONIPENCIICHUS:

ABTOMATH3HPOBAHHAS CHCTEMA - CUCTEMA, COCTOAIAsA U3 IIEPCOHAAa U KOMILJIEKCA
CPEJICTB aBTOMATH3aIMHU €0 JIeATEIbHOCTH, PeaTu3yromias HHHOPMAITMOHHYIO TEXHOJIOTHIO
BBITIOJIHEHHS YCTAHOBJIEHHBIX (DYHKITHIA.

AyTeHTI/[(l)I/IKaIII/IH OTNpaBUTEJAA JAaHHBIX - TIOATBEPXKIACHUE TOro, 4YTO
OTHPAaBUTEIIb MMOJTYYCHHBIX JaHHBIX COOTBETCTBYCT 3asABJICHHOMY.
be3onacHocTh NMEPCOHAJIBHBIX JAHHBbIX - COCTOAHHC 3alIUIICHHOCTHU

MEPCOHAIBHBIX JaHHBIX, XapaKTepU3yeMOe CIIOCOOHOCTHIO IOJb30BaTENeH, TEXHUYECKUX
CpeACTB U MH(POPMAIIMOHHBIX TEXHOJOTHH 00ecneunTh KOH(DUICHIIMAIBHOCTD, IIeTIOCTHOCTh
U JIOCTYIIHOCTb NE€PCOHAIBHBIX JTAHHBIX MPHU UX 00paboTKe B MH(POPMAIIMOHHBIX CHCTEMAax
MIEPCOHAIIBHBIX JTAHHBIX.

BiiokupoBaHue MNepPCOHAJBHBIX [aHHBIX - BpPEMEHHOE IpeKpalleHue coopa,
CHUCTEMaTH3aluH, HAKOIUIEHUS, UCITOJIb30BAaHNUs, PACIIPOCTPAHEHUS, IEPCOHAIBHBIX JAHHBIX,
B TOM YHCJIE UX IEpeIayu.

Bupyc (koMnbOTEpPHBI, IPOrPAMMHBII) - HCITOIHAEMBIN IPOrPAMMHBIA KO WX
MHTEPIPETUPYEMBIN Habop WHCTPYKIUH, obnanarouit CBOWCTBaMHU
HECAaHKI[MOHMPOBAHHOIO  paclpocTpaHeHuss U  camoBocnpousBeneHus.  Co3naHHbIE
NyOJIMKaThl KOMIBIOTEPHOTO BHpYCa HE BCETJa COBIAAAIOT C OPUTHHAIOM, HO COXPAHSIOT
CIIOCOOHOCTH K AalIbHEHIIEMY paclpOCTPAHEHUIO U CAMOBOCIIPOU3BEICHUIO.



BpenonocHasi mporpamMmma - mporpamma, MpelHa3HaueHHas ISl OCYIIECTBIICHUS
HECaHKIMOHMPOBAHHOTO JOCTyNna W (WIKM) BO3ICHCTBHS HA IMEPCOHAIbHBIE NaHHBIC WM
pecypchl THPOPMAITMOHHON CHCTEMBI IEPCOHATBHBIX JIaHHBIX.

BcnomoraresibHble TeXHUYECKHE CPEeACTBA M CHCTEMbI - TEXHUYECKHE CPE/ICTBA U
CUCTEMBI, HE TMpeAHa3HAYCHHBIC IS Tepenadu, oOpaboTKM M XpaHEHUsS TNEpCOHAIBHBIX
JTAHHBIX, YCTAHABJIMBaeMbleé COBMECTHO C TEXHHYECKUMHU CpPEACTBAMH U CUCTEMaMH,
npeIHa3HAYeHHBIMUA I OOpaOOTKH TEpPCOHAIBHBIX JIAHHBIX, WM B IOMCIICHUSAX, B
KOTOPBIX YCTAHOBJIEHBI HH(POPMALIMOHHBIE CUCTEMBI IEPCOHANIBHBIX JAHHbBIX.

JlocTyn B OMEPAlMOHHYIO Cpely KOMIbIOTepa (MH(POPMAIMOHHONH CHCTEMbI
MEePCOHATBbHBIX JAHHBIX) - TOJYyYE€HHUE BO3ZMOKHOCTHU 3allyCKa Ha BBIIOJHEHHUE IITATHBIX
KoMaH[A, (YHKIUH, TPOLEAYp ONECPAlMOHHONW CHCTeMbl (YHUUYTOXKEHUS, KOIHUPOBAHMS,
MEePEeMEIICHHUS | T.11.), UCTIOTHSAEMBIX (PailJIOB MPUKIIATHBIX IPOTPAMM.

Joctyn k wuH@oOpManmuMm - BO3MOXHOCTH TMOJNyueHUs HHPoOpManuu u ee
UCTIOJIb30BaHUSI.

3ak/a0uHOe YCTPOICTBO - BJIEMEHT CpPEICTBAa cheMa WH(GOpPMAIUU, CKPBITHO
BHEJIPSICMBIH (3aKJIaIbIBAEMbI WM BHOCHMBIN) B MECTa BO3MOXKHOTO cheMa WH(MOpMaIuu
(B TOM uymucie B OrpaxJAeHHE, KOHCTPYKLHIO, O00OpyIdOBaHME, MpEIMETHl HHTEpbepa,
TPAHCHOPTHBIE CPEICTBA, a TAaKKE€ B TEXHHUYECKHE CPEICTBA M CHCTEMBI 0OpabOTKH
uHpopmanun).

Zammmaemvass uHopmanmusi - uwHPOpMAIUA, SABJIAIONIASCS — MPEAMETOM
COOCTBEHHOCTH U TMOAJIEXKAIasi 3allUTe B COOTBETCTBHHM C TpPEOOBAHUSMU IPABOBBIX
JIOKYMEHTOB HJIM TPeOOBaHUSIMH, YCTAHABIMBAEMbIMH COOCTBEHHUKOM HH(OpMALIUU.

NnenTudukanus - mpucBOCHUE CyObeKTaM U 00BEKTaM JIOCTYIa HICHTU(UKATOPA
U (UIM) CpaBHEHHME NPEIBABISEMOro UACHTU(DUKATOpa € TEepeyHeM MPHUCBOCHHBIX
UIECHTU(DUKATOPOB.

NudopmaTuBHbIii  CUTHAJ -  JJIEKTPUYECKHUE  CUTHANIBI,  aKyCTHYECKHE,
AJIGKTPOMATrHUTHBIC W JIPYTHe (U3HUYECKUE IOJIA, IO MapaMeTpaM KOTOPBIX MOXKET OBITh
packpbiTa KOoH(UIEeHIIMaIbHAs UHpopMaIus (epcoHaNbHbIE TaHHBIE), oOpabaTbiBacMas B
UH(OPMAIMOHHON CHCTEME NIEPCOHATBHBIX JaHHBIX.

Nudopmanuonnasi cucreMa MepcOHAJBHBIX JAHHBIX - 3T0 WHGOpPMAIMOHHAS
cucTeMa, MPeICTaBIISIoNmast Co00i COBOKYITHOCTh MEPCOHAIBHBIX JaHHBIX, COICPIKAIINXCS B
0a3e JIaHHBIX, a TaKkKe WHOOPMAIMOHHBIX TEXHOJOTUA W TEXHUYCCKUX CPEJICTB,
MO3BOJIAIOIINX OCYIIECTBISATH 00paObOTKY TaKUX MEPCOHANBHBIX JaHHBIX C UCIOJIb30BAaHUEM
CPEeACTB aBTOMATH3AIMH WK 0€3 HCIIOIB30BAHUS TAKMX CPEICTB.

NudopmanuonHbie TEXHOJOTUH - MPOIIECCHI, METOBI MOUCKA, cOOpa, XpaHEHHUS,
00pabOTKH, MPEOCTABICHUS, PACTIPOCTPAHEHUSI MHPOPMALIMU M CIIOCOOBI OCYIIIECTBIICHHS
TaKUX MPOLECCOB U METO/IOB.

HUcTounuk yrpo3el Oe3omacHocTu uHpopMamum - CyOBEKT JOCTYyIa,
MaTepuaIbHBbIA O0BEKT WK (PU3HUECKOE SBICHUE, SBISIOUTUECS MPUYUHON BOZHUKHOBEHUS
yrpo3bl 0€30MaCHOCTH UH(POPMALIUH.

KouTposimpyemasi 30Ha - »3TO TPOCTPAHCTBO, B KOTOPOM HCKIIOYEHO
HEKOHTPOJIUpYyeMoe MpeObIBaHUE COTPYAHHUKOB M TOCETUTENEH omepaTopa U MOCTOPOHHHX
TPAHCIIOPTHBIX, TEXHUYECKUX W UHBIX MaTePUAITBHBIX CPEJICTB.

KonduaeHunaabHOCTh MEPCOHAIBHBIX JAHHBIX - 0053aTENbHOE IS COOIOICHUS
OTIepaTOPOM HJTH MHBIM TIOJTYYHBIITUM JIOCTYIT K IIEPCOHATBHBIM JAHHBIM JIMIIOM TPpeOOBaHHE
HE JIONyCKaTh UX PACIPOCTpaHEHUs 0e3 coriacus CyObeKTa MepPCOHANBbHBIX JAHHBIX HIIN
HAJIMYUS UHOTO 3aKOHHOTO OCHOBAHHUSI.

MesxkceTeBoii IKpaH - JIOKaJIbHOE (OZTHOKOMITOHEHTHOE) W
(GYHKIIMOHATBLHO-PACTIPEACIICHHOE TMPOrpaMMHOE  (MMPOTPaMMHO-AIapaTHOE) CPEICTBO
(KOMIUIEKC),  peaiu3yloliee  KOHTPOJIb  3a  HMHpOpManueil, mocrymaromei B
WH()OPMAITMOHHYIO CHUCTEMY TEPCOHANBHBIX JAHHBIX W (WJIM) BBIXOJAIIEH W3
WH()OPMAITMOHHON CHCTEMBI.



Hapyumreab 0e30MacHOCTH TEPCOHAJNBHBIX JAHHBIX - (QHU3HUYECKOE JIHIIO,
CIIy4allHO WJIM NPEJHAMEPEHHO COBEPIIAIOLICE ICHCTBUS, CICICTBUEM KOTOPBIX SBIIACTCS
HapyleHne Oe30MacHOCTH NEPCOHANBHBIX MaHHBIX MPHU HX O00pabdOTKE TEXHUYECKUMHU
CpeAcTBaMu B MH(OPMAIIMOHHBIX CUCTEMAX NEPCOHAIBHBIX JaHHBIX.

HenekapupoBaHHbIe BO3MOKHOCTH - (DYHKIIMOHAIBHBIE BO3MOXKHOCTH CPEICTB
BBIUMCJIMTEIBHOM TEXHHUKHM, HE OINMCAHHBIE WJIM HE COOTBETCTBYIOIIHME OIHUCAHHBIM B
JIOKyMEHTallUH, npu UCII0JIb30BaHUU KOTOPBIX BO3MOXKHO HapylleHHe
KOH(HIEHIIMATIBHOCTH, JOCTYITHOCTH WJIM LIEIOCTHOCTH 00pabaTeiBaeMoi HHpOpMaLUu.

HecaHKuMOHUPOBAHHBIN 10CTYI (HECAHKIMOHUPOBAHHbIE 1efiCTBUA) - JOCTYII K
uHpOpMaLMK WIM JEHCTBUS ¢ HMH(OpMaLUel, OCyIeCTBIseMble C HapylIeHUEeM
YCTAHOBJICHHBIX TpaB W (WJIM) MpaBUJI AOCTyHa K MHGOpMAIUMM WM JEHCTBUH C HEH ¢
NPUMEHEHHEM MITaTHBIX CPEICTB MH(POPMAIIMOHHON CHCTEMBI WM CPEJICTB, aHAJOTHYHBIX
UM 110 CBOUM (DYHKIIMOHAJIbHOMY IIPEIHA3HAYEHUIO U TEXHUYECKUM XapaKTEPUCTUKAM.

Hocurtens undopmanum - Guznyeckoe JUI0 UM MaTEPUAIbHBIA OOBEKT, B TOM
yuciae (U3NYEecKoe Iojie, B KOTOPOM HH(OpPMAaLUs HAXOJUT CBOE OTPAKEHHE B BHJIE
CHUMBOJIOB, 00pa30B, CHUTHAJOB, TEXHHYECKHUX PEIICHUH M TPOIECCOB, KOJIMYECTBEHHBIX
XapaKTEePUCTUK (PU3NUECKUX BETUUYHH.

O0paboTka mepcoHANbHBIX JAHHBIX - JEHCTBUS (OHEpaluu) ¢ NEPCOHAIbHBIMU
JaHHBIMM, BKJItOYas cOOp, CHUCTEMaTH3alMi0, HAKOIUIEHHWE, XpaHEHHEe, YTOYHEHHE
(oOHOBNIEHHE, M3MEHEHHUE), UCIOJb30BaHUE, PACHpOCTpaHEHUE (B TOM 4HCIE Iepenavy),
o0e3nruuBaHue, OJOKMPOBAHUE, YHUUTOXKEHUE IEPCOHANIBHBIX JIAHHBIX.

Omneparop - rocy1apCTBEHHbIN OpraH, MyHUIMIIAIBHBINA OpraH, IOPUINYECKOE HUIIU
bu3HYecKoe JUI0, OPTaHU3YIOMUe W (WIH) OCYIICCTBISIONINE 00pabOTKY MEePCOHATBHBIX
JTAHHBIX, a TAaKXKe ONpPEEISIOIIUe LI U CoAepKaHue 00pabOTKH EePCOHATIBHBIX JAHHBIX.

IMepexBat (unHdopmanuu) - HENPaBOMEPHOE TMONydYeHHE HWHPOpPMALUU C
UCMOJIb30BAaHUEM TEXHHUYECKOTO CpEJICTBA, OCYIIECTBIAIONIETO OOHapyXeHue, NMpHeM U
00paboTKy MHPOPMATUBHBIX CUTHAJIOB.

IlepconasibHble aHHBIe - 00as MH(OPMAIUA, OTHOCSIIASACS K ONpPEACICHHOMY
WIM OIpeAeNsieMOMY HAa OCHOBAaHMM TakoM HMHMOpMauuu (U3NYeCKOMY JHUIY (CYyOBEKTY
NEPCOHANBHBIX JAHHBIX), B TOM YHCIE €ro Qamuius, HUMs, OTYECTBO, JaTa U MeECTO
pOXIEHUs, aapec, ceMeilHoe, COoLMalbHOE, MMYIIECTBEHHOE IOJOXKEHHE, 00pa3oBaHueE,
npodeccusi, 10X0bl, Apyras HHPopMaIus.

ITo0o4HbIE 3JIEKTPOMATHUTHBIC H3JIY4YeHHS] M HABOAKH - DJIEKTPOMAarHUTHBIE
U3ITy4eHUs] TEXHUYECKUX CPEICTB 00pabOTKM 3aliuiiaeMod MH(OpMaluy, BO3HHUKAIOIINE
KaK MOOOYHOE SIBJICHUE U BBI3BAHHBIE AJIEKTPUUYECKHMMM CHUTHAJaMHM, JEHCTBYIOIIMMHU B UX
AIIEKTPUYECKUX U MATHUTHBIX LIEMSAX, & TAK)KE AJIEKTPOMArHUTHBIE HABOJKHM ATHX CUTHAJIOB
Ha TOKOIIPOBOZSIINE JIMHUN, KOHCTPYKIIUY U LENN TUTAHUS.

IMosb30BaTesib MH(POPMALMOHHON CHCTEMbI MEPCOHAIbHBIX JAHHBIX - JIHIIO,
y4yacTByloliee B (yHKIIMOHUPOBAHUN WH(POPMAIIMOHHON CHUCTEMBI NMEPCOHAIBHBIX JAHHBIX
WJIM HUCIIOJIb3YIONIEE pe3yibTaThl €€ (PyHKIHOHUPOBAHUSI.

IIpaBuia pasrpaHu4eHusi JOCTYNA - COBOKYIHOCTb IIPABUJI, PErJIaMEHTUPYIOLINX
npaBa JIocTyna cyObeKTOB JOCTyIa K 00bEKTaM JIOCTYTIA.

[IporpammHasi 3akjaaka - CKPbITHO BHECEHHBIH B IMPOrpaMMHOE OOecreueHue
(GYHKIMOHATIBHBIN 00BEKT, KOTOPBIH MPU OMPEAETICHHBIX YCIOBUAX CHOCOOEH 00ecTeyHuTh
HECaHKIMOHMPOBAHHOE MporpamMMmHoe BozjaelcTBue. [Iporpammuas 3akiagka MOXKET OBITh
peann3oBaHa B BUJE BPEJOHOCHON IPOrpaMMBbl WU MPOTPaMMHOI0 KOJa.

IIporpammuoe (mporpaMMHO-MaTeMaTHYeCKOe) BO3/1eiicTBHE -
HECaHKIIMOHUPOBAHHOE BO3/IEHCTBHE HA PECYpPChl aBTOMATU3UPOBAHHON MH(OPMAIIMOHHON
CHUCTEMBI, OCYIECTBIISIEMOE C UCIIOIb30BaHUEM BPEIOHOCHBIX IIPOTPaMM.

Pecypc undopmManmoHHOM CHCTeMbI - HMEHOBAaHHBIM 3JIEMEHT CHCTEMHOIO,
MPUKIAIHOTO WM amnmapaTHoro ooOecrnedeHus (QyHKIIMOHUPOBaHUS HWHGOPMAIIMOHHON
CUCTEMBL.



CpencrBa BBIYHCJIMTEIbHOH TEXHHMKH - COBOKYIHOCTb IPOTPAMMHBIX U
TEXHUUYECKHUX DJJIEMEHTOB CHCTeM OO0paOOTKM MJaHHBIX, CIOCOOHBIX (HYHKIIMOHUPOBATH
CaMOCTOSITEJIbHO WM B COCTABE APYTUX CUCTEM.

Cy0obekT pocryna (cy0beKT) - JMIO WIA IPOIECC, JACHCTBHS KOTOPOTO
pErIaMeHTUPYIOTCS PaBUIaMH pa3rpaHUUYEHUs 10CTyIa.

Texnuveckue cpeacTsa MHGOPMANUOHHON CHCTEMbI NMEPCOHATbHBIX JAHHBIX -
CpeACTBa BBIYUCIUTENBHOW TEXHHKH, WH(POPMALMOHHO-BBIYUCIUTEIBHBIE KOMIUIEKCHl U
CeTH, CpEACTBa M CHCTEMbI Iepelnaud, npuemMa U oOpabOTKM MEepPCOHATbHBIX JaHHBIX
(cpeactBa M CHUCTEMBl  3BYKO3aIlUCH, 3BYKOYCWJIEHMsS, 3BYKOBOCIPOM3BEIEHUS,
MEPEroBOPHbIE M TEJIEBU3UOHHBIE YCTPOMCTBA, CPEACTBA W3TOTOBJICHMS, TUPAKUPOBAHUS
JOKYMEHTOB U JPyrue TeXHUYECKHE CPECTBA 00OpaObOTKU peueBOi, rpauuecKoi, BUICO- U
OykBeHHO-IIU(GPOBOH HH(MOPMAILINK), TPOTPaMMHBIC CpPEACTBAa (OMEPANMOHHBIC CHUCTEMBI,
CUCTEMBI yIpaBjieHUs 0a3aMu JaHHbBIX U T.I1.), CPEACTBA 3aIIUTHI HH(POpPMALIUHU.

TexHuyeckuii KaHaJ yTeYKHM MHMOPMAIMM - COBOKYIIHOCTb HOCHUTEI
unpopmanuu  (cpexctBa  o0paboTkH),  (pHU3MYECKOH  Cpelbl  pacHpoCTpaHEHUs
MH(POPMATUBHOTO CUTHAJIA M CPEJICTB, KOTOPBHIMH TOOBIBAETCS 3amuinaeMasi HH(QOopMaIus.

Yrpo3sl 0e30nacHOCTH NEPCOHAJTbHBIX JAHHBIX - COBOKYHNHOCTh YCJIOBUH H
(GakToOpoB, CO3JAIOLIMX ONACHOCTh HECAHKIIMOHMPOBAHHOIO, B TOM YHCJE CIIY4ailHOrO,
JOCTyNa K MepPCOHATbHBIM JaHHBIM, PE3yJbTaTOM KOTOPOTO MOKET CTaTh YHUYTOXECHHE,
U3MEHEHUE, OJIOKMPOBAaHUE, KONUPOBAaHUE, PACIPOCTPAHEHHME IEPCOHAIbHBIX JAHHBIX, a
TaK)K€ MHBIX HECAaHKIMOHMPOBAHHBIX NEHCTBHI mpu ux 00paboTke B MH(DOPMAIIMOHHOM
CUCTEMeE MePCOHATbHBIX TaHHBIX.

YHUUYTOXKEeHNe TMepCOHAJBHBIX JaHHBIX - JEHCTBUSA, B pPE3yJbTaTe KOTOPBIX
HEBO3MOKHO BOCCTaHOBHUTH COJIEp’)KaHUE IEPCOHATIBHBIX JAHHBIX B HWH(OPMALMOHHON
CUCTEME IEPCOHAIbHBIX JAHHBIX WM B PE3YJIbTaTe€ KOTOPHIX YHUUYTOXKAIOTCS MaTepUaIbHbIE
HOCHTEIIH NEPCOHAIbHBIX JIaHHBIX.

Yreuka  (BammmaeMoil) uHpopManMM MO0  TEXHHYECKHMM  KaHAJIaM -
HEKOHTPOJIUPYEMOE  pacHpoCTpaHeHHWe MH(OpManMu OT HOCHUTENsS  3allMIaeMoil
uH(popManuu yepe3 (PU3MUECKYIO0 Cpely 0 TEXHUYECKOTO CPEJICTBA, OCYIIECTBIISIOIIETO
nepexsar HHPOpPMaLUH.

Ysa3BuMocTh - Hekas c1adoCTb, KOTOPYIO MOXKHO HCIIOJIB30BATh ISl HapyIIEHUS
CUCTEMBI WIIH coJieprkalieiicss B Heil nHpopmaluu.

LlesocTHOCTH MH(pOPMALMK - COCTOSIHME UH(OPMAIMH, IPH KOTOPOM OTCYTCTBYET
moboe ee W3MEHEHHEe JMO00 W3MEHEHHE OCYIIECTBISETCS TOJIbKO IpeAHAMEPEHHO
CcyObeKTaMH, UMEIOIIMMHU Ha HEro Mpaso.

2. O01ue moJI0KeHus

Hacrosmas  "Monens yrpo3  0€30macHOCTH MEPCOHATBHBIX JAHHBIX TPH  UX
00paboTke B MHPOPMALIMOHHBIX CHCTEMaX MepCOHANbHBIX JaHHBIX" (nanee - Monenb yrpos)
COJIEP’KUT CHCTEMAaTHU3MPOBAHHBIN MepedeHb yrpo3 0e30MacHOCTH MEPCOHAIBHBIX JaHHBIX
npu ux o0paboTke B MH(POPMALMOHHBIX CHCTEMAX MEPCOHAIBHBIX JaHHBIX. OTH YTPO3bI
00yCJIOBJIEHbI NpPEAHAMEPEHHBIMU WJIM HENpPEeJHAMEPEHHBIMU JEHCTBUAMHU (U3NYECKUX
JUL, JACUCTBUAMU 3apyOEXHBIX CIELUCTYXO WIM oOpraHuzauuid (B TOM  4HUCIE
TEPPOPUCTUYECKUX), a TakXKe KPUMHUHAIBHBIX TPYIIUPOBOK, CO3JAIOIIUX YCIOBHS
(mpeAnockUIKM) A HapylmieHUs: 0e30macHOCTH nepcoHanbHbIX JNaHHBIX (I1JIH), KoTopoe
BEJIET K ylIepOy >KU3HEHHO BaXKHBIX HHTEPECOB JINYHOCTH, OOILECTBA U TOCYAapPCTBA.

Mogenb yrpo3 CoaepXMT €AMHbIE HCXOJHBIE JAaHHBIE MO yrpo3am 0e30MacHOCTH
NEPCOHANBHBIX JIaHHBIX, 00padaThiBaéMbIX B MH(OPMAIIMOHHBIX CHCTEMaX MEePCOHAIBHBIX
nauubix (UCIIIH), cBsI3aHHBIM:

¢ nepexBaToM (cbemoM) IIJIH 1o TeXHMYECKUM KaHajlaM C LIEJIbI0 UX KOIMMPOBAHUS
WJIA HETIPAaBOMEPHOT'O PacpOCTPAHEHUS;



C HECAHKIIMOHUPOBAHHBIM, B TOM 4HclIe ciiydaiHbM, noctynoM B UCII/IH ¢ nensto
WU3MEHEHUs, KOMPOBaHUs, HEMPAaBOMEPHOro pacnpocrpaHeHus [I/[H win gecTpyKTUBHBIX
BozeiicTBuil Ha snementel UCII/IH u oOpabaTteiBaembix B HuX [I/IH ¢ Hcmonb30BaHHEM
MPOrpaMMHBIX W IPOrPaMMHO-ANNAPATHBIX CPEACTB C LEJIbK0 YHUUYTOXECHUS WIN
osoxkupoBanust [1/1H.

Mopenp yrpo3 sBIsSE€TCA METOAMYECKUM JOKYMEHTOM U NpeJHa3HadeHa JUJis
TOCY/IapCTBEHHBIX U MYHHIIMIIAJIBHBIX OPTaHOB, IOPUANYECKUX W (WIK) (PU3UYECKHUX JIHII
(manee - orepaTopoB), OPraHU3YIOMUX U (MJIH) OCYIIECTBIIOMMX 00padoTky I1/1H, a Takxke
OTIpPECISAIONUX IeId U cojaepkanue oOpadotku I[1J[H, 3aka3uymkoB U pPa3pabOTUYHMKOB
NCIIJu u ux noacuctem. C npumeHeHrueM Mojenu yrpo3 pemaroTcs ClIeayonue 3a1auu:

— pa3paboTka YacTHBIX Mojenel yrpo3 Oe3zomacHocTd [IJlH B KOHKpPETHBIX
NCIIH ¢ yueToM UX Ha3HAUYEHUS, YCIOBHI U OCOOCHHOCTEN (DyHKIIMOHUPOBAHUS;

— ananu3 samumeHHoctd WMCIIa ot yrpo3 6esomacHoctu IIJIH B Xxome
OpraHHU3aIy U BBIOTHEHHS paboT 1o obecneuenuto 6ezonacHoctu [1/1H;

— paspaboTka cuctembl 3amuthl [1/IH, obOecmeunBaroieil HeUTpaIU3aIUIO
MPEIIoJIaraéMbIX YIpO3 C HCIOJB30BAaHMEM METOJOB W crocoOoB 3amutel [1/1H,
MPEeAYCMOTPEHHBIX JJI1 cooTBeTCTBYIoLIEero kinacca UCII/H;

— MPOBEJCHUE  MEPONPHUATHH,  HANpPaBICHHBIX  HAa  MPEJOTBPAIICHUE
HECaHKI[MOHUPOBAHHOTO foctyna K [IJIH u (win) nepenayn ux auiamM, He UMEIOIIUM IIpaBa
JO0CTyNa K Takoi nH(popMaIuu;

— HeJomyuieHue Bo3aeicTBUs Ha TexHudeckue cpexacrea HCII/IH, B
pe3ysibTaTre KOTOPOro MOXKET ObITh HAPYILIEHO UX (QYHKIIMOHUPOBAHUE;

— KOHTPOJIb 00ECIICUCHIS YPOBHS 3aIIUIIICHHOCTH ITIEPCOHATBHBIX TaHHBIX.

B Mopnenu yrpo3 mano o6o6mennoe omucanue MCII[IH kak OOBEKTOB 3alllUTHI,
BO3MOXXHBIX HCTOYHUKOB Yrpo3bl Oe3omacHocTd nepcoHalbHbIX JaHHbIX (Y BII/IH),
ocHOBHbIX kiaccoB ys3Bumoctedl MCII/IH, BO3MOXHBIX BHUIOB JECTPYKTHUBHBIX
Bo3eiicTBuil Ha [1/1H, a Takke OCHOBHBIX CTIOCOOOB MX peaTu3aliu.

VYrpo3el 6e3onacHoctu [1/1H, oOpaGateiBaembix B WCIIJIH, conepkamuecs B
HacTosime Moaenu yrpo3, MOryT YTOUHSTBCS U JOTIOJHATHCS 110 MEPE BBISIBJICHUS HOBBIX
HUCTOYHUKOB YIpo3, pa3BUTHA cnocoboB u cpencts peanusauuu YBIIJIH B MCIIAH.
Buecenne wu3smenennii B Mogens yrpo3 ocymectsiasiercss DPCTOK  Poccunm B
YCTaHABIMBAEMOM MOPSIKE.

3. Knaccudukanus yrpo3 6€30nacHOCTH MEPCOHAIBHBIX JAHHBIX

CocraB u cognepxanue YDBIIJIH omnpenensercs COBOKYNHOCTBIO YCIOBUH U
(bakTOpOB, CO3AAOUIMX OMNACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCJE CIy4yaiHOTO,
noctyna k [T1H.

COBOKYITHOCTh TaKUX YCJIOBUH U (PAKTOPOB (POpMUPYETCS C YyUETOM XapaKTEPUCTHK
UCTI[Jn, cBoiicTB cpeabl (IyTH) paclpoCTpaHEHUs  HH(OPMATHUBHBIX CUTHAJIOB,
coJiep KalUX 3alIMIaeMyr0 HH()OpMAIUIO, U BO3SMOXHOCTEH UCTOUHUKOB YTPO3bI.

K xapaxrepuctukam UCIIIH, o0ycinonmuBatomum Bo3HuKHOBeHHE Y BI1JIH, MOXXHO
OTHECTH Kareroputro u o0beMm oOpabarbiBaeMbix B WCII/IH mnepcoHambHBIX JaHHBIX,
crpykrypy UCIIH, nanmuue nmoaxmouenuit UCIIJIH k ceTsiM CBsi3M OOIIETO MOJb30BaHUS
U (WIM) CeTAM MEXIYHApOJAHOT0 HH(OPMAIIMOHHOTO OOMEHA, XapaKTePUCTUKHU MOACUCTEMbI
0e30MmacHOCTH I1/1H, o0pabaThIBaeMBIX B NCIIdH, PEKUMBI
00paboTKH MEPCOHAIBHBIX JaHHBIX, PEKUMBI Pa3sTpaHUYEHUS IPaB JOCTYIA MOJIb30BaTeleH
NCTI/IH, MmecToHaX0XXI€HUE U YCIIOBUS pa3MelleHns Texuuueckux cpeacts MCIIJIH.

Nudopmanmonnsie  cuctembl  [IJIH  mpeactaBmsitoT  co0Oi  COBOKYITHOCTH
UH(POPMALIMOHHBIX u IIPOrpPaMMHO-AMIAPaTHBIX JJIEMEHTOB, a TaKke
WH()OPMAITMOHHBIX TEXHOJIOTHUM, TPUMEHSIEMBIX ipu 00padoTke [1/1H.

OcnoBubiMU 31eMeHTamu UCTIJIH sBhstoTes:



— NepCOHaNbHbIE JaHHBIC, co/lepKaluecs B 0a3ax JaHHbBIX, KAK COBOKYITHOCTb
nHpopmanuu 1 ee HocuTenel, ucnoyibzyembix B UCITIH;

— UH(POPMALIMOHHBIE TEXHOJIOTHH, IpUMeHsieMble pu o0padotke [1/1H;

— TEXHUYECKHUE CPEJCTBA, ocymecTRisiomue oo0padorky II/Ia (cpenctBa
BBIYUCIUTENIHOW TEXHUKH, HWH(POPMALMOHHO-BBIYHUCIUTEIbHbIE KOMIUIEKCHI M CETH,
CpelICTBA W CHCTeMbl nepenaud, npuema u obOpabotku I[1/IH, cpeactBa U cucTembl
3BYKO3allMCH, 3BYKOYCWJIEHHUS, 3BYKOBOCIIPOU3BEIEHNUS, IIEPETOBOPHBIE U TEJIEBU3HOHHBIE
YCTPOMCTBA, CPECTBA U3TOTOBIICHUS, THPAKUPOBAHUS TOKYMEHTOB U JPyrue TEXHUUECKUE
cpencTBa 00pabOTKH peueBoi, rpaduuecKoi, BUACO- U OyKBEHHO-IIU(PPOBO MHPOPMALINHN)
(nanee - rexunueckue cpeacrsa UCII/nH);

— IpOrpaMMHBIE CpeACTBa (ONEpallMOHHBIE CHCTEMBI, CUCTEMBbI YIIPaBJICHUS
0a3zaMu JTaHHBIX U T.I1.);

— CpeZCTBa 3alIUTHI HH(POPMAIINH;

— BCIIOMOT'aTEJIbHBIE TEXHUYECKUE CPENICTBA U CUCTEMBI (BTCC) -
TEXHUUYECKHUE CpPEJICTBA M CHUCTEMbl, MX KOMMYHHUKAIIMH, HE TMpeIHa3HAYCHHbIC [
o0Opabotku [1/lH, HO pa3MelIeHHbIE B MOMEIICHUAX (Jlanee - CIy>KeOHbIE MOMEIIEHUs), B
KoTopbix pacnosioxkeHsl WCII[H, WX TexHWYecKHe cpencrtsa (pa3iauvyHOro poja
TeneQOHHbIE CpPEICTBA W CHUCTEMBI, CpPEACTBA BBIUMCIUTEIHLHOM TEXHUKU, CPEACTBA H
CUCTEMBI Tepeflaud JaHHBIX B CHUCTEME pAJUOCBSI3U, CPEACTBA U CUCTEMbl OXPAHHOH U
MOXKapHOW CHUTHANM3AIMK, CpPEJACTBA W CHCTEMbl ONOBEUICHUS W CHUTHAIM3AINH,
KOHTpPOJIbHO-U3MEPUTENIbHAS  alapaTrypa, CpeACTBA M CHUCTEMbl KOHJMLMOHUPOBAHMUS,
CpPEeICTBA M CHCTEMbl MPOBOJHON paAMOTPAHCISIMOHHON CETH W TMpHEeMa MPOorpaMm
paavoBELIaHus U TEJIEBUEHUS, CPEACTBA JIEKTPOHHON OPITEXHUKH, CPEICTBA U CHUCTEMBbI
3JIEKTpOYacO(UKAIUN ).

CpoiictBa cpenpl  (IIyTH)  paclpocTpaHeHWs: HMHPOPMATHBHBIX  CHUTHAJIOB,
CoJIeprKalIiX 3alMIaeMy0 HH(OPMALIMIO, XapaKTepU3yIOTCs BUIOM (pU3MUECKON cpeibl, B
KoTopoi pacnpoctpanstores [1/[H, 1 onpenenstoTces Mpu OLEHKE BO3MOXHOCTH pPealln3alun
VYBI/IH.

Bo3moxHocti uctouHukoB YBIIJIH 00yciaoBIeHBI COBOKYIHOCTBIO CIOCOOOB
HECaHKIMOHUPOBAHHOTO W (wim) ciaydyaiiHoro nocryna k IIJIH, B pe3ynpTaTe KOTOPOIO
BO3MOXHO  HapylleHHe  KOH(QUACHUMANbHOCTH  (KONHpOBaHHE,  HENpaBOMEPHOE
pacrpocTpaHeHue), IEeJIOCTHOCTH  (YHMUTOKEHUE, W3MEHEHHE) H  JIOCTYIHOCTH
(61oxupoBanue) [1/1H.

VYrpoza Oesomacnoctu IIJ[H peanmusyercss B pesynbTaTe O0pa3oBaHUs KaHala
peanuzanuu YBIIJIH Mexay MCTOYHMKOM yrpo3bl U HocurenaeM (ucrounukom) IT/IH, uTto
CO3/1aeT YCJIOBUS i HapymeHus Oe3omacHocTd IIJIH (HECaHKIIMOHMPOBAHHBIN WU
CIIy4aifHbIN TOCTYII).

OcHOBHBIMU 3JIeMEeHTaMH KaHaja peanuzanuu Y BIIJ{H (pucyHok 1) sBastoTest:

uctoyHuk YBII/IH - cyObekT, marepualibHbIii 00BEKT WM (PU3NYECKOE SIBICHHUE,
coznatonue YBII/H;

cpena (myTh) pacrnpoctpanenust [IJ[H umm BoO3meHCTBHIA, B KOTOpOM (u3nyeckoe
10JIe, CUTHAJ, JaHHbIE WJIM IPOrpaMMbl MOTYT PacHpOCTPaHATbCA M BO3AECHCTBOBATH Ha
3aIuIaeMble CBOMCTBA (KOH(UICHIINATBHOCTh, IIEJIOCTHOCTD, TOCTYMHOCTH) [1/1H;

Hocutens [I/lH - ¢usmyeckoe JMIO WIM MaTepHAbHBIA OOBEKT, B TOM YHCIE
dusngeckoe mose, B kKotopom I1/IH HAXOIAT CBOE OTpakeHHE B BHJIE CHMBOJIOB, 00Pa30B,
CUTHAJIOB, TEXHUYECKUX PELIEHUII U TMpOIEecCOB, KOJIMUYECTBEHHBIX XapaKTEPHUCTUK
(bU3nUEeCKUX BETUYMH.

| | Cpema pacHnpoCTpaHeHrs | |

VIcCTOUHUK | | I[IIH ¥ BO3OEMCTBUMN | |



yTrpos GeszonacHocTy 44— IpUeMHMK || Hocurens Nx
N1IH | | wunQopMaTmBHOTO cuTHaANA | |

| | lepenaTunk | |

: | BozmesicTByBLIETO curHana |

Pucynox 1. 00001meHHass cxemMa KaHajJa peaju3alud yrpo3 0e30NMacHOCTH
NMEePCOHATBbHBIX IAHHBIX

Hocurenu I/l mMoryt comepxaTh MHPOPMAIUIO, MPEACTABICHHYIO B CIEAYIONINX
BUJIAX:

akyctuueckas (peueBas) uHbpopmanus (PU), comepxarmiasicsi HEMOCPEACTBEHHO B
npousHocuMoii peun nojib3oBatens MCIIAn npu ocymiecTBieHnd UM (YHKIIMH TOJIOCOBOTO
BBojia [1/In B UCII/IH, mubo BocnpousBoaumas akyctudeckumu cpeacrsamu UCIIIx (ecnu
Takue (PYHKIMH IPeyCMOTPEHbI TexHonorue oopadotku I1/H), a Takke comeprkaiascs B
AJIEKTPOMAarHUTHBIX MOJSAX M JJIEKTPUYECKUX CUTHAJAX, KOTOpPbIE BO3HUKAIOT 3a CUET
nmpeoOpa3oBaHuil aKyCTUUECKON MHPOpMAIIHH;

BunoBass mHpopmanus (BU), mpencraBneHHas B BUAE TEKCTa M HM300paKeHHUU
Pa3IUYHBIX YCTPOMCTB OTOOpa)keHUS HMH(OPMALMU CPEACTB BBIUYUCIUTEIBLHOW TEXHUKH,
MH(OPMALIMOHHO-BBIUNCIUTEIBHBIX ~ KOMIUIGKCOB, TEXHHYECKHUX CpeACTB  00paboTKu
rpaduveckoii, Buaeo- u OykBeHHO-IIMppoBor nHPopMaruu, Bxoaamux B coctaB MCII/IH;

uHpopmanus, oOpabareiBaemas (uupkynupyromas) B HWCII[lH, B BuIe
AIIEKTPUYECKHUX, DIEKTPOMATHUTHBIX, ONTHUECKUX CUTHAJIOB;

uHpopmanusa, obpabareiBaemass B WCIIJIH, mpencraBneHHas B Buae OuUT, Oailr,
(baityioB U APYruX JOTUYECKUX CTPYKTYP.

B umemix ¢opmupoBanus cucremarusupoBanHoro mnepeuHs YBII[lH npu ux
o6pabotrke B UCIIIH u pa3paboTke Ha MX OCHOBE YACTHBIX MOJENEH MPUMEHUTEIHHO K
koHKpeTHOMY Buay VICII/IH yrpo3sl Ki1accupuIMpyOTCs B COOTBETCTBUH CO CIEAYIOIIUMHI
pU3HaKaMu (PUCYHOK 2):

no Buny 3amuuiaemoit ot YBII/{xn nundgopmanum, conepxameit [11H;

O BUJIaM BO3MOXHBIX UCTOUHUKOB Y BII/IH;

no tunty UCIIJIH, Ha koTOopble HanpaBieHa peanusauus Y BI1JH;

o croco0y peanuzanuu Y BI1/1H;

0 BHUAY HapyllaeMoro cBoiicTBa HHpopmanuu (BUIYy HECAHKIHOHHUPOBAHHBIX
neicTBuil, ocymiectisieMbix ¢ [1/1H);

10 MCIOJIb3yEMOH YSI3BUMOCTH;

10 0OBEKTY BO3/ICHCTBHUS.

ITo BugaM BO3MOXHBIX UCTOYHUKOB YDBII/[H BBIOEHSAIOTCA CIEIYIOMIHME KIIACCHI
yrpos:

YIpO3bl, CBS3aHHBIE C MPEIHAMEPEHHBIMH WJIM HENpeAHAMEPEHHBIMU JACHCTBUSMU
mun, umerommx goctyn k MCIIAH, Bkmrouas mnonw3oBatened MCIIH, peanusyrommx
yrpo3sl HenocpeacTseHHo B UCII/IH (BHYTpeHHNUI HAapyIINUTENb);

yrpo3bl, CBA3aHHBIE C MPEIHAMEPEHHBIMU WM HeNpeJHaAMEPEHHBIMU JIEHCTBUSMU
i, He umeromux noctyna k MCII/IH, peanu3yromux yrpos3sl U3 BHEIIHMX CETE€H CBS3H
o0miero mojib30BaHUS M (WJIM) CETe MeXAyHapoJHOro HH(OpPMalMOHHOTO OOMeHa
(BHEUIHUI HAPYIIUTEND).

Kpome Toro, yrpossl MOTryT BO3HUKATh B pe3y/lbTaTe€ BHEIPEHHs amnmnapaTHBIX
3aKJIaJI0K ¥ BPEJOHOCHBIX IPOrpamM.

ITo tuny UMCII/IH, Ha koTopble HampabieHa peanuzauus YDBIIJIH, BbIaensroTCA
CJEYIOIINE KJIACCHI YTPO3:

yrpo3sl 6e3omacHoctu [1/1H, obpabareiBaembix B MCII[lH Ha 6a3e aBTOHOMHOTO
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aBTOMATU3UPOBAaHHOTO pabouero mecra (APM);

yrpo3bl  Oe3onmacHoctH I1JIH, oOpabareiBaembix B HMCIIJIH Ha 06aze APM,
HNOJKJIIOYEHHOTO K  CeTH  oO0mero Tmojibp30oBaHus (K CETH  MEXIYyHapOJHOTO
nH(pOpMaITMOHHOTO OOMEHA);

yrpo3sl Oe3omacHocTu [1JH, oOpabateiBaembix B MCII[lH Ha 0a3e JIOKaIbHBIX
UH(POPMAIIMOHHBIX CUCTeM Oe3 TOIKIIOUEHHs K CEeTH OoOmero mojibp30BaHUs (K CETH
MEXyHAPOAHOTO HH()OPMAIIMOHHOTO OOMEHA);

yrpo3bl Oe3onacHoctr I1/lH, oOpabarpiBaembix B MCII/IH Ha 0a3e JOKadbHBIX
WH(OPMAIIMOHHBIX CHUCTEM C TMOAKIIOYCHHEM K CeTH OOIIero mojibp30BaHus (K CETH
MEXIYHApOHOT0 HHPOPMAIIMOHHOTO 0OMEHa);

yrpo3sl 6e3omacHoctu I1/1H, oOpabdateiBaembix B UCII/IH Ha 6a3e pacmpeaeneHHbIX
WH(OPMAIIMOHHBIX CUCTEM O€3 TMOAKIIOYCHHUS K CEeTH OOIIero MoJib30BaHUS (K CETH
MEXIYHApOJHOT0 HHPOPMAIIMOHHOTO 0OMEHA);

Mo Buay it or YBHdn , it TLIn
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3BYKOBOCIPOU3BEICHHSA - >

"Pucynok 2. Knaccupukanus yrpo3 6e30macHOCTH NepCOHATbHBIX JaHHbIX"

Knaccudukanust yrpo3 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX, 00padaThIBAEMBIX B
WH(MOPMAIIMOHHBIX CHUCTEMax IMEepPCOHANbHBIX MJAaHHBIX Yrpo3bl Oe3omacHoctu [1]1H,
obpabareiBaembix B WCIIJIlH Ha 06a3e pacmpeneneHHbIX WHGOPMAIMOHHBIX CHCTEM C
MOJIKJIFOUEHUEM K CETH OOIEro Moyib30BaHUs (K CETH MEXIYHAPOIHOTO MH(OPMALMOHHOTO
oOMeHa).

[To cnoco6am peanuzartuu Y BII/IH BEIACISIOTCS CIeAYIOMNE KJIACCHl yTPO3:

yrpo3bl, cBsizanHble ¢ HC/] x II/IH (B ToM 4uciie yrpo3bl BHEAPEHUS! BPEAOHOCHBIX
POrpaMM);

yrpo3sl yreuku [1/IH Mo TeXHH4YecKuM KaHalaM yTeuKd WH()OpPMAIIHH;

yrpo3bl cienuanbHeix Bozaerctsuil Ha MCIT/IH.

ITo BUy HECAaHKIIMOHUPOBAHHBIX JIEMCTBUM, OCyIlIeCTBIsAeMbIX C [IJIH, BBIIETAOTCA
CIIEAYIOIIME KJIACChl yTPo3:

yIpOo3bl, MPUBOJANIME K HapymieHH0 KoHuaeHmansHocTH [IJIH (komupoBaHUIO
WIM HECAaHKIMOHUPOBAHHOMY pPAaCHpOCTPAaHEHUIO), TNPH peaju3alud KOTOPBIX HE
OCYIIECTBIISIETCS HETIOCPEJACTBEHHOTO BO3/ICHCTBUS Ha CoiepyKaHne nH(popMaIuu;

yIpo3bl, TPUBOASIINE K HECAHKIMOHUPOBAHHOMY, B TOM YHUCJE CIy4yailHOMY,
BO3JICUCTBUIO Ha COJepKaHWe HWHGOpPMAIMU, B pe3yjibTaTe KOTOPOTO OCYIICCTBIISETCS



usmeHenue [1/1H wim UxX yHUYTOXKEHHUE;

YIpO3bl, NPUBOJASIINE K HECAHKIMOHUPOBAHHOMY, B TOM 4YHUCIE CIIy4yailHOMY,
BO3/JCICTBUI0 HAa NpOrpaMMHbIE WM IporpammHo-annaparsbie ayeMeHTel WMCII/IH, B
pe3ysbTaTe KOTOPOro ocyiecteisiercs 6mokupoBanue [1]1H.

ITo ucnosnb3yeMon ys13BUMOCTH BBIIEIISAIOTCS CIECAYIOLIUE KIIACChI YIPO3:

YTPO3bl, peagu3yeMble C UCIOJIb30BaHUEM ya3BUMOCTU cucTeMHoro [10;

yIpo3bl, peaaInu3yeMble C UCIIOIb30BAaHUEM YSI3BUMOCTH NpukiaaHoro I10;

YIpO3bl, BO3HUKAIOUIME B pE3ylbTaTe MCIOJb30BaHUS YSI3BUMOCTH, BbI3BAHHOU
HanuureMm B AC anmapaTHOM 3aKJIaJIKH;

YIpO3bl, peaJu3yeMble C MCHOJIb30BAHUEM YSI3BUMOCTEM MPOTOKOJIOB CETEBOIO
B3aMMOJIEMCTBYS U KaHAJIOB I1€PEIAYM IaHHBIX;

yrpo3bl, BO3HHUKAIOLIME B pPE3yJbTaTe HCIOJIb30BaHUS YA3BUMOCTH, BBI3BAaHHOMU
Henocratkamu opranuzainuu T3U ot HC/L;

yIrpo3bl, peallu3yeMbleé C HCIOJIb30BAHUEM YSA3BUMOCTEH, OOYCIIOBIMBAIOLINX
HAJIMYUE TEXHUYECKUX KaHAIOB YTeUKU HH(OPMALIUU;

yIpo3bl, peaanu3yeMble C UCIOIb30BaHuEM ysi3BuMocTeit C3U.

[To 06beKTy BO3ACHCTBHSI BBIICIAIOTCS CIASAYIOUIUE KIacChl YIPo3:

yrpo3sl 6e3onacHoctu [1/]H, oOpabaTsiBaembix Ha APM;

yrpo3sl 6e3omacHocTH [1/]H, 0OpabaThiBaeMbIX B BBIAECIEHHBIX CpeAcTBax 00paboTKu
(mpuHTEpaX, MWIOTTEPaX, rPadOMOCTPOUTEIISIX, BBIHECEHHBIX MOHUTOPAX, BUCOMPOSKTOPAX,
CpEICTBaX 3ByKOBOCIPOU3BEACHHUS U T.11.);

yrpo3sl 6e3omacHoctu [1/]H, mepenaBaeMbIX 1O CETSIM CBS3H;

YIPO3bI MPUKJIAIHBIM IIPOrpaMMaM, C MOMOIIBIO KOTOPBIX oOpabaTsiBatotcs [1/1H;

yrpo3sl cucteMHomy 110, oGecnieunBaromemy ¢pyukiuonuposanue UCIIIH.

Peammmszanus omgnoi m3 YDBIIJIH nmepeduciieHHBIX KIJIACCOB MM UX COBOKYIHOCTH
MOYKET MIPUBECTH K CIIEIYIOIUM TUIIAM MOCIeACTBUM 171 cyObekToB I1]1H:

3HAUUTEJIbHBIM HETaTUBHBIM MOCIEACTBUAM JUIs cyObekToB [1/1H;

HETraTHUBHBIM MOCIIEACTBUAM /17151 cyOBbekToB I1/1H;

HE3HAaYUTEJIbHBIM HEraTUBHBIM NOCIIEACTBUSIM ISl cyObekToB [1/1H.

Yrpo3el yreuku II/[H MmO TEXHHYECKMM KaHajlaM OJHO3HAYHO ONMCHIBAIOTCS
XapaKTepUCTUKaMU MCTOYHMKA HHGQopmauuu, cpeasl (IMyTH) paclpoOCTpaHEHUS H
IpUEeMHHUKa HH()OPMATUBHOIO CHUTHAJla, TO €CTh ONPEIENSIOTCS XapaKTepUCTUKaMU
TEXHUYECKOIo KaHasa yreuku 11/1x.

VYrpo3bl, cBA3aHHbIE C HecaHKUMOHMpoBaHHBIM AoctynoMm (HCJI) (nanee - yrpo3sl
HCJ B UCII[IH), mnpenctaBisioTCs B BHJE COBOKYMHOCTH OOOOIIEHHBIX KJIAcCOB
BO3MOXKHBIX HCTOYHUKOB yrpo3 HC]I, ys3BUMOCTE MNpOrpaMMHOTO U almapaTHOTO
obecnieuenus VCII/IH, cnocoboB peanuzanuu yrpo3, 0ObEKTOB BO3AEUCTBUS (HOCHUTENEH
3amuiaeMoi nHpopmalu, TUPeKToprueB, Karaaoros, dainos ¢ [1/n nnn camux [1/1H) u
BO3MOXKHBIX JIECTPYKTUBHBIX J€HCTBHI. Takoe NpeacTaBlI€HHE OMMCHIBAETCS CIELYIOIIEH
dhopMaT30BaHHOM 3aITUCHIO:

yrpoda HCJ/[: = <uCTOYHHMK yrpo3sl>, <ysA3BUMOCTb IPOIPaMMHOIO WJIH
amnmapaTHoro ooOecrmeueHHus™, <crnocoO peanu3alui yrpo3br>, <oOBEKT BO3ICHCTBUS>,
<HecaHKuI/IOHI/IpOBaHHLH‘/'I JOCTYII>.

4. Yrpo3bl yTe4Kd HH(POPMALUH 110 TEXHHYECKUM KaHAJIaM

OCHOBHBIMHU 3JIEMEHTAaMH ONHMCAaHUS YIPO3 YTEUKH MH(POPMAIUHM MO TEXHUYECKUM
kaHamam (TKYW) sBnsroTcsi: HMCTOYHMK Yrpo3bl, cpena (IyTh) paclpoCTpaHEHUs
MH(POPMATUBHOTO CUTHAJIA M HOCUTEJb 3allMIaeMOil HH(OpMAaIHH.

HcrouHnkaMu yrpo3 yTedkd HH(pOpMaluM MO TEXHUYECKUM KaHajlaM SBIISIOTCA
¢usnueckue nuna, He uMmeronre aocryna k MCII/IH, a Takke 3apyOeKHbIE CIELCITYKObI
WIN OpraHu3anuy (B TOM 4MCiie KOHKYPUPYIOLIME UM TEPPOPUCTUUECKUE), KPUMUHAIbHBIE



IPYNIIUPOBKH, OCYIIECTBISIOIINE TIepexBaT (CbheM) HH(GOpMAIMM C HCHOJIb30BAHHUEM
TEXHUYECKUX CPEJICTB €€ PEruCcTpaLuy, IprueMa min GororpadupoBaHusl.

Cpena pacnpoctpaHeHusi ”HGOPMATUBHOTO CHUTHAJa - 3TO (pu3Mueckas cpejaa, Mo
KOTOPOH MH(OpPMAaTHBHBI CHTHall MOXET  pPAaCHPOCTPAHATbCA U IPUHUMATHCS
(peructpupoBaTbcs) npueMHUKoM. Cpenia pacipoCcTpaHEHUs] MOKET OBITh KaK OJHOPOIHOM
(HammpuMep, TOJIBKO BO3AYIIHOI), TaK U HEOJAHOPOIHON 3a CUET epexo/a CUrHalIa U3 OJHOU
Cpezbl B Ipyrylo (Hampumep, B pe3yibTaTe aKyCTOAIEKTPHUECKUX UM BUOPOAKYCTUUECKHX
npeoOpa3oBaHMi).

Hocurenem I[1/In siBasiercss monws3zoBarens MCIIJIH, ocyliecTBISIIONIUN TOJIOCOBOM
BBoa I[I[JIn B UCII/IH, akyctuueckas cucrema MCIIH, BocnpousBoasmas [1/1H, a Takxke
texundyeckue cpeacrtsa MCII[Jn u BTCC, co3paromue Qusnyueckue moisi, B KOTOPBIX
uHpOpMaLKs HAXOIUT CBOE OTPAKEHUE B BHJIE CHMBOJIOB, 00pPa30B, CUTHAJIOB, TEXHUYECKHX
pELICHUH U MPOLIECCOB, KOJIUYECTBEHHbBIX XapaKTEPUCTUK (PU3UUECKUX BEIIMUMH.

[Tpu o6padotke [11x B UCII/IH 3a cueT peanm3anui TEXHUYECKUX KAHAIOB YTEUKU
uH(pOpMaIi BO3MOKHO BO3HUKHOBeHHE cheayrommx Y BI1/Ix:

— yIpo3 yTEeUKH aKyCTHYECKOU (pedeBoil) HHpOopMauy;

— yIpo3 yTeUYKH BHIOBOW MH(pOpMAIuy;

— yrpo3 yYTE€UKU uH(popManuu o KaHajam
NOOOYHBIX 3JIEKTPOMArHUTHBIX W3NydyeHui u HaBoJok (II9MUH).

4.1. Yrpo3bl yTeukn aKkyCTU4YecKol (pedeBoil) nHpopManuu

Bo3HukHOBEHHE  yrpo3  yT€UKM  aKycTH4ecKoil  (pedeBoil)  uH(popmanuu,
coJiepKalleiicsi HEMOCPEICTBEHHO B INpou3HOCHMOM peun mnonb3oBarens WCIIIH, npu
obpabotke [1/Jn B UCII/IH, oOycnoBneno HanuuueM QyHKIMii roiocoBoro BBoaa I[1/la B
NCTIx nnn ¢pynxuuit BoctipousBeaenus [1/1n akyctuueckumu cpeacrsamu MCIT/IH.

[TepexBar akyctuueckoil (pedeBoi) MHGOpPMAlMK B JJAHHBIX CIy4asX BO3MOXKEH C
UCIIOJIb30BAaHUEM  amlmapaTypbl, pPETUCTPUPYIOIIEH aKycTHdyeckue (B BO3AYyXe) U
BUOpPOAKYCTHUYECKHE (B YIIPYTHUX CPEAax) BOJHBI, a TAKXKE AIEKTPOMArHUTHBIE (B TOM YHCIIE
ONTUYECKHE) M3JIyUYEHHs] M 3JIEKTPUUYECKHUE CUTHAJIbI, MOIYJIUPOBaHHbIE MH()OPMATUBHBIM
AaKyCTMUECKMM CHTHAJOM, BO3HMKAIOIIME 3a CYEeT HpeoOpa3oBaHUNl B TEXHUYECKHUX
cpeactBax  obpabotku  IIJln, BTCC u  cTpOUTENBHBIX  KOHCTPYKLMSIX U
WHKEHEPHO-TEXHUYECKNX KOMMYHUKAIMUAX 110 BO3AECHCTBUEM aKyCTHYECKUX BOJIH.

Kpome »sTOro, mepexmar axkycTHuecKoi (peueBoil) HH(pOpMAIMU BO3MOXKEH C
HCIIOJIb30BaHUEM CIEIUAIBbHBIX 3JIEKTPOHHBIX YCTPOMCTB CheMa pedeBoi HHQOpMaINH,
BHE/IPEHHbIX B TexHHUeckue cpenactBa obpaborku I[1/ln, BTCC u mnomemenus umu
MOAKJIIOYEHHBIX K KaHaJIaM CBSI3H.

VYrpo3sl 6e3omacHocT [1/1H, cBA3aHHbIE C EPEXBATOM aKyCTUYECKOH HH(pOpMauu
C HUCIOJB30BaHUEM CHEIHMAIBHBIX AJIEKTPOHHBIX YCTPOMCTB cheMa peueBod HH(pOpManuu
("3aKIaIOYHBIX YCTPOUCTB"),  ONpEAENSIOTCS B COOTBETCTBUM C  HOPMATHUBHBIM
nokymentamu ®DenepanpHoil  cmy:kObl  Oe3omacHoctu  Poccuiickoit  ®Depepanuu B
YCTaHOBJIEHHOM €O TIOPSJIKE.

[TepexBar akycTuueckoil (peueBoit) HH(HOPMAIIM MOYKET BECTHCH:

CTAIlMOHAPHOM aImapaTypou, pa3MeniaeMoi B OJU3IIeKAITUX CTPOCHUSAX (3TaHUX) C
HEKOHTPOJIUPYEMBIM MPeObIBAHHEM OCTOPOHHUX JIMIL;

MOPTAaTUBHOW BO3MMOW ammapaTrypoi, pa3MeniaeMoil B TPAHCHOPTHBIX CpPEICTBAX,
OCYILECTBIISIOUINX JIBKEHHUE BOJHM3U CIY)KEOHBIX MOMEIICHUH MM HpPU HMX IapKOBKE
PSAAOM C 3TUMHU OMELIEHUSIMU;

NOPTATUBHOW HOCHMOH anmaparypoil - (U3MYECKMMHU JIUIIAMH TP HX
HEKOHTPOJIMPYEMOM MpeObIBAHUU B CIYXKEOHBIX MOMEUICHUAX WM B HEMOCPEACTBEHHOMN
OJIN30CTH OT HUX;

aBTOHOMHOM  aBTOMAaTMYECKOM  ammaparypod, CKpBITHO  yCTaHaBIMBAaeMOM



(I)HSH‘-I@CKI/IMI/I JUIaMHu HCIMMOCPCACTBCHHO B cnyxce6H1>1x IOMCIICHUAX N B
HCHOCpCHCTBCHHOﬁ OJIM30CTH OT HUX.

4.2. Yrpo3bl yre4ku BU10BOi nHGopManuu

Yrpo3bl yTeYKd BHIIOBOM HH(POPMAIMHM PEaTu3yroTcs 3a cueT mpocmotrpa [1/1H ¢
IOMOILI0 ONTUYECKUX (ONTHUKOZIEKTPOHHBIX) CPEACTB € SKPAHOB IUCIIEEB M JPYIHX
CPEICTB 0TOOpaKEHHS CPEICTB BBIYHCIUTEIbHON TEXHUKH,
UH(POPMALIMOHHO-BBIYNCIUTENIBHBIX ~ KOMIUIEKCOB, TEXHHYECKMX CPEICTB  00paboTKH
rpaduveckoil, Buaeo- u OykBeHHO-1IU(ppoBoi HHPpOpManuu, Bxoaamux B coctaB MCIT/IH.

Kpome »srtoro, mpocmorp (perucrpauus) IIJI[H Bo3MoOkeH ¢ HCIIOJIB30BaHHEM
CHEIHUAJIBHBIX 3JIEKTPOHHBIX YCTPOWCTB ChEMA, BHEJIPEHHBIX B CIYXKEOHBIX MOMEUICHMSIX
WIA CKPBITHO HCIOJIb3YEMbIX (PU3MUECKUMH JHUIAMU TPU TOCEIIEHUH HUMHU CIYXeOHBIX
IOMEIIEHUH.

VYrpo3el 6e3omacHoctu [1/IH, cBsi3aHHBIE C MX MEPEXBATOM IPU HCIOJb30BAHUU
CHELMANbHBIX AJIEKTPOHHBIX YCTPOMCTB CheMa BHJIOBOW HH(pOpMaLuU (BHUICO3aKIAI0K),
ONpEAEIAIOTCS B COOTBETCTBHUM C HOPMAaTHBHBIM JOKyMeHTamu DenepanbHON CIIy:KObI
6e3onacHoctu Poccuiickoit @enepaliuu B yCTaHOBJIEHHOM €10 MOPSJIKE.

HeoOxonuMbpiM  ycroBHEM  OCyIIECTBIEHUs MmpocMoTpa (perucrpauuu) I[IJIH
SBJISICTCS HAJIMYME IPSAMOM BUIMMOCTH MEXy CpPEICTBOM HaboaeHus U HocuteneM [1/1H.

ITepexsar I1/IH MOXKET BECTUCH:

CTALlMOHAPHOM anmaparypoi, pazMeriaeMoi B 6Ju3JIeKalluX CTPOCHUAX (31aHUIX) C
HEKOHTPOJIMPYEMBbIM MPeObIBAHMEM OCTOPOHHUX JIMLL;

MIOPTAaTUBHOW BO3MMOW amnmaparypou, pasMeniacéMol B TPAHCIOPTHBIX CPEICTBAX,
OCYILECTBIIIOUINX JIBWKEHHE BOJIM3U CIY)KEOHBIX MOMEIIEHUH WM IpU HMX IapKOBKE
PAIOM C 3TUMHU [TOMEILEHUSMU;

NOPTAaTUBHOW HOCHUMOH anmaparypol - (U3MYECKMMU JMIIAMH TP HUX
HEKOHTPOJIUPYEMOM MpEObIBAHUU B CIY)KEOHBIX MOMEIIEHUSAX WIM B HENOCPEICTBEHHOU
OJIM30CTH OT HUX.

[TepexBat (mpocmotp) [1JIH MOKET OCYIIECTBIATHCS MOCTOPOHHUMU JIMIIAMH ITYTEM
UX HEMNOCPEACTBEHHOr0 HaOJIOAEHUS B CIYKEOHBIX IMOMELIEHUAX JHOO0 C pacCTOSHUS
npsiMol  BuAMMOCTH  u3-3a npenenoB MCII[IH ¢ wucronb30BaHMEM — ONTHUYECKUX
(ONTUKOAIEKTPOHHBIX ) CPEJCTB.

4.3. Yrpo3sl yreukd HH(pOpMANMHU 10 KAHAJIAM 000YHBIX 3JIEKTPOMATHUTHBIX
U3JIyYeHUI U HABOIOK

BosnuknoBenue yrpossl I1/In no xanaimam [IS9MMH Bo3MOXHO 3a cueT mepexBara
TEXHUYECKUMHU CpEICTBAMH MOOOYHBIX (HE CBSA3aHHBIX C NPSAMBIM (YHKIHOHAIHHBIM
3HaueHneMm osneMmeHToB WCIIJIH) wuHQOpPMATHBHBIX JJIEKTPOMATHUTHBIX TMOJIEH U
ANIEKTPUUYECKUX CHUTHAJIOB, BO3HUKAIOMIMX MpH 00padoTke 1/l TeXHMYeCKuMH CpeicTBaMu
NCITAn.

['eneparus uHpopmanuu, conepxameil [1/[H 1 nupkyaupyomeil B TEXHUYECKUX
cpeactBax MCIIJIH B Buae 31eKTpUYECKUX HH(DOPMATHBHBIX CUTHAJIOB, 00pabOTKa M
nepenaya yKa3aHHBIX CUTHAJIOB B JJIEKTPUYECKHX Lensx TexHuueckux cpeacts UCII/x
COIIPOBOXKIAETCS MOOOYHBIMH  AJIEKTPOMArHUTHBIMU ~ M3JIyYEHHSMH, KOTOpPBIE MOTYT
pacmpoCTpaHATLCS 3a MPEAeNbl CIYKEOHBIX MOMEUICHHH B 3aBHCHUMOCTH OT MOIIHOCTH
nznyyenuit u pazmepos UCII/IH.

Perucrpamus [IODMUH ocymectBisercs ¢ 1enplo mnepexBara HWH(OpPMAINU,
MUPKYTUPYIONIEH B TEXHHUYECKUX CpeacTBax, oOpabareBatomux I[I/lH (B cpencTtBax
BBIUUCIIUTEIHOW TEXHUKH, HWH()OPMALMOHHO-BBIUNCINUTEIBHBIX KOMIUIEKCAX MU CEeTsX,
CpeICTBaxX M CHUCTEMax Iepenauu, npuema u oopadbotku I1/IH, B ToM ymcie B cpeacTBax U
CUCTEMax 3BYKO3aIlUCH, 3BYKOYCUJICHUSA, 3BYKOBOCIIPOM3BEIEHUSA, IEPETOBOPHBIX U



TEJIEBU3UOHHBIX YCTPOWCTBAX, CPEACTBAX M3TOTOBJICHMSI, TUPAXUPOBAHUSA JIOKYMEHTOB U
OpYTUX TEXHMYECKUX CpeAcTBax o0OpabOTKM pedyeBod, rpaduyeckoil, BHIIEO- U
OyKkBeHHO-ITU(POBON HHPOPMALIUN).

Hns peructpaunu [ID9MUH ucnonb3yercs anmnaparypa B COCTaBe paguOIPUEMHBIX
YCTPOMCTB ¥ OKOHEYHBIX YCTPOMCTB BOCCTAHOBJICHUS WH(POPMALIUH.

Kpome storo, mepexsar [IOMUH Bo3MOXEH € HCHOJB30BAaHUEM HSJIEKTPOHHBIX
YCTPOKMCTB mepexBara MH(pOpMaIuy, MOAKIIOYCHHBIX K KaHajlaM CBSI3U WIM TEXHHUYECKUM
cpeactBam obpadotku I1/1H.

Peructpanus [ID9MUH moxeT BECTUCH C UCIIOIB30BAHUEM aINapaTypbl CIEAYIOIIMX
BU/JIOB:

CTAllMOHAPHOU aIlrapaTypou, pa3MeniaeMoi B OJM3JIeKAITUX CTPOCHUSX (3AaHUSX) C
HEKOHTPOJIHUPYEMBIM MPEOBIBAHHEM TOCTOPOHHUX JIMIL;

MOPTAaTUBHOM BO3MMOM alapaTypbl, pa3MeNlaeMoil B TPAHCIOPTHBIX CPEICTBAx,
OCYIIECTBISIOIIMX JBUKEHHE BOIM3U CIY)KEOHBIX IOMEIIEHUH WIM IpPU UX MapKOBKE
PAOM C 3TUMHU IOMEUICHUSIMY;

NOPTATUBHOW HOCHMOI amnmnaparypoi - (M3HUeCKUMH JINLAMU B HEIIOCPECTBEHHON
omm3octu ot UCITH;

ABTOHOMHOM  aBTOMAaTWYECKOM  ammaparypod, CKPBITHO  YCTaHaBIMBAEMOW
(bU3UYECKUMU JUIIaMU B HerocpeacTBeHHou 0u3octu ot UCIIIH.

Kananber yreukn mHpOpManuu, o0yCIOBICHHBIE HABOAKAMH, OOpa3yloTCs 3a CUET
coequHUTENbHBIX JIMHUN TexHuueckux cpenacts HMCIIJn u BTCC u nocTtopoHHHX
MIPOBOJHUKOB (B TOM YHCIIE IIENEH 3JIEKTPONUTAHUS U 3a3€MJICHNUA).

HaBoaxu anekTpoMarHuTHBIX u3inydeHui Texuuueckux cpencts MCII/IH Bo3HuKaroT
Opu U3NydeHHH syieMeHTamMu TexHuueckux cpencts MCII[H mH(bOpMAaTUBHBIX CHTHAJIOB
MpU HAIMYAH E€MKOCTHOW, WHAYKTUBHOW WM TAJIbBAHWUYECKON CBS3€M COEIMHUTEIbHBIX
muanil Texauueckux cpeacts MCIIJH, muanii BTCC 1 nocTtopoHHMX NpPOBOAHMKOB. B
pe3ynbrare Ha ciy4ailHbix aHTeHHax (uemsx BTCC unm mocTOpOHHMX MPOBOJHUKAX)
HaBOJUTCS MHPOPMATUBHBINA CUTHAIL.

[Tpoxoxaenne NHGOPMATUBHBIX CUTHAJIOB B LEMH 3JEKTPOINUTAHUS BO3MOXKHO NPHU
HaJIMYUM  €MKOCTHOW, MHIYKTMBHOM WJIM TaJbBaHUYECKOW  CBSI3M  HMCTOYHHKA
MH(OPMAaTUBHBIX CUTHAJIOB B cocTaBe TexHuueckux cpeacts MCII/In u neneil nuranus.

[IpoxoxkaeHnre HWH(POPMATUBHBIX CHUTHAJIOB B LEMU 3a3eMJIEHUs OOYCIIOBJIEHO
HaJIMYMEM  EMKOCTHOW, MHIYKTMBHOW WJIM TaJbBAaHMYECKOHM CBA3M  HCTOYHUKA
MH(OPMaTUBHBIX CUTHAJIOB B cocTase anmnaparypsl TCIIN u neneit 3a3emnenus.

Jnis cbema MH(OpPMAIMK ¢ TPOBOJAHBIX JIUHUN MOTYT UCIOIb30BATHCS:

— CpPEICTBAa ChbE€Ma CHUTHAJIOB, COJEP)KALIUX 3alllMIIaeMyl0 HH(GOpPMAIUIO, C
nernerd texuuueckux cpenacts MCIJIm m BTCC, nunuit cBsizu u mnepefadyud JTaHHBIX,
BBIXOJIIIMX 33 TPEIeNbl CIHYKEOHBIX TIOMEIIEHHH (PKBHBAJCHTBI CETH, TOKOBBIE
TpaHcGopMaTopbl, MPOOHUKH);

— CpeAcTBa CheMa HaBEIEHHBIX HWH(MOPMATUBHBIX CHTHAJIOB C Lenen
AIIEKTPONUTAHUS;

— CpEJICTBA ChbeMa HAaBEJCHHBIX MHPOPMATUBHBIX CUTHAJIOB C IIUH 3a3€MJICHUS;

— CpelICTBa Ch€Ma HaBEJEHHBIX HWH(OPMATUBHBIX CHUTHAJIOB C MPOBOASIINX
MHKEHEPHBIX KOMMYHUKAIIUH.

s BOJOKOHHO-ONTHYECKOM CHCTEMBbI IE€PEAAYd JAHHBIX yIrpO30H  yTEUYKHU
uH(pOpMaLUU SIBISIETCA yTE€YKa ONTHYECKOrO H3IY4YeHHs, COJEpIKallero 3alliiiaeMylo
uH(pOpMaInio, ¢ 60KOBOM MOBEPXHOCTH ONTHYECKOTO BOJIOKHA.

ITosBIIeHME HOBBIX KaHAJOB CBSA3H - COTOBOH CBS3H, IEHIKHHTOBBIX COOOIIECHHH,
CIYTHHKOBBIX M OECIpPOBOAHBIX CETEH TMepenauyd MJAaHHBIX - NPUBEIO K Pa3BUTHIO
CHEIMAIM3UPOBAHHBIX CHUCTEM M CPEICTB KOHTPOJS U TIepexBara HHPOpMaINH,
OpUEHTUPOBAHHBIX HA UCIOJb3yeMble B HUX WH(OPMAalMOHHbIE TEXHOJOTUHU, B TOM UHCIE
CPEICTB:



— nepexBaTa MeHHKUHTOBBIX COOOIIEHUH 1 COTOBOM CBSI3H;

— nepexBata MHPOpPMAlMM B KaHAJaX Iepeavyd JaHHBIX BBIYUCIUTEIBHBIX
ceTel.

5. ¥Yrpo3bl HeCAaHKIIHOHMPOBAHHOIO J0CTYNIA K HHGopMauuu B HHPOPMALMOHHO
cucTeMe MepCOHATbHBIX JAHHBIX

Yrpo3sl HCJ B NCIIn c IIPUMEHEHUEM IIPOrpaMMHBIX u
IPOrpaMMHO-aIIapaTHbIX CpeACTB peanusyrorcs pu OCYLLECTBICHUU
HECaHKI[MOHMPOBAHHOI'O, B TOM 4YHCIIE€ CIy4allHOrO, AOCTYIa, B PE3YyJbTaTe€ KOTOPOIO
OCYILECTBIIETCS] HApYILIEHHE KOH(PHIEHIIMAIbHOCTH (KOMMPOBAaHUE, HECAHKLIMOHUPOBAHHOE
pacupocTpaHeHue), IUEJIOCTHOCTH  (YHMUTOXKEHUE, M3MEHEHHE) M  JIOCTYNHOCTHU
(6moxupoBanue) [1/IH, 1 BKIFOYArOT B ceOs:

yrpo3sl Joctyna (IPOHUKHOBEHHUS) B OIEPALMOHHYIO CpeAy KOMIIbIOTEpa C
UCIOJIb30BAaHUEM LITATHOI'O IPOrPaMMHOTr0 obecrieueHust (CpeACTB ONepalMoOHHON CUCTEMbI
WM NPUKJIAHBIX IPOrpaMM OOIIEro MPUMEHEHMUS);

yrpo3bl CO3/1aHUSA HEIITaTHBIX PEXUMOB paboThI IPOrpaMMHBIX
(mporpaMMHO-aNIMapaTHbIX) CPEICTB 3a CYET NPEAHAMEPEHHBIX H3MEHEHUH CIIy)KeOHBIX
JTAaHHBIX, ITHOPUPOBAHUS IPEAYCMOTPEHHBIX B IITATHBIX YCIOBUAX OTPaHUYEHUHN HA COCTaB
U XapaKTepUCTHKU oOpabarpiBaeMol WHMOpMaIMu, HCKaKeHUS (MOAM(PUKAIMH) CaMUX
JAHHBIX U T.I1.;

yTPO3bI BHEAPEHMUS BPEIOHOCHBIX IporpaMm
(mporpaMMHO-MaTEMaTUYECKOT0 BO3AECUCTBHUS).

CocraB anementoB onucanus yrpo3 HCJl k undopmanuu B UCIIIn npuBeneH Ha
pucyHke 3.

Kpome 53TOro, Bo3MOKHBI KOMOWHUpPOBAHHBIE YIPO3bl, MPEACTABISAIONINE COOON
coueTaHWe yKasaHHBIX yrpo3. Hampumep, 3a cueT BHeOpEHHs BPEJOHOCHBIX IIPOrpaMM
Moryt co3faBaTbesi yenosus st HCJL B onepanimoHHyt0 cpey KOMIBIOTEpPa, B TOM YHUCIIE
nyTeM (OpMHUPOBaHUS HETPATUIIMOHHBIX HH(POPMALIMOHHBIX KaHAJIOB JOCTYIIA.

Yrpo3sl noctyna (IpPOHUKHOBEHUS) B ONEPALIMOHHYIO CpEay NCIIx c
UCMOJIb30BAaHUEM IITATHOTO TPOrPaMMHOI0 OOECIEeUYeHUsl pas3fessiloTCsl Ha  Yrpo3bl
HENOCPEACTBEHHOTO M YAAJEHHOTO JOCTyma. YTpo3bl HEMOCPEACTBEHHOIO JOCTYIa
OCYILECTBIISIIOTCA € MCIOJIb30BAHUEM NPOTPaAaMMHBIX M IIPOIPAMMHO-ANIAPATHBIX CPEACTB
BBOJIa/BBIBOJIa KOMIIBIOTEPA. YTPO3bl YAAJIEHHOIO JOCTYNA PEAIU3YyI0TCS C UCIOJIb30BAHUEM
IIPOTOKOJIOB CETEBOTO B3aUMOACHCTBHSI.

Otn  yrpo3sl  peanusytorcss  otHocutenbHo — MCIIJIln  xak Ha  Oase
ABTOMATU3UPOBAHHOIO pabo4yero Mecra, HEe BKIIOYEHHOTO B CETU CBSA3M OOIIEro
MI0JIb30BaHNUsA, TaK U NpUMeHUTENbHO KO BceM MCII/IH, MemuM MOAKIIOUEHUE K CETAM
CBSI3M O0ILIEr0 MOJIb30BaHUS U CETSIM MEKAYHApPOJHOTO HH(OPMAIIMOHHOTO 0OMEHa.

Omnwucanue yrpo3 goctymna (IpOHUKHOBEHHS) B ONEPALMOHHYIO CpeAy KOMIbIOTepa
(dhopMaTbHO MOKET OBITh MPEICTABIICHO CIICTYIONTAM 00pa3oM:

yrpoza HC/] B UCII[ln: = <uctouyHuK yrpo3sr>, <yssBumoctb UCII[H>, <crocob
peanu3anuu yrpo3bpr>, <oOBEKT BO3JCUCTBHUS (IIporpamMma, MPOTOKOJ, JaHHBIE U Ip.)>,
<JIECTPYKTUBHOE JIEHCTBUE>.

Yrpo3bl CO3aHUS HEIITaTHBIX PEKUMOB paboThI POrPaMMHBIX
(mporpaMMHO-aNmapaTHeix) CpeacTB - 3To yrpo3bl "Otkaza B obOcmyxuBanun". Kak
NpaBWJIO, JaHHbIE YIrpo3bl paccmarpuBaroTcs mnpumenurenbHo k MCII/In Ha 0aze
JIOKQJIIbHBIX W  pAaCHpeleleHHbIX HH(OPMAIIMOHHBIX CHCTEM BHE 3aBUCHMOCTH OT
MOJKJIIOUEHUsT MH(OPMAIIMOHHOTO OOMeHa. Mx peanmuzamusi oOycioBiieHa TEM, YTO IPH
pa3paboTKe CUCTEMHOTO WM MPUKIATHOIO MPOTrpaMMHOI0 OOECHEYEHUs] HE YYHUTBIBAETCS
BO3MO>KHOCTb IPEJHAMEPEHHBIX AEUCTBUN MO LI€JIEHANPABICHHOMY U3MEHEHMIO!

coJiepkaHusl CIy)keOHOW MH(pOpMAaIMKM B TMaKeTaX COOOIICHHH, MEpenaBacMbIX IO
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ceTw,
ycIoBUM 00paOOTKH JAaHHBIX (HApUMep, UTHOPUPOBAHUE OTPAaHUYCHHUM Ha JJIUHY
raKeTa COOOIeHHS);

dbopMaToB MpeAcTaBICHUS JaHHBIX (C HECOOTBETCTBHEM HM3MEHEHHBIX (HOpPMATOB,
YCTAHOBJICHHBIX 11 00paOOTKH 10 MPOTOKOJIAM CETEBOTO B3aUMOACHCTBUS);

IporpaMMHOTO obOecrieueHust 00pabOTKU JaHHBIX.

B pesynprare peammzamuu  yrpo3 "OTkaza B 00CTy)KHMBaHUU" TIPOUCXOIHT
nepenoyiHeHue 0ypepoB v OJOKHpOBaHUE TIpoLIeTyp 00pabOTKH, "3alMKIMBaHUE" TIPOIEIYD
o0paboTkn u '"3aBHcaHHE" KOMIBIOTEpA, OTOpPACHIBAHHE TAKETOB COOOIIEHUN U Jp.
Onucanue Takux yrpo3 GopMaabHO MOXKET OBbITh IPEICTABICHO CIEAYIOIIUM 00pa3oMm:

yrpo3a "Otka3a B 00CTyXKUBaHUU": = <HCTOYHUK yrpo3br>, <ys3Bumocth UCITJIH>,
<cmoco®  peaquzanuu  yrpo3pr>, <oObeKT  BozuedcTBus  (Hocutenb  [IJ[H)>,
<HEMOCPEACTBEHHbIH  pe3yJbTaT  pealu3aluu  yrpo3sl  (mepernosiHeHue  Oydepa,
0JIOKMpOBaHKE MPOIEAYPHI 00pabOTKH, "3a1MKIMBaHUE" 00paOOTKHU U T.I1.)>.

Yrpo3bl BHEApeHUs BPEAOHOCHBIX Mporpamm (IpOrpaMMHO-MaTeMaTHYECKOTO
BO3JICUCTBUS) HELENEeCOO0pa3HO OMUChIBaTH C TOM K€ JIETaJbHOCTBIO, YTO U
BBIIICYKA3aHHbIE YIrpo3bl. OJTO OOYCIOBIEHO TEM, 4YTO, BO-NEPBBIX, KOJIHMUYECTBO
BPEIOHOCHBIX MPOTPaMM CETOJHS YK€ 3HAUYUTEIHHO MPEBBIMIACT CTO THICAY. BO-BTOpBIX,
IpU OpPraHM3alMK 3alIUThl WHGOOPMALMKM HAa TMPAKTUKE, KaK MPaBUIIO, JOCTATOYHO JIHIIb
3HAaTh KJIACC BPEAOHOCHOW MpPOTrpamMMbl, CHOCOOBI W TIOCIEACTBHA OT €€ BHEIPEHUS
(unuuupoBanus). B cBs3u ¢ 3TUM yrpo3sl IPOrpaMMHO-MATEMaTHYECKOTO BO3JIEHCTBUS
(IIMB) dbopmansHO MOTYT OBITH PEACTABICHBI CIEAYIOIIMM 00pa3oM:

yrpo3za I[IMB B UCIIJIn: = <kjacc BpeJOHOCHOW MporpaMMsbl (C yKa3aHHUEM Cpeibl
oOuTaHus)>, <UCTOYHUK YIrpo3bl (HOCHTEIh BPEIAOHOCHON MpPOrpaMMbl)™>, <crmocod
UHPHUIHUPOBAHUS>, <OOBEKT BO3ACHCTBUS (3arpy304HbIiA CEKTOp, (hailn u T.11.)>, <omHCcaHue
BO3MOXXHBIX JECTPYKTHBHBIX JEHCTBUIT™>, <IomoidHHUTeNbHas wuHPopMmamus 00 yrpose
(pe3uIeHTHOCTh, CKOPOCTh PacHpOCTPaHEHUS, TOTUMOPPUUHOCTD U Jp.)>.

Huxe gaercs oOmas xapakTepuCTHKa HMCTOYHHKOB Yrpo3  0€30MacHOCTH
UHpOpPMAIINH, YI3BUMOCTEH, KOTOPBIE MOTYT OBITh MCIOJB30BAHBI TPU pEaM3allid YTPO3
HCJI, u xapakTtepucTHka pe3yabTaTOB HECAHKIIMOHUPOBAHHOTO WM CIIy4alfHOTO JOCTYIIA.
XapakTepucTUKa CHocoOOB pealn3aluy yrpo3 JaeTcs MPH ONHCAHWU Yrpo3 JOCTyma
(MPOHUKHOBEHHS) B ONEPAIOHHYIO CPey KOMITBIOTEpa, Yrpo3 OTKa3a B OOCITY)KMBAaHUHU H
yrpos IIMB.
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5.1. O0masi XapaKkTepUCTHKA HCTOYHUKOB YIPO3 HECAHKIIMOHMPOBAHHOTO 10CTYIIA B
HHG(OPMALMOHHOH cCHCTEeMe NIEPCOHAJBHBIX JAHHBIX

peanu3yroniue yrpo3sl HenocpeAacTBeHHO B UCIIJIH, - BHyTpeHHUE HAPYIITUTENH.

Hcrounnkamu yrpo3 HCJI B UCIT/IH MOryT OBITH:

HapyILIUTENb;
HOCHUTEJb BPEIOHOCHOU ITPOTrPaMMBI;

anmnapaTtHas 3aKJajKa.
VYrpo3sl Ge3zomacHoctu [1/IH, cBsi3aHHBIE C BHEIPEHUEM AaNMapaTHBIX 3aKJIaJIOK,
OTIPEEINAIOTCS B COOTBETCTBHUM C HOPMAaTHBHBIM JIOKyMeHTaMH DenepalbHON CIyxKObl
6e3onacHocTu Poccuiickoit denepaniun B yCTAaHOBICHHOM €10 TIOPSIJIKE.
ITo HamuuMIO MpaBa MOCTOSHHOTO MJIM PAa30BOI0 JOCTYNA B KOHTPOJIHUPYEMYIO 30HY
(K3) UCII[1x HapymuTenu noapasaessitoTcs Ha JiBa THUIIA:
Hapymurenu, He umeroniue gocryna k MCII/IH, peanusyromue yrpo3sl U3 BHEIIHUX
ceTeil cBA3M O0OIIero mojab30BaHUS U (WIM) ceTell MEXIyHapOJHOro HH(OPMAalHOHHOIO
oOMeHa, - BHEIIHNE HApYLIUTENH;
HapymTenu, uMeromue noctyn Kk WMCII/IH, Bximrowas nonws3oBatenerd MCIIH,

BHemHuMN HapyIIUTENIMU MOTYT OBITh:
pasBe/bIBaTeIbHbIE CTYKObI FTOCY1apCTB;
KPUMHUHAJIBHBIE CTPYKTYPBI;
KOHKYPEHTHI (KOHKYpUPYIOIINE OpraHU3alliN);
HEe100pOCOBECTHBIE MTAPTHEPHI;
BHEIIHHE CYOBEKThI ((pU3nUeckue aumna).
Bremnuil HapyImmTesb UIMEET CIEAYIOIKE BO3SMOKHOCTH
OCYILIECTBIIAATh HECAHKIIMOHUPOBAHHBIM JOCTYI K KaHaJaM CBS3M, BBIXOIALIMM 32
npeenbl CIIyKeOHbIX TOMEIIECHUH;



OCYLIECTBIISATh ~ HECAHKI[MOHMPOBAHHBIA JIOCTYIl 4Yepe3 aBTOMAaTU3HPOBAHHBIC
paboune MecTa, MOJKIIOYEHHBIE K CETSM CBSA3M OOLIEro IOJb30BaHMUA M (MJIM) CETAM
MEXyHAPOIHOTO HH()OPMAIIHOHHOTO OOMEHA;

OCYILECTBIIATh HECAaHKIMOHUPOBAHHBIM JAOCTYN K MH(POPMALUU C HCIIOJIb30BaHUEM
CIELUAJIBHBIX IIPOrPAMMHBIX  BO3JEHCTBHM ITOCPEICTBOM IIPOIPAMMHBIX BHPYCOB,
BPEIOHOCHBIX TPOrPAMM, AJITOPUTMUYECKUX WM IPOIrPAMMHBIX 3aKJIAJ0K;

OCYILECTBIISATh HECAHKIIMOHUPOBAHHBINA JOCTYI Yepe3 3JIEMEHThl MH()OPMAIIMOHHON
unppactpykrypsl MCIIJIH, xoTopple B @polecce CBOEro KM3HEHHOIo  LUKJA
(MOAEepHU3aLUY, COIPOBOXKACHMS, PEMOHTA, YTUIM3ALMH) OKa3bIBAIOTCA 3a IpeaeiaMu
KOHTPOJIMPYEMOH 30HBI;

OCYILECTBIISATh HECAHKLIIMOHUPOBAHHBIA JOCTYN 4Yepe3 MH(OPMAIMOHHBIE CHCTEMBI
B3aUMOJICUCTBYIOIIMX BEIOMCTB, OpPraHM3alui U YUYPEKICHHUM NPU HUX MOAKIIOYECHUH K
NCTI/n.

Bo3MOXHOCTH BHYTPEHHETO HApYIIUTEIS CYIIECTBEHHBIM OOpa3oM 3aBHUCST OT
JENCTBYIOINX B npenenax KOHTPOJINPYEMOI 30HBI PEKUMHBIX U
OpPraHU3alMOHHO-TEXHUYECKUX MEp 3alUThHI, B TOM YHCJIE MO JOMYCKY (U3NYECKHUX JIUI] K
IT/IH 1 KOHTPOJIIO MOPsiAKA IPOBEAEHUS paboT.

BHyTpeHHHE NMOTEHIMAIBHBIE HAPYIIUTENN OAPA3AEISAIOTCS Ha BOCEMb KaT€rOpUu
B 3aBUCUMOCTH OT crioco0a 10cTyna 1 MoJIHOMOo4YMi goctyna K [1/1H.

K mepBoi KaTeropum OTHOCATCS JIMILA, UMEIOLIME CAHKIMOHUPOBAHHBIM JOCTYN K
HUCII/[Jn, HO He umeromme poctyna k I[IJ[H. K sTtomy Tumy Hapymmreneil oTHocsATCS
JIOJDKHOCTHBIE JIMLA, oOecnieynBaroiye HopMaiabHoe pyHkunonupoBanue UCIIH.

JIn1o 31O KaTeropun, MOMKET:

UMeTh  JocTyn K  (parmeHTam  uHbopmauuu, coxepxkamed II[lH u
pacrpocTpansonieiics no BHyrpeHHUM kaHainam cBsizu UCIIIx;

pacrnosiaraTh dparmeHTamMu uHpopMauu 0 TOIIOJIOTUU NCIIx
(KOMMYHUKallHOHHOM 4YacTH TOJCeTH) M 00 HCMNOIb3YEeMbIX KOMMYHUKAIIMOHHBIX
IIPOTOKOJIAX U UX CEPBUCAX;

pacronaraTb  MMEHaMHM M BECTH BBIABJICHHME IApOJIEH 3aperuCTPUPOBAHHBIX
I0JIb30BATENEH;

U3MEHATh KoHQurypanuto TtexHuueckux cpeacrs MCII/IH, BHocuTh B Hee
pOrpaMMHO-aINapaTHble 3aKiaJKu M o0ecreunBaTh CbheM HWH(GOpPMAIlUU, HCIOJIb3Ys
HENOCPEACTBEHHOE MOAKIIYEHNE K TexHuuecKkuM cpenctam UCII/IH.

Ko BTOpoO#i Kareropuu OTHOCATCS 3aperucTpupoBaHHble mnosb3oBarenu WCIIH,
OCYILECTBIISAIOLINE OrpaHudeHHbINH qocTyn K pecypcam UCII/IH ¢ pabodero mecra.

JIuno sToit kareropuu:

o01ajaeT BCeMH BO3MOKHOCTSIMH JIUI] TIEPBO KaTETOPHH;

3HAET, [0 MEHBIIEH MEPE, OAHO JIETATBHOE UMS JOCTYIA;

oOnajaeT  BCeMHM  HEOOXOIMMBIMH  aTpuOyramu  (Hampumep,  MapojeMm),
o0ecneunBaroIMMHU JJOCTYT K HEKOTOpoMY moaMHOkecTBY [1/1H;

pacrionaraeT KOH(UICHINAIBHBIMU JaHHBIMHU, K KOTOPBIM UMEET JIOCTYII.

Ero nocryn, ayreHTudUKaIMs U MpaBa MO JOCTYIY K HEKOTOPOMY MOJMHOKECTBY
I11n JTOJIKHBI pErIaMeHTHPOBATHCS COOTBETCTBYIOIIMMH
IIpaBWJIaMU Pa3rpaHUYEHUs JOCTYTIA.

K Ttperbeil kareropum OTHOCATCS 3apeructpupoBaHHble nosb3zoBaTenu MCII/IH,
OCYILECTBIISIONINE yAaleHHbIH noctyn K IIJ[H mo okanbHBIM W (MJIM) pachpenereHHbIM
MH(OPMALIMOHHBIM CHCTEMaM.

JIuio aToi kareropuu:

00J1a1aeT BCEMH BO3MOYKHOCTSIMHU JIUI] TIEPBOM M BTOPOU KAaTErOpHiA;

pacnionaraer uHpopmanueir o tomosoruu MCII[H Ha Gaze nokanpHOW W (WiH)
pacrpesieleHHOH HHPOPMALMOHHOM CUCTEMBI, Yepe3 KOTOPYIO OCYILECTBIIAETCS TOCTYI, U O
coctaBe TexHuyeckux cpeacts UCITH;



UMeEeT BO3MOXKHOCTb MpsAMOro ((pusnueckoro) mocrymna K pparMeHTaM TEXHHYECKUX
cpeacts UCIT/IH.

K ueTrBepToil KaTeropuu OTHOCATCA 3aperucTpupoBaHHble nojib3zoBatenu UCIIIH ¢
MOJIHOMOYMSMH aJIMUHUCTpaTopa 6e3omnacHoctu cermenTa (¢pparmenta) UCIT/IH.

JIuuo 3toit kareropuu:

o0JasaeT BCeMU BO3MOXKHOCTSIMU JIUI] PEABIIYIINX KaTeropuii;

oOnagaer MONHOM WHpOpPMaNMEHd O CHUCTEMHOM W MPHUKIATHOM IPOTPAMMHOM
obecrieueHnH, Ucronb3yeMoM B cermeHTe (pparmente) UCII/IH;

oOnamaer MONHOM WHPOpPMALMEHd O TEXHUYECKUX CPEACTBAX M KOH(PHUTyparuu
cermenTa (pparmenrta) UCIIdH;

UMEET JIOCTYI K CPEICTBAM 3alUThl HH(GOPMAIMK ¥ TPOTOKOJIMPOBAHMS, a TAKXKE K
OTJeNILHBIM 3JIEMEHTaM, UCIOJIb3yeMbIM B cermenTe (pparmente) UCIIAH;

MMeEET JOCTYI KO BCeM TeXHUYECKUM cpeacTBaM cermenTa (dpparmenta) UCIIdH;

o0namaer mnpaBaMM KOH(UIypUpOBaHUS U  aJMHUHUCTPATUBHOM HACTPOMKHU
HEKOTOPOTO MOJAMHOKECTBAa TEXHUUECKUX cpeAcTB cermenTa (¢pparmenta) UCII/IH.

K naroii  kareropum  OTHOCATCS  3aperMCTPUPOBAHHBIE  IOJb30BATENU  C
MOJIHOMOYMSAMU cucTeMHoro agmuuucrparopa UCIH.

JIuno 3toit kareropuu:

o0JasaeT BCeMU BO3MOXKHOCTSIMH JIUI] PEABIIYIITNX KaTeropuii;

oOnanaer mnoiaHOW uHPOpManuedl O CHCTEMHOM M IPHUKIAJHOM IPOrPaMMHOM
ob6ecnieuenun UCII/H;

obOnamaer monHONW HMHQOpPMAIME O TEXHUYECKUX CpPEICTBAX U KOH(Uryparuu
NCTIH;

UMEET JIOCTYI KO BCEM TEXHUYECKHM CpeACTBaM 00pabOTKH MH(POPMALMK U JAaHHBIM
NCTIH;

oOnamaer mpaBaMH KOH(QUIYpUPOBAaHUS U  aJIMUHHCTPAaTUBHOM  HACTPOWKHU
texHuueckux cpeacts MCII/IH.

CucTeMHBIM aJMUHUCTPATOp BBINOJHSAET KOH(PUIYpUpOBaHUWE U  YIpaBJIEHUE
nporpaMMHbiM  obecrieueHueM (I10) u obopynoBanuem, BKiIHOYas 00Opy/OBaHUE,
oTBeyarolee 3a 0e30MacHOCTh 3alIMIAeMOro OOBEKTa: CpelcTBa KpuITorpaduyeckoi
3alUThl HH()OPMALIUK, MOHUTOPUHTA, PETUCTPALINY, apXuBaluy, 3amutel oT HCJI.

K 1mecTtoifi Kareropum OTHOCSTCS 3apEeTrUCTPUPOBAHHBIE  IOJB30BATENU  C
MOJTHOMOYUAMH agMHUHUCTpaTopa 6e3onacHocty UCII/H.

JIuno sToi kareropuu:

o0ajaeT BCeMH BO3MOKHOCTSIMU JIUI] MTPEJIbITYIINX KaTeTOpHii;

obnamaet nosHou uHpopmarmeit 00 UCIIIH;

UMeeT JOCTYI K CpeACTBaM 3allUThl HHPOPMALUU U MPOTOKOJIMPOBAHUSA U K YaCTU
Kiro4eBbIX anemMenToB MCIT/IH;

HE UMEeT MpaB JOCTyNa K KOH(QUIypHPOBAHUIO TEXHMYECKHX CPEJCTB CETH 3a
UCKJTIOYEHHEM KOHTPOJIbHBIX (MHCIEKINOHHBIX ).

AnMuHHCTpaTOp 0€30MacHOCTH OTBEYaeT 3a COOJIIOJCHHE MPaBHJ Pa3TpaHUYECHUs
JOCTyNa, 3a TEHEpalUI0 KIIOYEBBIX JJIEMEHTOB, CMEHY MHapoyieil. AJMHMHHCTPAaTOp
0€30MacCHOCTH OCYIIECTBISIET ayAUT TEX K€ CPEACTB 3alIUThl 0OBEKTA, YTO U CUCTEMHBIN
aJMHHHUCTPATOP.

K cenpmoli kateropuum OTHOCATCS NPOTPaAaMMHCTHI-pPa3pabOTUUKU (ITOCTABIIUKHN)
IPUKJIAJHOTO IPOTPaMMHOr0 o0ecreyeHns  JIMia, 00eCIeunBaloIIie ero COPOBOXKACHUE
Ha 3aIMIaeMoOM O0OBEKTE.

JIuio aToi kareropuu:

obnamaet nHpopmalel 00 anropuTMax M mporpammax oopaboTku nHpopmauu Ha
NCTIH;

o0JasaeT BO3MOKHOCTSIMU BHECEHUS OIIHUOOK, HEACKIapUPOBAHHBIX BO3MOKHOCTEH,
MPOTrpaMMHBIX 3aKJIaJI0K, BPEAOHOCHBIX MporpamMm B nporpammuoe obecrieuenue MCII/x



Ha CTa/IUU ee pa3pabOTKU, BHEAPEHUS U COTIPOBOXKICHHUS;

MOJKET pacrosiarath Jro0bMH pparMeHTamu uHpopmanuu o tononorun UCIAx u
TEXHUYECKUX cpelicTBax 00paboTku u 3amuThl [1/1H, oOpabdaTteiBaembix B UCII/IH.

K BocbMO#l Kkareropum OTHOCATCS pa3pabOTUMKU M JIMLA, OOecneduBarolye
[IOCTaBKY, COIIPOBOXACHHUE U PEMOHT TexHU4eckux cpenctB Ha MCIT/IH.

JIuio sToi kaTeropuu:

o0yasaeT BO3MOKHOCTSIMU BHECEHUS 3aKianok B TexHudyeckue cpeacrsa MCII/IH Ha
CTaJIUH UX pa3pabOTKU, BHEIPEHUS U COIIPOBOXKICHUS;

MOXET pacroJararh Jro0bMu GparmeHTamu uHpopmanuu o tononorud UCIAx u
TEXHUYECKUX CPelIcTBaX 00paboTKu U 3amuThl nHGpopManuu B UCIT/IH.

VYKka3aHHblE KaTEeropuM HapyLIMTENEH JIOJDKHBl YUUTBHIBATbCS IIPU  OLIEHKE
BO3MOXHOCTEN peanuszauuu Y BIT/IH.

Hocutenem BpeaoHOCHOW mporpaMmbl MOXET ObITh alIapaTHbIA 3JIEMEHT
KOMIIBIOTEpPA WJIM INPOrpaMMHBIA KOHTeMHep. Eciaum BpenoHOcHas mnporpamMma He
acCOLMMpYeTCsl ¢ KakoW-1u00 NpPUKIAJHOM NpOrpaMMoON, TO B KadecTBE €€ HOCHUTENs
paccMaTpuBarOTCS:

OTUYXKJaeMblii HOCUTENb, TO €CTh AuckeTa, onTuueckuii muck (CD-R, CD-RW),
GuLI-IaMSITh, OTUYKIAEMbIA BUHYECTED U T.I1.;

BCTPOCHHBIE HOCHUTENU UHPOpPMALUU (BHHYECTEPHI, MUKPOCXEMBI OIEPaTUBHON
naMsATH, MpPOLECCOpP, MHUKPOCXEMbl CHUCTEMHOW IUIAThl, MHKPOCXEMBI YCTpPOMCTB,
BCTPAaUBaeMbIX B CHCTEMHBIH OJIOK, - BHMJEOAJanTepa, CETeBOM IUIaThl, 3BYKOBOM ILIATHI,
MOJIEeMa, YCTPOMCTB BBOJA/BbIBOJA MArHUTHBIX JKECTKUX M ONTHYECKHX JMCKOB, OJIOKa
HNUTAHUS U T.II., MUKPOCXEMBI NPSMOTr0 JOCTYIA K MaMsITH, ILIUH [Iepeladl JaHHBIX, IOPTOB
BBO/1a/BBIBO/IA);

MHUKpPOCXEMBbl BHEIIHUX YCTPOMCTB (MOHMTOpA, KJIABUATYyphl, NPUHTEpPA, MOJIEMA,
CKaHepa M T.IL.).

Ecin BpenoHOcHas mporpaMMa accOUUUpYeTCs € KakoH-1ubo MpUKIIaTHOU
pOTrpaMMoii, ¢ dailiaMu, UMEIOLUMH OIpeIeIEHHbIE PACIIMPEHHs WIN UHbIE aTpHOYTHI, C
COOOILIEHUSIMH, TIepejaBaeMbIMU IO CETH, TO €€ HOCUTEISIMU SIBIISIOTCS:

HaKeThl Mepe/laBaeMbIX 110 KOMIIBIOTEPHON CeTH COOOIIEHUH;

¢aiinbl (TeKCTOBbIE, TpadUUECKUE, UCTIONHSIEMbIE U T.1.).

5.2. O0masi xapakTepucTHKA ysI3BUMOCTell HH(POPMALMOHHOI CHCTEMBI
NMePCOHAJBHBIX TaHHBIX

VYs13BUMOCTh MH()OPMAITMOHHON CUCTEMBI EPCOHATIBHBIX JAHHBIX - HEJOCTATOK MIIH
ciaboe MeCTO B CHCTEMHOM WJIHM MPHKIAJTHOM MPOTPAMMHOM (ITPOrpaMMHO-AIIapaTHOM)
o0ecreyeHn aBTOMAaTHU3MPOBAHHOW HMH(OPMAIIMOHHOW CHUCTEMBI, KOTOpbIE MOTYT OBITh
WCTIOJTB30BaHBI ISl peaIM3alii YIPo3bl 0€30MaCHOCTH TIEPCOHANBHBIX TaHHBIM.

[TpryrHaMu BOSHUKHOBEHHS YSI3BUMOCTEH SBIISIOTCS:

OIINOKHU pu MIPOEKTUPOBAHUU u pazpaboTke MIPOTPaMMHOI0
(IporpaMMHO-aIMapaTHOr0) 00ecneyeHus;

npeJHaMepeHHbIe ACWCTBUS MO0 BHECEHUIO YA3BUMOCTEH B XOJie MPOEKTUPOBAHUS U
pa3paboTKu IpOrpaMMHOro (IIPOrpaMMHO-AIIapaTHOr0) O0eCTIeueHus;

HEeMpaBWIbHbIE  HAaCTPOMKH  MPOTrpaMMHOrO  oOecreueHHs, HEelmpaBOMEpHOE
WU3MEHEHHE PEKUMOB paOOTHI YCTPOWCTB U MPOTPaAMM;

HECAaHKIIMOHMPOBAHHOE BHEAPEHHME U MCIIOJIb30BAaHHE HEYYTEHHBIX HpPOTrpaMM C
HOCJIEIYIOIUM HEOOOCHOBAHHBIM PacX0/0BaHUEM PECYPCOB (3arpyska Ipoleccopa, 3axBaT
OTEepPaTUBHOM NMaMTH U MaMATH Ha BHEIIIHUX HOCUTEIIAX );

BHE/IPEHHE BPEIOHOCHBIX MPOrpaMM, CO3AAIOIIUX YSI3BUMOCTH B IPOTPAMMHOM MU
POTpaMMHO-aNIapaTHOM 00€CIIeUeHUH;

HECAHKIIMOHUPOBAHHBIE HEYMBILIUIEHHBIE ACHCTBUS I0JIb30BATENICH, MPUBOISIIIUE K



BO3HUKHOBEHUIO YSI3BUMOCTEH;

cobou B paboTe ammapaTHOro W MPOTPAMMHOI0 oOecrieueHHsl (BhI3BaHHBIE COOSMH B
QJIEKTPOTIMTAHUHN, BBIXOJOM M3 CTpPOS allapaTHBIX 3JEMEHTOB B PE3yJbTaTe CTApEHUS U
CHI)KCHMSI ~ HAJIeKHOCTH, BHEIIHMMM  BO3JCUCTBUSAMU  DBJICKTPOMArHUTHBIX  IOJEH
TEXHUUYECKUX YCTPOMCTB U JIp.).

Knaccudukanust ocHoBHbIX ys3sumocteit MCIT/In npuBeneHna Ha pucynke 4.

Knaccudukanus ys3suMocTeit
[IPOrpaMMHOTO 00eCTIedeHHUs

I

il I I ]

o Tumy MO ITo 3Tarny »}XU3HEHHOTO Tlo npuunne ITo xapakrepy
LUKJIa NPOrpaMMHOro BO3HUKHOBEHUSA FOCNECTBHIT OT
obecnedenus, Ha KOTOPOM YA3ZBUMOCTH peajM3aluy aTak
BO3HHKAET YA3BUMOCTh

Cucremnoe 110
VA3BUMOCTH, Henocrarku > YassumocTH,

| Bosnukaowme Ha MY MexaHH3MOB HCIIONB3YEMBIC JUIA
Tpuknaanoe yrane ayTeHTH(hUKALMK NEPENOTHEHUS
TpOrpaMMHOC MPOCKTUPOBAHUS Gydepa
obecnedenne NPOrpaMMHOro
obecrieyeHust

Henocrarku
3aIUTHI YYETHBIX Va3BuMocTH,
3Anucen > UCAOL3YEMBIC JULS

nojGopa naponst Kin
naeHTM(uKaTopa

pealinzauun
[IPOrPAMMHOTO
ofecneueHus

Hannuue
dynkuni,

® nossonstounx
BBIIIOHATE VassumocTi,
JIECTPYKTHBHEIC HCIOJIb3YEMbIE ANIA
neicTBus H3MCHCHUS MpaB
Aocryna

WHCTAIUSILIMK U
HacTpOHKH

TIPOrPaMMHOT0
obecneueHust

h 4

OrcyrcTBHE
MpOBEPKH
KOPPEKTHOCTH
BXOJIHBIX JIAHHBIX Ly

v

Ysi3BUMOCTH,
WCMOJIB3YEMbIC IS
peanu3aLmnm aTaky
«Orxas B
06CIyKHBAHHID)

"Pucynok 4. Knaccupukanusi ya3BUMOCTeH IPOrpaMMHOro odecneyenus"

Hwxke mnpencraBnena oOmas XapakTepUCTHKA OCHOBHBIX TPYII YSI3BUMOCTEH
NCII/IH, BKIIOYAIOUTUX:

YSI3BUMOCTH CHCTEMHOTO MPOTPAMMHOTO OOecredeHusi (B TOM YHCIE MPOTOKOJIOB
CETEBOT0 B3aMOJCUCTBUS);

YSI3BUMOCTH TIPUKJIATHOTO TPOTpaMMHOro olecriedeHust (B TOM YHCIE CPEACTB
3alUThl MHQOpMAIUH).

5.2.1. O61as xapaKTepuCTUKA YA3BUMOCTEH CMCTEMHOI0 MPOrPAMMHOI0 od0ecredeHunst

VYA3BUMOCTH CHCTEMHOTO MPOTrPaMMHOI0 0OecreyeHus: He00X0JMMO paccMaTpuBaTh
C MPUBS3KOHN K apXUTEKTYPE MOCTPOSHHSI BEIUNCIUTEIBHBIX CUCTEM.

ITpu 3TOM BO3MOXKHBI yI3BUMOCTH:

B MHKpOIIporpammax, B npomuskax [13V, 1113V

B CpEICTBaX OMNEpAlMOHHOW CHUCTEMbI, TpEeJAHA3HAYEHHBIX Ui YIpaBJICHUS
nokanbHbiMH pecypcamu VICIT/IH (oOecneunBaromux BbINMOJTHEHHE (QYHKIUN YIpaBlIeHUs
npoleccaMu, MaMsAThio, YCTPOWCTBAaMH BBOJA/BBIBOJA, MHTEpQEicoM C IMoyb30BaTeNeM U
T.I.), ApaiiBepax, yTUINTAX;

B CpEACTBAaX OMNEPAI[MOHHOW CHCTEMBl, NpPEAHA3HAYEHHBIX JJIS BBIIOJHEHUS
BCIIOMOTaTENbHBIX (YHKIUH, - yTUIUTaX (apXUBUPOBaHUA, AepparMeHTalud U Ap.),
CHCTEMHBIX 00pabaThIBAIONIUX MTPOrpaMMax (KOMIMIATOPAX, KOMIIOHOBIIMKAX, OTIaTUMKAX
M T.aL.), TporpaMMax IMPeIOCTAaBIEHUS TOJb30BATENI0  JOMOJHUTEIBHBIX  YCIYT
(cmenanpHBIX BapuaHTax HHTepdeiica, KalnbKymsTOpax, Wrpax © T.I.), OHOIHOTEKax
IpoIelyp pa3IMyHOro Ha3HaueHHs (OuOImoTekax MaTeMaTH4ecKuX (yHKIMHA, (yHKUIUH
BBO/1a/BBIBOJIA I T.1I.);

B CpEACTBaX KOMMYHMKAI[MOHHOTO B3aUMOJEHCTBUS (CETEBBIX CpEACTBAxX)



ONEPallMOHHOW CHCTEMBI.

VA3BUMOCTH B MHUKpPONpOrpaMmax M B CpPEICTBAX ONEPAlMOHHOW CHCTEMBI,
MPEIHA3HAYEHHbIX JUJI YIPABJICHUSA JIOKAJbHBIMH PECYpPCAMU M BCIOMOTATEIbHBIMU
GYHKIUSME, MOTYT NMPEACTABIIATH COOO:

GyHKIMH, TPOLEAYPhl, U3MEHEHUE MMapaMeTPOB KOTOPHIX OMPEICIEHHBIM 00pa3om
MO3BOJISIET UCIIOJIB30BATh UX ISl HECAHKIIMOHUPOBAHHOTO J10CTyIa 06€3 00HapyKeHUS TaKUX
VM3MEHEHUH ONEPAllMOHHON CUCTEMOM;

¢dbparmeHTsl konma mnporpamm ("mpIphI",
MO3BOJIAIOIINE OOXOIUTh TPOIEAYPHI

LEJIOCTHOCTH U JIp.;
OTCYTCTBHE

HEO0OXOAUMBIX

UACHTH(DHUKAIIH,

CPEICTB  3alllUThI

(ayreHTHpUKAIUY,

"moku'"), BBEACHHBIC pPa3pabOTUHKOM,
ayTeHTU(UKALINH,

IIPOBEPKU

IIPOBEPKU

[[EJIOCTHOCTH, TPOBEPKH (POPMATOB COOOIICHH, OJIOKUPOBAHUS HECAHKIIMOHHUPOBAHHO
MOAUGUIUPOBAHHBIX (DYHKITUH | T.I1.);

OIMOKHY B Iporpammax (B 0OBSBICHUY ITIEPEMEHHBIX, (QYHKIIUN U MPOLIETYP, B KOJAX
nporpamMM), KOTOpbIC IPH ONPEACICHHBIX YCIOBHAX (HAaIpUMEp, IPH BBIOJHCHUU
JIOTUYECKHUX IEePEXO0/0B) MPHUBOIAT K cOOSM, B TOM 4YHclie K cO0sSM (DYHKIMOHHPOBAHUS
CPE/ICTB U CHCTEM 3aIUThl HH(POPMAITUH.

VYS3BUMOCTH TIPOTOKOJIOB CETEBOTO B3aUMOJICHCTBHUS CBSA3aHBI ¢ OCOOCHHOCTSIMHU X
NPOTPAaMMHOM pealu3aliil ¥ OOYCIIOBJICHBI OTPAaHUYCHUSMHU Ha pa3Mepbl MPUMEHIEMOTO

Oydepa,

HEOOCTaTKaMH

MPOLENYPHI

ayTeHTU(UKAIUH,

OTCYTCTBHEM

MPOBEPOK

MPaBHIBHOCTH clykeOHOU nHpopmanuu u Ap. KpaTkas xapakTepucTHKa 3TUX yA3BUMOCTEH
MPUMEHHUTEIHHO K IPOTOKOJIaM IIpHUBeieHa B TabuIe 2.

Taoauma 2

VA3BUMOCTH OT/AeJBHBIX NMPOTOKOJ0B cTeka nporokoaoB TCP/IP, na 6aze koroporo
(GYHKIHOHUPYIOT IJ100aJIbHbIE CeTH 001ero moJib30BaHMus

HaumenoBanue VYpoBeHb Haumenosanue Copepxanue HapylICHUS
MPOTOKOJIA cTeKa (XapakTepucTHKa) 0€30MacHOCTH
IIPOTOKOJIOB | YA3BUMOCTH uHbOopMaIuu
FTP (File Transfer | [Ipuxnagnoii | 1. Ayrentudukanus Ha 0aze | Bo3mokHOCTh nepexBara
Protocol) -, OTKPBITOTO TEeKCTa (MapojM | JaHHBIX YYETHOW 3amucu
MIPOTOKOJI IIPEJICTABUTE | MEPEChUIAIOTCS B | (uMeH
nepeaun (paisoB | JbHBINH, He3aln(poBaHHOM BUJIE) 3aperucTpUPOBAHHBIX
0 CETH CEaHCOBBII 2. JlocTyr 10 yMOTYaHHUIO MOJIb30BaTENEH,
3. Hainume 1BYX OTKPBITBIX | ApoJIent).
IIOPTOB [Tonyuyenne ynaneHHOro
JIOCTyTNa K XOCTaM
telnet - mpotokon | [Ipuknagnoit | Ayrentugukanus Ha 0Oase | Bo3moxkHOCTh mepexBaTa
yIpaBiIeHUs , OTKpPBITOTO TeKCTa (Mapojiu | JAHHBIX YYETHOMW 3amlucH
yJIaJIEHHBIM IIPEJICTABUTE | IIEPECHUIAIOTCS B | MIOJIb30BATEIIS.
TEPMUHAIIOM JIbHBIN, He3amuppOBaHHOM BUJIE) [Tonyuenne ynaneHHOTO
CEaHCOBBII JIOCTyTa K XOCTaM
UDP - mportokoun | TpancnioptH | OTcyTcTBUE MexaHu3zma | Bo3MOKHOCTB
nepefayu JAHHBIX | bIHA IIPEIOTBPALEHHS IEPETPY30K | peaau3alun
0e3 yCTaHOBJICHUS Oydepa UDP-miropma.
COEIMHEHUS B pesynprare oOmeHa
MakeTaMd  MPOUCXOJUT
CYILIIECTBEHHOE
CHI)KECHHE
IIPOU3BOIUTENBHOCTH
cepaepa
ARP - mporokon | CereBoit Ayrtentudukanus Ha 0aze | Bo3MOXKHOCTh mepexBara




npeoOpa3oBaHms OTKPBITOTO TeKCTa | Tpaguka TOJB30BATEIIS

[P-anpeca B (uH(opMaIHs TIEepechUIaeTCs | 3IOYMBIIIJICHHUKOM

busznueckuit B He3amMGPOBAaHHOM BUJIC)

azpec

RIP - mnpotokon | TpancnoptH | OtcyTrcTBHE Bo3moxxHOCTB

MapIIpyTHOU BIN ayTeHTU(UKaLUU IIEpEHAIIPaBIICHUS

uHpOopMau YIPaBIAIOMMX  COOOIIeHUH | Tpaduka Yepe3  XOCT
00 U3MEHEHUHU MaplIpyTa 3JIOYMBILJICHHHUKA

TCP - mnpotokon | TpancnoptH | OtcyrcTBHE MexaHu3ma | CyliecTBeHHOE

YIIPaBJICHUS BIN IIPOBEPKHU KOPPEKTHOCTH | CHHJKEHUE CKOPOCTH

nepenavyeit 3aI10JIHEHUS CIIy’)kKeOHBIX | OOMeHa M Jake MOJHBIN
3aroJIOBKOB IaKeTa pa3pelB  NIPOU3BOJIBHBIX

COCIMHEHU N o
nporokosy TCP

DNS - nporokon | [Ipuknagnoit | OTcyrcTBUE cpenct | anbcudukanus oTBeTa

YCTAHOBJICHUSI , npoBepku ayreHtudukanuu | DNS-cepepa

COOTBETCTBUS IIPEJICTABUTE | MOJYYEHHBIX  JAHHBIX  OT

MHEMOHMYECKUX | JIbHBIH, HCTOYHUKA

UMEH M CETEBBIX | CEAaHCOBBII

a/IpecoB

IGMP - npotokon | CereBont OtcyrcTBUE 3aBucanue cuctem Win

neperayu ayTeHTU(UKaLIU 9x/NT/200

COOOIIEHN 0 coo0lIeHuii 00 HW3MEHEHUU

MapuIpyTU3aluu [1apaMeTpoB Mapuipyra

SMTP - npotokon | [Ipukinagnoit | OrcyTcTBUE MOJJIEPKKH | BOo3MOXHOCTH

o0ecrnieyeHus , ayTeHTU(UKAIMK 3ar0JIOBKOB | MOJIIENIbIBAHUS

cepBUCa JIOCTaBKU | IPEICTABUTE | COOOILEHUI cooOIeHni

COOOIIIeHNI 110 | TbHBIN, SJIEKTPOHHOM TIOYTHI, a

NEKTPOHHOU CEaHCOBBIN TaKkKe aznpeca

oure OTIIPABUTEJISI COOOIIEHHUS

SNMP - nporokon | [Ipuknagnoi | OrcyrcrBue oAAepKKU | Bo3aMOKHOCTB

yIpaBiIeHUs , ayTeHTU(}UKAIMK 3ar0JIOBKOB | IEPETIONHEHUS

MapHipyTHU3aTopa | IpeICTaBUTE | COOOIICHUI MPONYCKHOM

MU B CETSX JIbHBIH, CIOCOOHOCTH CETH

CEaHCOBBII

Jlis cuctemaTH3alMy ONMMCAHHUST MHOMKECTBA YSI3BUMOCTEH MCIIONIB3YeTCs €AMHas
6a3a mannsix yszeuMmoctet CVE (Common Vulnerabilities and Exposures), B pa3zpaboTke
KOTOPOH NPUHUMAJIHM Y4acTHE CIIEUATNCTHI MHOTHX U3BECTHBIX KOMIIAHUNA U OpraHM3alui,
takux kak MITRE, ISS, Cisco, BindView, Axent, NFR, L-3, CyberSafe, CERT, Carnegie
Mellon University, uactutyT SANS 1 T.1. OTa 0a3a JaHHBIX MOCTOSIHHO MOTIOJIHSAETCS U
UCTIONB3YyeTCs Tipu (hopMUpOBaHUH 0a3 JaHHBIX MHOTOYHCIICHHBIX MPOTPAMMHBIX CPEICTB
aHaJ3a 3aIUIIEHHOCTH U, IPEX/Ie BCET0, CETEBbIX CKAaHEPOB.

5.2.2. O01mas xapaKTepuCcTUKA YA3BUMOCTEH NPUKJIAAHOIO IPOrPAMMHOI0

odecreyeHu st

K nmpuxmnagHoMy mporpaMMHOMY 00€CIEUE€HHIO OTHOCATCS! IPUKJIIAJAHBIE TPOrpaMMBbI
0011ero Mojab30BaHMs U ClieUaIbHbIE MPUKIIAIHBIE TIPOTPAMMBI.
IIpukjaaanble MporpaMMsl 001IEro MoOJb30BAHMS - TEKCTOBBIE U Trpaduyeckue
pEeIaKTOpbl, MeAUa-NMporpaMmbl (ayIMo- U BHUJICONPOUTPHIBATENIH, POTPpaMMHbBIE CPEACTBA
npreMa TEJIeBU3MOHHBIX NpPOrpaMM MU T.I.), CHUCTEMBbl YIpaBiieHHs 0a3aMu JIaHHBIX,




nporpaMMHbIe  TUIaTGOpPMBI  OOIIET0 MOJB30BaHHUA [UIA  Pa3padOTKU  IPOTPaMMHBIX
nponyktoB (tuma Delphi, Visual Basic), cpemcrtBa 3amuTbl HMH(pOpManuu OOIIETO
MOJIb30BaHUSA U T.11.

CnenmanbHble TPHUKJIAAHbIE MPOrPaMMbl - 3TO MPOTPaMMBbl, KOTOpBIE
pa3pabaThIBalOTCA B HMHTEpECaX pEHICHUS KOHKPETHBIX NPUKIAJHBIX 3a4ad B JaHHOU
WCTI/Jx (B TOM yMcIie MPOrpaMMHBIE CPEICTBA 3alIUThl HHPOPMAIINH, pa3padoTaHHbIe IJis
koHkpeTHoi UCII/IH).

VYS3BUMOCTH NPUKIATHOTO TPOTPAMMHOIO OO€credeHus] MOTYT IPeACTaBIsATh
co0oii:

GYHKIIMM W MPOLETypbl, OTHOCSIIMECS K Pa3HbIM MPHUKIAJHBIM MpOrpaMMaM U
HECOBMECTHUMEBIE MEXIy 000l (He (DYHKIMOHUPYIOIIME B OJHOW OMEPAMOHHOW Cpere)
U3-32 KOH(IMKTOB, CBA3aHHBIX C PaCIpEICICHUEM PECYPCOB CHCTEMBI;

GbyHKIMM, MPOLEAYphl, H3MEHEHUE ONPEIEICHHBIM 00pa3oM MapaMeTpoB KOTOPBIX
MO3BOJIIET MCIIONB30BaTh UX MJI1 NPOHUKHOBEHHMsS B omnepanuoHHyio cpeny WCIIIH u
BBI30BA IITATHBIX (DYHKIUI OMEPAIIOHHON CHCTEMBI, BHITTOIHEHUS! HECAaHKIIMOHUPOBAHHOTO
nocryna 0e3 oOHapyKEHUS TAKMX U3MEHEHUH OTepaliMoHHON CHUCTEMON;

dbparmeHTsl konma mnporpamm ("mpIpel’, "mMOKH"), BBEIEHHBIE Pa3pabOTUYUKOM,
MO3BOJISIOMIME OOXOAWUTH TPOUEAYPHl HIACHTU(DUKALUWHU, ayTeHTH(PHUKAINU, TPOBEPKU
LEJIOCTHOCTH U JIP., IPElyCMOTPEHHBIE B ONEPALIMOHHON CUCTEME;

OTCYTCTBHE HEOOXOIMMBIX CpEACTB 3alluThl (ayTeHTH(UKALWUK, TPOBEPKU
[EJIOCTHOCTH, TMPOBEPKH (POPMATOB COOOIICHUI, OJIOKMPOBAHUSA HECAHKIIMOHHUPOBAHHO
MOIU(PUIIUPOBAHHBIX (PYHKIIUN U T.I1.);

OIMOKH B IporpamMmMax (B 0OBSIBICHHH MTEPEMEHHBIX, QYHKIUN U MPOLEAYP, B KOJaX
nporpaMMm), KOTOpbIE TMPH ONpEAENEHHBIX YCIOBHUSAX (HalpuMep, MpPH BBINOJIHEHUU
JIOTHYECKUX TEPEX00B) MPUBOAAT K cOOsSM, B TOM dYHCIe K cOOSM (yHKIMOHHPOBAHUS
CPEZCTB U CUCTEM 3alUThl MH()OPMAINH, K BO3MOKHOCTH HECAHKLIMOHUPOBAHHOI'O 10CTYyIa
K HH(pOpMaLUu.

JlanHple 00  yS3BUMOCTSX pa3pabaTblBA€MOTO M paclpoCTPaHSIEMOro Ha
KOMMEPYECKOH OCHOBE TMPHUKIATHOTO MPOrPaMMHOTO  oOecriedeHusi coOuparorcs,
000011at0TCs M aHAIM3UPYIOTCs B 6a3e naHHbIx CVE®,

5.3. O0masi XxapaKkTepuCTHKA YIPO3 HEMOCPEJACTBEHHOI0 J0CTYIIa B ONEPANNOHHY IO
cpeny HH(OPMANMOHHON CHCTEMbI NEPCOHATbHBIX JaHHBIX

Yrpo3sl noctyna (MPOHUKHOBEHMS) B OINEpPAllMOHHYIO Ccpely KOMIIbIoTepa H
HECaHKI[MOHMPOBAHHOTO foctyna K [I/H cBsA3aHbI C 1O0CTYyIOM:

K uHbOpMAllMM W KOMAaHJaM, XpaHSAIMMCS B 0a30BOil cucteme BBOJa/BBIBOJA
(BIOS) UCIIOH, ¢ BO3MOXKHOCTBIO IepexBaTa YIpaBJICHHUS 3arpy3Koil OmeparmoHHOMN
CUCTEMBI U MOJTYYEHHEM IIpaB JOBEPEHHOIO NI0JIb30BaTENS;

B ONEpPAlMOHHYIO Cpely, TO €cCTb B Cpeay (QYHKIMOHUPOBAHUS JIOKAJIBHOMN
OIEpPALMOHHON CHCTEMBI OTIEeNbHOro TexHuueckoro cpeactsa MCII/IH ¢ BO3MOXXHOCTBIO
BBIMIOJTHEHHUS] HECAHKIIMOHUPOBAHHOTO JIOCTyIa IIyTE€M BbI30Ba MITATHBIX MPOrpaMM
ONEpallMOHHOM CHUCTeMbl WJIM 3alycka CIEHUAIbHO pa3pabdOTaHHBIX MPOTPaMM,
pean3yIoNnX TakKue JeiCTBYS;

B cpeAy (YHKIMOHHPOBAHUSA NPUKIATHBIX IMPOrpaMM (HampuMmep, K JIOKaJIbHOMN
cucTeMe ynpaBieHus 6a3aMu JaHHBIX);

HENOCPEJICTBEHHO K MH(OpManuu mojbp3oBaTens (K ¢ailinaM, TEeKCTOBOH, aynuo- u
rpa¢puueckoil uHpoOpMaIMM, TOJNAM M 3alUCAM B ODJIEKTPOHHBIX 0a3aX MJaHHBIX) U
00yCIIOBJIEHBI BO3MOXKHOCTBIO HapylIEHUS €€ KOH(PHUACHUUAIbHOCTH, II€JIOCTHOCTH U
JIOCTYITHOCTH.

OTH yrpo3sl MOT'YT OBITh PEATM30BaHBbI B CIIydae MOIy4eHUs PU3NUECKOro JOCTyma K
NCIIAn unm, no Kpaiineit mepe, k cpeacrsaM BBoja uHpopmanuu B UCIIAn. Ux mMoxHO
00BEIMHUTD MO YCIOBUSAM PEAIN3ALUU HA TPU TPYIIIBL.



[lepBast rpymma BKIOYaeT B ce0S Yrpo3bl, pealu3yeMble B XOJE 3arpy3Ku
OMEpAlMOHHON CHUCTEMBl. OJTH Yrpo3bl 0e30MacHOCTH HMHQPOpPMAIMM HaIlpaBJICHbl Ha
nepexBaT Mmapoyied WM UACHTU(PHUKATOPOB, MOIU(DUKAIMIO MPOTPAMMHOIO OOECTICUCHUS
6a30Bol cucreMbl BBOJa/BhiBoIa (BIOS), mepexBaT ympaBiieHHs 3arpy3K0Oil ¢ U3MEHEHUEM
HEOoOXO0IUMOM TexHoJIoThYecko uHpopMaruu s nonydeHus HCJl B omepanmoHHYIO
cpeny UCII/In. Yaine Bcero Takue yrpo3bl peaaiu3yroTcsl ¢ UCIOIb30BaHUEM OTUYK1aeMbIX
HOCHTENeH nHpOopMaIHH.

Bropas rpynma - yrpossl, peajliM3yeMmble IOCJE 3arpy3Kd OIEpallMOHHOW Cpebl
HE3aBHCHMO OT TOr0, Kakas NpUKIaJHas MpOorpaMma 3allyCKaeTcsl IO0Jb30BaTeleM. JTU
yrpo3bl,  Kak  MpaBWJIO,  HAmpaBlIeHbl  Ha  BBIIOJHEHHE  HEMOCPEICTBEHHO
HECAaHKIIMOHMPOBAHHOTO jAocTyna K wuH(popmamuu. [lpu mnomydenuum pgoctyma B
ONEPAllMOHHYIO0 CpEely HapyLUIMTENIb MOXET BOCIOJIb30BaTbCS KaK CTaHAAPTHBIMU
GYHKIMSAMHE ONEPAlMOHHON CHUCTEMbI WM KaKOW-TMOO MPUKIAJHON IporpamMmbl 00IEro
MOJIb30BaHUs (HANpUMEp, CUCTEMBbI YIpaBlieHUs 0Oa3aMM JaHHBIX), TaK U CICHHAIBHO
CO3IaHHBIMU JIJIS1 BBITMOJIHEHUS HECAaHKIIMOHUPOBAHHOTO JJOCTYIA TPOrpaMMaMu, HapuMep:

IporpaMMaMu IpocMOTpa U MOAU(PHUKAIIUN PEecTpa;

nporpaMMaMu TOMCKAa TEKCTOB B TEKCTOBBIX (paillax MO KIIOYEBBIM CJIOBaM U
KOIMUPOBAHUS,

CHEIHMalbHBIMU POTrpaMMaMHU IIPOCMOTPa U KOMHUPOBAHUS 3anuceil B 0a3ax TaHHBIX;

nporpaMMamMu ObICTPOTO MpocMOTpa rpadudeckux GailyioB, UX peIaKTUPOBAHUS WIIH
KOITUPOBAHUS;

nporpaMMaMu MOJJEPKKH BO3MOXHOCTEH PEeKOH(UTyparuu IpOrpaMMHONM Cpeibl
(mactpoiiku MCII/In B mHTEpecax HapymuTesns) u ap.

Hakonern, TpeTps rpymnma BKIIOYaeT B ce0s yrpos3bl, pealu3anus KOTOPBIX
onpezensercs TeM, Kakas W3 MPUKIAJHBIX MpOrpamMM 3alyCKaeTcs IO0Jb30BaTeleM, WU
dakTom 3amycka 000N W3 MPUKIAAHBIX MporpamMM. bomblnas 4acTh TaKHX yrpo3 - 3TO
YIPO3bI BHEJPEHUS BPEIOHOCHBIX ITPOTPaMM.

5.4. O01mas xapakTepuCTHKA YIPo3 0€30MACHOCTH MEePCOHAIBHBIX JaHHBIX,
peaniu3yeMbIX € HCIO0JIb30BaHHEM IPOTOKOJI0B MeKCeTeBOro0 B3aUMO/1eiiCTBHSA

Ecim  UCII[n peanmuzoBana Ha 0a3e JIOKAJIbHOW WM  paclpeiesieHHON
MH(OPMALIMOHHON CHUCTEMBI, TO B HEH MOTYT OBITh peajln30BaHbl Yrpo3bl 0€30MaCHOCTU
UH(pOPMAaLIUU TyTEM UCIOIb30BAHUS POTOKOJIOB MEXCETEBOro B3auMoieicTBusl. [Tpu aTom
moxker obecneunBatbes HCJ] x II[lH wnm  peanus3oBbIBaThCS yrpo3a OTKaza B
oOcnyxuBanus. OcobenHo onacHbl yrpos3sl, korma WCII[IH mnpencrasnser coboit
pacnpenesieHHyl0  HMH(QOPMAallMOHHYIO CUCTEMY, TMOAKIIOYEHHYI0 K CETSM OOIIero
NOJb30BaHUsA W (WIM) CeTAM  MEXIYHAapOAHOTO  MH(POPMALMOHHOTO  OOMEHa.
Knaccudukannonsnasi cxema yrpos, peajiu3yeMbIX MO CETH, MpUBEJeHa Ha pUcyHKe 5. B ee
OCHOBY TOJIOKEHO CEMb CIEAYIOIIUX NMEPBUYHBIX MPU3HAKOB KIacCU(UKAIIH.

1. Xapaktep yrpossl. [lo »ToMy mnpu3HaKy yrpo3bl MOryTr ObIThb NHacCHBHBIE U
aktuBHble. [laccuBHas yrposa - 3TO yrposa, IpHM peajau3aluy KOTOPOH HE OKa3bIBAETCS
HermocpeAcTBeHHoe BiusHue Ha pabdory MCII[AH, HO Moryr OBITh HapylIeHbI
YCTaHOBJICHHbIE IMpaBWiIa pasrpaHuueHus nocryna k IIJ[H wim cereBbIM pecypcam.
[Tpumepom Takux yrpos siBisieTcst yrpo3a "AHaiu3 ceTeBoro Tpaduka', HampaBieHHas Ha
MPOCITyIIMBaHUE KaHAJIOB CBSI3U U IIepexBaT MepeaaBaeMoi HHpopMaIum.

AKTHBHas yrposa - 3TO yIrpo3a, cBsi3aHHas ¢ BozaeiictBueMm Ha pecypebl MCII/IH,
IpU pealin3allid KOTOpPOM OKa3bIBaeTCsl HEMOCPEACTBEHHOE BIIMSHHE Ha pabOTy CHUCTEMBI
(u3MeHeHne KOH(Hrypanuu, HapylleHHe paboTOCIOCOOHOCTH W T.J.), U C HapylIeHHEM
YCTAaHOBJICHHBIX MpaBW pasrpaHndeHuss poctyna k II/lTH wim ceTeBbIM pecypcam.
[Tpumepom Takux yrpos siBiasercss yrposa "OTka3 B oOciaykuBaHUHU'", peanuzyemasi Kak
"mropm TCP-3anpocos".
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2. llens peanu3zanuu yrpo3sl. [1o 3ToMy npu3HaKy yrpo3sl MOTYT ObITh HarpaBlICHbI
Ha HapylIeHHE KOH(QHICHIUAIBHOCTH, IIEIOCTHOCTH M JAOCTYIHOCTH HMH(OpMaLuH (B TOM
qucie Ha Hapymenue pabotocnocobnoctu MCII/IH umu ee 31eMeHTOB).

3. YcioBue Hauanma OCYHIECTBICHHS IIpoliecca peaiam3anud yrposel. Ilo stomy
NPU3HAKY MOXKET PEaIn30BbIBATHCS yrpo3a:

IO 3ampocy OT 00BEKTa, OTHOCHUTEIBHO KOTOPOTO peanm3yercs yrpo3a. B stom
cllyyae HapyLIMTeNlb OKUAACT MEpeAady 3arpoca ONPE/eIEHHOTO TUIa, KOTOPbI U Oyzaer
yCJIOBHEM Hayajla OCYIIECTBICHUS HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;

Kiaccudwmkarmst yrpos Sezoracocti HQopMaLii, PCAM3yeMbIX ¢ HCIOTB30BAIMCM IPOTOKONOB MEXKCETEBOTO
B3aUMOJICHCTBUS B ABTOMATH3HPOBAHHBIX CHCTEMAX

. . o it 1o pacnonoscenuio cybvekma
0 xapainepy 1o yenu 6o30ericmsus o yenosuio navana npoyecca caszu ¢ HCIn amaxu omuocumensno HCILTn
go30eticmeus pearnuzayuu yzposel
-------------------- [ e EREET TEFEEEEEP T B el e e T
i o ¥ b 1 : " i P 4 :
[ [ 3 H B I '
TMaccrBubie V| Yrpose ¢ napytenien V1| Yrposk, peamisyemste no :’ I 0BpaTHOIi CRA3BIO Vi BuyrpucermenThele E
11| KorpuchuabRoCTH 11| sanpocy or MCTI 1 H H '
I
Ve b Y E 1 Be o6 N | Mesxcermentruie E
AKTHBHBlE HE H ! - ! 1 €3 00paTHOU CBAIH i H
I 8 ¢ | (oawowarparnentas [
o i1 | vipos  peanyewse | ! i | (ommonanp [ !
____________________ | H Vrposst ¢ HapyeHnem o1 no HACTYTUICHHIO H ! ataka) H
i | wenoctnoctn mugopsaun i | oxumaemoro coburax B | |
H 1 | UCINH '
' ' I
'
H P 1
\ ' I
! ' - .
V| Vrposmc ! ' H 1o yposuio smanon#on Modenu
H lOCTYNHOC: opMmal H T 5
i AOCTYNHOCTH UHopMaLi R i 63AUMOQCTICIEUS OMKPBIMBLY CUCIIEM
I
! P :
v ittt ittt
¢ |
! i
U] Yrposm ¢ kommnerchniM ' g ,
V| Bowelictsvem na ' o coomuomenuio Koruuecmsa ) H
' -
! HHOOpMALHKY ' Hapywumeneti u xocmos, H Vrpo3sl 112 PUIHUECKOM YPOBHE H
' h omuocumexnio Komopsix ! i
' 361 HA KAHE |
! ' pearusyiomen yepozl ' Yrpose! HA KAHAILHOM YPOBHE :
. Y 1
e 1| Yrpossl Ha ceTeBOM ypoBHe 1
I b I
1 ! ]
Vrposa "Omi k oHOMY" Vrposa "OmtH ko Pacpesencunbie ) 1| Yrposm ma Tpancrioptiom yporme H
MHorIM" (CKOOPIMHMPOBAHHBLE) YTPO3LI H i
I '

VIposbl Ha CEAHCOBOM YPOBHC

YTpo3sl Ha NPCICTABATCIIBHOM YPOBIIE

Yrpo3ul Ha IPHKAAZHOM YPOBHE

"Pucynok 5. KnaccudukamuonHas cxema yYrpo3 ¢ HUCHOJIb30BaHHEM MPOTOKOJIOB
MEKCETEBOr0 B3auMoAeHcTBUS"

[0 HACTYIUIEHHIO OXUJAEMOIo COOBITHS Ha OOBEKTE, OTHOCUTEIBHO KOTOPOTO
peanu3yercst yrposa. B aToM ciydae HapymmMTenab OCYIIECTBIISET MOCTOSHHOE HAOII0JeHUE
3a coctosiHueM orneparnonHoil cucreMbl UCIIJIH m npyu BO3HUKHOBEHUU OIPENEICHHOIO
COOBITHS B 3TOU cHCTEME HaUMHAeT HECAaHKI[MOHUPOBAHHBIM JJOCTY;

Oe3yciioBHOe  Bo3zeiicTBue. B sToM  ciaywae  Hauyajgo  OCYIIECTBJICHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYyMa 0€3yCJIOBHO MO OTHOIIEHUIO K LM JOCTYIa, TO €CTh
yrpo3a peanusyeTcs HeMeIJIeHHO U O€30THOCUTENBHO K COCTOSIHUIO CHCTEMBI.

4. Hammuue obpatHoii cBsizu ¢ UCII/IH. [lo aTomy mpu3Haky mporecc peaau3ainuu
yIpO3bl MOXKET OBITh ¢ OOpaTHOM CBA3BIO U 0€3 0OpaTHOM CBA3H. YTpo3a, OCYIIEeCTBIsIeMas
npu Haymunu oOpatHou cBs3u ¢ WCIIJIH, xapakTepu3yeTcss TeMm, YTO Ha HEKOTOpPbhIe
3ampocel, mnepeaannele Ha MCII[AH, HapymuTento TpeOyeTcss MOIYYUTh OTBET.
CnenoBarenbHo, Mexay Hapymureiaem u MCIIH cymectByer oOpaTHasi cBSi3b, KOTOpas
MO3BOJIIET HApYIIMTENIO aJEKBATHO pPEarMpoBaTh Ha BCE M3MEHEHUS, NPOUCXOASILUE B
HUCTIJs. B otiinuue ot yrpo3, peanuszyemsbIx mpu Hanuyuu oopatHoii ceszu ¢ UCIInH, npu
peanuzanuu yrpo3 06e3 oOpaTHOM cBA3M He TpeOyercs pearupoBaThb Ha Kakue-TH0o
n3meHenus, npoucxonsmue B UCII/Ix.

5. Pacnionoxxenne Hapymmutens otHocutenbHo WMCII[IH. B cooTBeTrcTBHMU C 3TUM
IIPU3HAKOM yIpo3a PEaU3yeTcsl KaK BHYTPUCETMEHTHO, TaK M MeXCerMeHTHO. CermMeHt
cetu - (Qusmueckoe oObeAMHEHHE XocToB (TexHuueckux cpeacts MCII/x  wmm
KOMMYHHMKAIIMOHHBIX 3JIEMEHTOB, UMEIOLUX ceTeBol aznpec). Hanpumep, cerment UCIIIH
00pa3yeT COBOKYMHOCTh XOCTOB, MOJKIIOYEHHBIX K CepBepy Mo cxeme "oOmias muHa". B
cilyyae, KOrja UMEeeT MECTO BHYTPUCETMEHTHAas yrpo3a, HapyIIUTelb UMeeT (pu3nuecKuit
noctyn k annapaTHbiM 3semenTam UCII/IH. Ecnum numeeT MecTo MexXCerMeHTHas yrpo3a, To



Hapymurens pacnonaraercs BHe MCII/IH, peanu3ys yrpo3y u3 Ipyroi c€TH Win U3 Ipyroro
cermenTta UCII/H.

6. YpOBEHb ATAJOHHOW MOJENN B3aWMOJIEHCTBUS OTKPHITHIX cucteM™* (ISO/OSI),
Ha KOTOPOM peanusyercs yrpo3a. [1o atomy npusHaky yrpo3a MOXKET peaii30BbIBaThCS Ha
¢u3nvecKkoM, KaHAJILHOM, CETEBOM, TPAHCIIOPTHOM, CEAHCOBOM, INPEACTABUTEILHOM H
npukiagHoM ypoHe moaenu ISO/OSI.

7. CooTHolieHune koyinuectBa Hapymurened u anemeHntoB MCIIJIH, oTHOCHTENBHO
KOTOPBIX peanusyeTcs yrposa. [lo aTomy npusHaky yrpo3a MoxeT ObITh OTHECEHA K KIIacCy
yIpo3, peajin3yeMbIX OJHHUM HApYLIMTEIEM OTHOCUTEIBHO OJHOIO TEXHUYECKOTO CPEACTBA
HUCTIa (yrpo3a "oauH K OJHOMY'"), Cpa3y OTHOCHTEJIIBHO HECKOJIBKHUX TEXHUYECKHUX
cpeactB MCITH (yrpo3a "oauH KO MHOTMM'") WM HECKOJIBKUMU HAPYLUIUTEISMU C Pa3HbIX
KOMITBIOTEPOB OTHOCHUTEIBHO OJHOTO WM HECKOJbKUX TexHuueckux cpeacts WCIIAn
(pactipeicieHHbIC UM KOMOMHUPOBAHHBIC YTPO3bI).

C y4eTroMm MpoOBEACHHOW KiacCH(UKAMU MOXKHO BBIICIUTH CEMb HanOOJee YacTo
peann3yeMbIX B HACTOSLIEE BPEMS YTPO3.

1. Ananmu3 cereBoro Tpaduka (pUCYHOK 6).

MapuwpyTtusartor 1 MapuwpyTtusarop 2

IMpocayufusanue
KaHana|cBsa3n

XocT Hapytuurens

Xocr N

"Pucynok 6. Cxema peanuzanuu yrpossl "AHaiau3 ceTeBoro Tpaguka'

OTta yrpo3a peanu3yercsi C MNOMOUIbIO CHEHUAIbHON MpPOrpaMMbI-aHAIU3aTopa
nakeToB (sniffer), mepexBaTbIBaroIIell Bce MakKeThl, MepeJaBaeMble MO CETMEHTY CETH, U
BBIJIETISIIONICH Cpeiu HUX Te, B KOTOPBIX MepefaroTcsl UIeHTU(UKATOP MOJIb30BATENS U €ro
napoiib. B xoze peanuszanuu yrpo3sl HapyIIUTeNlb U3y4yaeT JOTMKY paboThl CETH - TO €CTh
CTPEMUTCS MOJTYYUTh OJTHO3HAYHOE COOTBETCTBUE COOBITHI, MPOUCXOIAIINX B CHUCTEME, U
KOMaH/l, MEePEChUIAEMbIX MPU ITOM XOCTaMHU, B MOMEHT MOSIBJICHUs JTaHHBIX COObITHH. B
JAIBHEHUIIEM 3TO TO3BOJSET 3JOYMBIIIJIEHHUKY Ha OCHOBE 3a/JaHHs COOTBETCTBYIOIIUX
KOMaH/ TOJy4YUTh, HalpuUMep, NPUBHIECTHPOBAHHbIE MpaBa Ha JEHCTBUS B CHUCTEME WIIU
pacIIupUTh CBOM IIOJIHOMOYMS B HEH, NEpEeXBaTUTh IOTOK IEpEaBacMbIX JaHHBIX,
KOTOPBIMH OOMEHHMBAIOTCSI KOMIIOHEHTBI CETEBOM ONEPallMOHHON CUCTEMBI, JJIsl U3BJICUECHUS
KOH(HICHIIMATBHON WM HICHTU(UKAUOHHOW HH(poOpManMu (HampuMep, CTaTUYECKUX
MapoJsiell TMOoJb30BaTeNed Il JOCTyNa K YAAJIEHHBIM XOocTaM no mnpotokojsam FTP u
TELNET, He npeaycmaTpuBaromuM mudpoBaHue), €€ HoIMEHbI, MOIU(PUKAIIUH U T.I1.

2. CKaHUpOBAHUE CETH.

CymHocTs mpolecca peaau3aluy Yrpo3bl 3aKII4aeTcs B Iepefade 3alpocoB
cereBbIM ciyx0am xoctoB MCII[IH m ananmuze oTBeToB OT HHUX. Llenb - BbIsSBIEHUE
HCIIOJIb3YEMBIX MPOTOKOJIOB, JOCTYIHBIX MOPTOB CETEBBIX CIIYKO, 3aKOHOB (POPMHUPOBAHUS
UICHTU(PHUKATOPOB COCIMHEHUH, OMNpeeNeHHe AaKTUBHBIX CETEeBBIX CEPBHCOB, IMOAOOP
UIECHTU(UKATOPOB U TIAPOJIEH TTOJIb30BATEIICH.

3. Yrpo3a BbIABIECHUS NAPOJISL.

lenp peanuzamuu yrpos3el coctouT B mnoiaydenun HCJ myrem mnpeononeHus



NapoJIbHOW 3aIUTHL. 3OYMBIIIJICHHUK MOXKET PEaIM30BBIBATH YIPO3y C MOMOIIBIO 1IEJIO0T0
psia METOAOB, TaKMX KakK IMPOCTOi mepedop, mepedop ¢ HCIOJIb30BAHUEM CIIEHUATbHBIX
CJIOBapei, YCTAaHOBKAa BPEJIOHOCHOW NporpaMMbl [UJIs IepexBaTa IMapoJis, IOAMEHA
noBepeHHoro oowvekta cetu (IP-spoofing) u mepexBar maketoB (sniffing). B ocHoBHOM 115t
peanu3ali  Yrpo3bl HMCHOJB3YIOTCS CHEIMaJIbHBIE MPOTPAMMBI, KOTOPBIE IBITAIOTCS
MOJIYYUTh TOCTYN K XOCTY IyTeM IOcJeI0BaTeIbHOro noadopa napoineid. B ciydae ycnexa,
3IIOYMBIIIICHHUK MOXET co34aTh g ce0s "mpoxox" i Oyayliero J0CTyma, KOTOPBIH
OyZIeT neicTBOBAaTh, JaXKe €CIIM Ha XOCTE U3MEHUThH MMapoJib AOCTYIIA.

4. ITonmena 10BepeHHOr0 00BEKTA CETH M Tepeiada Mo KaHajlaM CBS3H COOOLICHUN
OT €ro UMEHU C MPUCBOCHHUEM €ro IpaB JocTyna (PUCYHOK 7).

1. Xoct X BeseT nadiniojieHue 3a Xoctamu A ¥ B 1 onpeaeisieT nyMepauo
rakeros coobuenmii, niayliyio o xocra B

&

~

Xocer X - XOCT HapyLUTes

XoeT A - MOBEpeHHbIH XOCT
. Xoct X noceinaet Ha xocT A cepuic TCP-3anpocoB Ha CO3/TaHe COSONMHEHNS,

2
3QIOJIHSS TCM CaMbIM OUCPE/ib 3AIPOCOB C IGO0 BLIBECTH U3 CTPOsI HA HCKOTOPOC
BpCMs XOCT A

Xoct A

i

SYN.
1SSx
TCP-3anpoc Ha OTKPLITHE COSIMHEHUS OT UMEHHW XocTa A
SYN-GUT CHHXPOHU3ALIMH HOMEPA 110CHEN0BATENILHOCTH
ISSx-11pOU3BONBHEIN HOMEP NOCNEO0BATENIbLHOCTH
XOCT A BBIBEUEH U3 CTPOSI

Orser xocra B na TCP—za:M

ocr X SYN, ACK, ISSb Xoct1 B
ACK(ISSx+1)

SYN-GUT CHHXPOHU3ALUHN HOMEPA NOC/IEAOBATCNEHOCTH

ISSb-npousBONLIILIH ITOMEP 1OCIEN0BATENBHOCTH XocTa B
ACK(ISSx+1)-nomep noarsepxacHus npuema TCP-nakera o1
xocTa A, pasaerii ISSx+1

@é@

Xoer X

&

%
o]
8
>

%{

X

ASK(ISSb+1}-HOMep nonTrepxaeuus npuema TCP-nakera ot xocta B,
B KOTOPOM aTakyOLIHHA yKaskiBaCT nogoGpannbiit Homep ISSbt |

ACK, 1SSx+1
ACK(ISSb+1) e

@@

Xoct X "_M"’ASK(ISSXI17-H0M=>P Xocr B
e crenytowere TCP-makera

OTcyTeTByeT coobiuenre o paspeise TCP-coenuneHus or
BLIBEACHHOI'O U3 CTPOSI XOCTA A (MAKET C 3aMOJHEHHbIM
cnyxebHbim 3aronoskom RST)

@@

XoeT A

"Pucynok 7. Cxema peanuzanuu yrpo3ssl "l[logmena noBepeHHOro oobexra cetu"

Taxast yrpo3a 3(eKTHBHO peanus3yeTcs B CUCTeMax, IJe MPUMEHSIOTCS HECTOWKHE
QITOPUTMBl MAECHTU(UKAIMM M ayTeHTU(UKAMKU XOCTOB, Mosb3oBareneil u T1.4. Ilox
JIOBEPEHHBIM OOBEKTOM IOHMMAETCs OOBEKT CeTH (KOMIIBIOTEp, MEXCETEeBOM IKpaH,
MapIIpyTU3aTOP H T.I1.), JIETAITBHO MOAKIIOYCHHBINA K CEpBEPY.

MoryT OBITH BBIJENEHBI JBE Pa3HOBUIHOCTH IMpoIlecca pean3aluu yKa3aHHOU
YIPO3BI: C yCTAaHOBJICHUEM U 0€3 YCTAHOBJICHUS BUPTYaTbHOTO COCTNHEHHS.

[Ipomecc peanm3amuy C YCTAaHOBJICHHWEM BHPTYAIBHOTO COCIWHEHHS COCTOHWT B
NPUCBOCHUU TPaB JOBEPEHHOTO CyOBEKTa B3aWMOJCHCTBHSA, YTO TMO3BOJISIET HAPYIIUTEINIO
BECTH ceaHC paboThl ¢ OOBEKTOM CETH OT MMEHM JOBEpeHHOro cyomekra. Peamuzanus
yrpo3bl ITaHHOTO TUMA TPeOyeT MPeoI0JECHHsI CUCTEMBI HACHTU(GHUKAIIMY U ayTeHTU(PUKALUT
coobOmieHuit (Hanpumep, ataka rsh-cmyx6s1 UNIX-xocTa).

[Tponecc peanuzanuu yrpo3bl 6€3 yCTaHOBICHUS BUPTYaIbHOTO COCTUHEHUS MOXKET
UMETh MECTO B CETAX, OCYLIECTBISIOMIMX HACHTU(GHUKALMIO IEepelaBaeMbIX COOOIIEHUI
TOJIBKO T10 CETEBOMY ajpecy oTmnpaBuTess. CyIIHOCTh 3aK/II0YaeTcsl B Iiepeaade CiayKeOHbIX



COOOIEHNWH OT HMMEHHM CETEBBIX YIPABJISAIONIMX YCTPOHUCTB (HAampuMmep, OT WMEHU
MapILIPyTU3aTOPOB) 00 M3MEHEHUU MapIIPYTHO-aIPECHBIX AaHHBIX. [Ipyu 3TOM HE0OX0IUMO
UMETh B BUJY, YTO €AMHCTBCHHBIMU HJCHTH(PHUKATOpPAMU aOOHEHTOB M COSAMHEHHs (110
npotokony TCP) sBisitorcs nBa 32-OmTHeIX mapametpa Initial Sequence Number - ISS
(Homep mocnemoBatenbHOCTH) ©  Acknowledgment Number - ACK (Homep
noareepxkieHus). CnenoBatenbHo, s GopmupoBanus JioxkHoro TCP-nakera HapyIuTesnto
HE00X0IMMO 3HATh TEKYyIIUe WACHTU(HUKATOPHI uid AaHHOro coeauneHus - ISSa u ISSb,
rjae:

ISSa - HekoTopoe uMCIEHHOE 3HAYEHHE, XapaKTEPU3YIOLIEEe MOPSIKOBBIA HOMEpP
otnpasisgemoro TCP-nakera, ycranaBnuBaemoro TCP-coenuHeHus, WHULMUPOBAHHOIO
XOCTOM A;

ISSb - HekoTOpoe uuCIIEHHOE 3HAaYEHHUE, XapPaKTEPU3YIOUIEe IMOPAIKOBBIA HOMEP
otnpasisgemoro TCP-nakera, ycranaBnuBaemoro TCP-coenuHeHus, WHULIMUPOBAHHOIO
xocToM B.

3nauenue ACK (momepa mnoarBepxkaeHus ycraHoBieHus TCP-coequHenus)
omnpezensercs Kak 3Ha4eHHE HOMepa, IIOJIydeHHOro OoT pecnoHaeHTta ISS (Homep
nocienoBareabHOCTH) uitoc enquania ACKb = ISSa + 1.

B pesynbrare peanuzanuu yrpo3bl HapylUIMTENlb II0JIydaeT MpaBa JOCTYyIa,
YCTaHOBJICHHBIE €T0 MOJIb30BaTeNIeM AJIsi JOBEPEHHOTO0 a0OHEHTA, K TEXHUYECKOMY CPEICTBY
NCTIH - uenm yrpos.

5. HaBsi3pIBaHUE JIOXKHOTO MapILIPyTa CETH.

Jannast yrpo3a peanusyercss OJHUM H3 JBYX CIIOCOOOB: IMyT€M BHYTPUCETMEHTHOTO
WM MEXKCErMEHTHOTO HaBs3bIBaHMs. BO3MOXXHOCTH HaBSI3bIBAHUS JIOKHOTO MapIipyTa
0o0yCIIOBJIEHa HEAOCTAaTKaMH, MPUCYIIUMHU alfOpPUTMaM MapHIpyTu3aluu (B YacTHOCTH,
u3-32 IPOOJIeMBbl UICHTH(HUKAIIMNA CETEBBIX YIPABISIIOIINX YCTPOWCTB), B PE3yNIbTaTE YETO
MO’KHO TOTAcTh, HAPUMEP, HA XOCT UIU B CETh 3JIOYMBIIIJICHHUKA, T/I€ MOXXHO BOWTH B
OTIEPAIIMOHHYIO cpeny TexHuueckoro cpeactBa B coctaBe MCIIJIH. Peanmuzamus yrpossl
OCHOBBIBA€TCSI HA HECAHKIMOHUPOBAHHOM HMCHOJIb30BAHUM IPOTOKOJIOB MapLIpyTU3aLUU
(RIP, OSPF, LSP) u ynpasnenus cersto (ICMP, SNMP) nns BHeceHHS M3MEHEHUH B
MapuIpyTHoO-afapecHble Tabnuipbl. [Ipu 5ToM HapymuTe o HEOOXOJUMO MOCHaTh OT UMEHHU
CETEBOr0 YIpPaBJISIONIET0 yCTPOWCTBAa (HampuMep, MaplIpyTH3aTopa) YIpaBlsiollee
cooOrieHue (pucyHku 8 u 9).

1 Tepenaua HapytumTenem Ha xoct | noxkHOro coobuienns no nporokony ICMP Redirect ot
HUMeHH MappytH3aTopa | 06 n3meHeHuu Tabnuib

st

i . o,
%}) %— - Unreprer o

o «WM;»wﬁ,iu»> #
Jloxkuoe cooGuuenue Cepseg
ICMP Redirect tof secret com

\\‘
}u
Xoer 2 Xoct napywvrens

2 TlakeTbl HA tOf SECret COM HANpassOTCA Ha HECYLLECTBYOLIMI MapLIpYTH3aTof (XocT 2), a
CnenoBaTensHO, CBA3b ¢ tOf secret com Hapyluaercs

MapupyTusarop 1 MapuwpyThsatop 2

o TP

> Hnrepher 3
T WWMJ

* “irns o, 5
Mapiwpyrusatop |  MapupyTtusaTop 2

Tabnnua
MapLIpyTH3aLHUH

top secret com |
gateway=xocr 2 O ‘\\
b .0
- Xocr | Xoct 2 =X

Cepseg
top secret com

"Pucynok 8. Cxema peanusanuu ataku "HaBsi3plBaHuME JI0KHOrO  Mapupyra'




(BHYTpPHCETMEHTHOE) C UcIosIb30BaHueM IpoTokosia ICMP ¢ nenbto HapymieHus cBa3u”

i. ®aza nepenaun noxkHoro coobuenns ICMP Redirect oT nmenn mapiupyTtisaTopa Ha Xoct |

Jloxkuoe coobiuenne ICMP Redirect apulpmiaTop

@ @ B HAWJTy4IIeM MapLIPYTe K XOCTY
QQ \ top .rl .com

Hnrepuer

XocT HapywuTens

2. ®aza npuema, aHau3a. BO3ACHCTBUS U Nepeaayy nepexsadyeHHoi HHPOPMALIMM HA JIOKHOM
cepBepe

Xoct 1 nepenaer
MaKeThI,
rpeHa3HaueHHbIC
top.secret.com, Ha

XOCT aTaKyomerg
XOoCT HapyluTEna

ATakyrowuit OT HMEHH
xocta | nepemaeT nakeTkl
Ha top.secret.com

Cepaep top.secret.com

XoceT 1

"Pucynok 9. Cxema peanusanuu yrpo3bl "HaBsizpiBaHue J0kHOro mapupyra'
(MEeXCEerMEeHTHOE) C IeJIbI0 TIepexBara Tpaduka'

6. BHenpeHue J105)kHOTO0 00BEKTa CETH.

Ota yrpo3a OCHOBaHa Ha HCIOJb30BAaHMU HEIOCTATKOB AJITOPUTMOB YIAJIEHHOTO
noucka. B cirydae, eciii 0OBEKTHI CETH W3HAYAIBHO HE MMEIOT aApECHON MHPOPMALIUHU APYT
0 JIpyre, UCTHOJB3YIOTCS Pa3lMYHBIE MPOTOKOJBI yAAJIeHHOTro Mmoucka (Hampumep, SAP B
cetsix Novell NetWare; ARP, DNS, WINS B cetsax co crekom mnpotokosioB TCP/IP),
3aKJTFOYAOIINECs B TIepeade Mo CeTH CHeHalbHBIX 3alIPOCOB U MOTYYSHUH Ha HUX OTBETOB
¢ uckomoii undopmanueit. [Ipu 3ToM cymiecTByeT BO3MOKHOCTh MepexBaTa HapyIIUTEIEeM
MIOWCKOBOTO 3ampoca M BBIJAYM HA HETO JIOKHOTO OTBETAa, HCIOJIB30BaHHE KOTOPOTO
npuBeIeT K TpeOyeMoMy M3MEHEHUIO MapIIPYyTHO-aIPECHBIX JaHHBIX. B nanbHeliemM Bech
MOTOK WH(OpMAIUU, aCCOIMHPOBAHHBIN C OOBEKTOM-KEPTBOHM, OYyAET MPOXOJUTH uepe3
JIOKHBIN 00beKT ceTu (pucynku 10-13).

1. daza oxuganis ARP-ranpoca

Arakyiomuii r[poc,uyumnam MdpmpyrmaTop
KaHam, OxMaas nepeiayy
ARP-3anpoca H\
~ ,@ ( l/InmpHeT

P

“ Sen
Hureprer b
& meper 5

st

Xocr napyumrens

2, Ma3a peanusalii yrposst

Xoer nwemm Tlepexnarus /\RP Fanpoc,
ARP-3anpoc araxylouwi nepeaacr oA Kbl

&

Xocr nap\u.lmum

3. ®aza npuema, aHAIM3a, BO3ACHCTRMA 1 EpEadH MCPCXBAUCHHON NNI(OPMAUNH HA
noxkxom ARP-cepsepe

MappyTtnsatop
Cassb xocTa | ¢ g
MapIHPyTH3AaTOPOM NPOHCXOHT
qepes nokHbiii ARP-cepsep s,

JlooKuniit
ARP-cepeep

"Pucynok 10. Cxema peanuzanuu yrpo3sl "BHeapenne noxnoro ARP-cepsepa”



1. ®aza oxunanus arakyoum DNS-3anpoca or xoeta 1 (atakyiouwmii Haxoantes smdo Ha xocte
Hapywurens 1. inbo Ha Xocte HapyuuTens 2)
Cepsep
top.secret.com

-1

MapuipyTusarop

MapupyTusatop
% @ DNS-cepsep
S S
Xoct | Xocer 2
Xoct Hapywmrens 1 Xoct Hapyuwmtens 2

2. dasza nepenaun arakylommm noxkHore DNS-oTBeTa (atakyiouwmit HaxoauTes 6o Ha xocte

Hapywiurens |, au6o na Xocte HapyumTens 2) ‘

MapupyTusarop Cepsep top.secret.com

! ; Tlownubiii
DNS-3anpoc Jlownwii  MapuwpyTisatop Mapupytusarop DNS-orser
@ DNS-oTset DNS-cepeep
Xoct | Xoct 2
XocT Hapywmrens | Xoct Hapywurens 2
2. dasa npuema, aHanu3a, BO3AEHCTBUSA I Teps P i nH: Ha JIOKHOM cepBepe

XocT HapyumTens 2

"Pucynok 11. Cxema peanuzauuu yrpossl "Bueapenue noxnoro DNS-cepepa" myrem
nepexsara DNS-3anpoca"

1. Hapywwurens nepeaaet nanpasjiennblit wropm DNS-oTtsetoB Ha xoct |

Mapuwpyruzatop

MapupyTisatop Cepsep
top.secret.com
LUTop™ N0XKHBIX
S-0TBETOB OT

umenn DNS-
Mapuipy3atop  cepgepa wa xoct |

DNS-cepsep

JloskHbili cepeep
(x0CT HapywiHTens)

2. Xocr | nochinaer DNS-3anpoc 1 emeanento nonyuaeT A0xHbii DNS-oTset

Mapuwpy¥isarop

MapuwpyTH3satop

Top.secret.com

1LITopM J0KHBIX

e ‘%q_ms-oﬂseroa or
umenn DNS-

e
0, 5 MaplupyTisatop
DNS-3anpocé;‘“) MapupyTusarop cepsepa DNS-cepeep
Xoer | %I 2 JlowHbiit cepsep
(xocT HapywmTens)
3. dasa npuema, anann3a, BOINEHCTBIA H nEp D i g Ha IOKHOM cepaepe

MapuwpyTizatop

MapuwpyThsatop

TN

MapuipyTisatop MapupyTisatop

DNS-cepsep

Jloxubiii cepsep
(xocT HapymmTens)

"Pucynok 12. Cxema peanmsauuu yrposbl "BHeapeHue joxxkHoro DNS-cepsepa" nyrem
mropma DNS-0TBeTOB Ha KOMIIBIOTEp ceTH"



1. Hapywurens co31aeT HanpaBieHHbIi WTOPM 0% HbIX DNS-0TBETOB OT HMEHH OAHOTO U3 KOPHEBBIX
DNS-cepBepOB H NPH 3TOM NMPOROIMPYCT FTOT CEPREP HA OTBET, NOCkLIAs Ha Hero DNS-3anpoc

Q P ey
\§ % > HUnrepuer
%r ] Maplupv n3aTop M" cpBep
) aee »0. N

MapuwpyTisarop MapupyTusatop Mapuipytusarop

Kopuesoii
DNS-cepsep

DNS-3anpoc Ha nouck
DNS-cepsep top.secret.com

XocT HapyWUTes

2. DNS-cepsep iiepesaer DNS-3anpoc Ha kopHeoit DNS-cepsep 1 HeMeneHHO NoTyyaeT NoxHblit DNS-0TBeT 0T
aTaKyoWero

/w e
‘_’_4 I/ImepueT
Mapmp) n3arop (
ocn epnep
Mdp 1py TH3aTOp Mapmpymsamp

M
DNS-3anpoc ApLpYTHIATOR

Hanpasneunslii uropm
noxHeix DNS-oTBeTOB
OT MMEHM KOPHEBOTO
DNS-cepsepa

Kopuesoii
DNS-cepsep

DNS-cepsep
XocT Hapywurens

3. XocT Hapywureis n3MenseT kaw-tadauuy DNS-cepsepa 1 o6ecreunBaeT NpoXoxkacHne Tpaduka uepes
noxxHbili CepBep top.secret.com

cpeep ooxHblil Cepsep

top.secret.com o

) top.secret.com
£ I/Imepner L DNS-3anpoc Ha nouck
A A TOP.SECRET.COM

Koauw rabanna DNS-
cepsepa

top.secret.com: DNS-orBeT ¢ I0XKHBIMU ‘
IP agpec aTakyiowero CBCACHUAMH O XOCTe Xy
IPEC ATARY oL Mapuipyrusarop

TOP.SECRET.COM
DNS-cepsep

Xocer 1

"Pucynok 13. Cxema peanuzanuu yrpossl "Bueapenne noxknoro DNS-cepsepa" myrem
mropma DNS-otBeToB Ha DNS-cepsep”

7. OTKa3 B 00CITyKUBAHUU.

OTH yrpo3bl OCHOBaHBI Ha HEIOCTATKaX CETEBOI'0 MPOTrPaMMHOI0 OOECTeYeHus], ero
VSI3BUMOCTSIX, MO3BOJISIIOIIMX HAPYIIUTENI0 CO3/1aBaTh YCJIOBMs, KOI/Ia ONEpalMOHHAs
crcTeMa OKa3bIBaeTCs HE B COCTOSIHUM 00padaThIBaTh MOCTYIAIOIINE TaKeThI.

MoryT OBITH BbIJIE/IEHBI HECKOJIBKO PAa3HOBUAHOCTEN TAKUX YIpO3:

a) CKpBITBI OTKa3 B OOCITYXKMBAaHUM, BbI3BAaHHBIM MPUBJICUYEHHEM YacTH PECYpCOB
NUCIIAH Ha 00pabOTKy IaKeToB, MEPEAaBa€MbIX 3JOYMBIIUIEHHUKOM CO CHUXXEHHUEM
MPOMYCKHOW CHOCOOHOCTH KaHaJIOB CBSI3M, MPOU3BOAMTEIHLHOCTH CETEBBIX YCTPOMCTB,
HapyleHueM TpeOoBaHMH KO BpeMeHM o0paboTku 3ampocoB. [Ipumepamu peanusanuu
yrpo3 mOJO0OHOTO poJa MOTYT CIYKUTh: HaIPaBJIEHHBIM IITOPM 3X0-3alpOCOB IO
npotokony ICMP (Ping flooding), mTopm 3amnpocoB Ha ycraHosieHue TCP-coenuHenuit
(SYN-flooding), mrropm 3anpocos k FTP-cepsepy;

0) SBHBIN OTKa3 B 00CITYKMBAaHUU, BBI3BaHHbIN ncuepnanuem pecypcos UCIIJIx npu
00paboTKe TMaKeToB, IepeaBacMbIX 3JIOYMBIIUICHHUKOM (3aHATHE BCEH  IMOJIOCHI
MPOIyCKaHMs KaHaJOB CBsI3U, MEPETONHEHNE ouepesiel 3apocoB Ha 0OCIyKHUBaHUE), pU
KOTOPOM JIErajJbHbIE 3alpOChl HE MOTYT OBITh MEpelaHbl Yyepe3 CeTh M3-3a HEJOCTYIHOCTH
cpenpl mepeaayu 00 MOJy4yaroT 0TKa3 B 0OCITYKMBAHUU BBHUJY MEpPENOJIHEHUS ouepeneit
3aMpoCcoB, TUCKOBOTO MTPOCTPAHCTBA MaMATH U T.A. [IpumepaMu yrpo3 1aHHOTO THUIIA MOTYT
CIYXUTh IMTOpM MmupokoBenarenbHblx [CMP-3x0-3ampocoB (Smurf), HampaBiIeHHBIN
mropM (SYN-flooding), mropm coobieHuit moutoBomMy cepBepy (Spam);

B) SIBHBII OTKa3 B 0OCITy>KMBaHWH, BEI3BAHHBIN HapylIEHUEM JIOTHYECKOH CBA3HOCTU
Mexny TexHudeckumu cpeacrsamu MCII[IH npu nepenade HapylIMTENEM YHNPaBISIFOIIMX



COOOImIEHHH  OT HMEHHM  CETeBhIX  YCTPOMCTB, MNPHUBOJAIIMX K  HM3MEHEHUIO
MapHIpyTHO-aJipecHbIX naHHbIX (Hanpumep, ICMP Redirect Host, DNS-flooding) wnmu
UICHTU(PHUKAIIMOHHON U ayTeHTH(PHUKAIIMOHHON HH(pOpMAIINH;

) ABHBIH OTKa3 B OOCITY)KMBAaHWHU, BBI3BaHHBIA TMepefaueit 370yMBIIUIEHHUKOM
NaKeTOB C HeCTaHAApTHBIMH aTpuOyramu (yrpos3sl tuma "Land", "TearDrop", "Bonk",
"Nuke", "UDP-bomb") nnu umeronux JUIMHY, MPEBHIIAIONTYI0 MAKCUMAJIBHO JTOITYCTHMBIN
pa3mep (yrposza tuma "Ping Death"), uro MokeT mpuBecTH K COOI CETEBBIX YCTPOWCTB,
Y4acTBYIOIIMX B 00pabOTKe 3ampocoB, MPHU YCIOBHM HAJIM4YMsi OMIMOOK B IMpOrpaMmax,
peaTM3yIOLINX IPOTOKOJIBI CETEBOTO OOMEHA.

Pesynbrarom  peanuzanuu = JaHHOM  Yrpo3bl  MOXET  CTaTh  HapyleHUE
paboTOCTIOCOOHOCTH COOTBETCTBYIOLICH CITY)KOBI MPEJOCTaBICHUS YAAJICHHOTO JOCTyNa K
[11u B UCII[IH, nepenaya ¢ 0qHOTO ajpeca TaKOTO KOJIMYECTBA 3allPOCOB Ha MOAKIIOYEHUE
K TexHudeckoMy cpeactBy B coctaBe MCII/IH, kakoe MakCHUMaJbHO MOKET '"'BMECTUTBH"
TpauK (HampaBJIEHHbIH "MITOPM 3aripocoB"), YTO BiIEUET 3a COOON MEpPENOoSHEHUE OUepein
3alpoCcoOB M OTKAa3 OJIHOM M3 CETEBBIX CIYKO HIJIM MOJHYIO OCTAaHOBKY KOMIIBIOTEpA H3-3a
HEBO3MOXKHOCTH CHCTEMBI 3aHUMAThCS HUYEM JIPYTUM, KpoMe 00pabOTKH 3arpocoB.

8. Y nasieHHbI! 3a1yCK MPUIIOKEHUMN.

VYrposa 3akmrouyaercss B cTpemiieHun 3amyctuTh Ha Xxocrte WCII[AH pasznuunbie
MpeIBApUTENILHO BHEJPEHHBIE BPEJOHOCHBIE MPOTPAMMbI: MPOrPaMMBbI-3aKIaIKH, BUPYCHI,
ceTeBble IIMUOHBI', OCHOBHAs IEJIb KOTOPBIX - HAapyIIEHWE KOHQUICHINAIHLHOCTH,
[EJIOCTHOCTH, JOCTYMHOCTH MH(OpPMAlUU U MOJHBIM KOHTPOJIb 3a paboTtoii xocta. Kpome
TOT0, BO3MOKEH HECAHKIIMOHWPOBAHHBIM 3allyCK MPUKIAJAHBIX MPOTPaMM IOJb30BaTeNei
JUISl HECAHKIIMOHUPOBAHHOTO TOJYyYEHHUSI HEOOXOMMBIX HApYILUTENIO JAHHBIX, JUISl 3aIlyCcKa
yIpaBIsieMbIX TPUKIATHONW MTPOrPaMMOil MPOIIECCOB U JIp.

Breiaensaror Tpu nojakiacca JaHHBIX YIpo3:

1) pacnpoctpanenue (aiioB, copepKalluX HECAHKIIMOHHUPOBAHHBIA HCIIOIHIEMBIN
KOJ;

2) ynaneHHbI ~ 3allycK  OpPUJIOXKEHUs ~ IMyTeM  [epenojiHeHus  Oydepa
IIPUIIOKEHUN-CEPBEPOB;

3) ynaneHHbI 3amycK HOpPUIOXKEHHS IyTEeM HCIOJB30BAaHUS  BO3MOXKHOCTEH
yIaJE€HHOTO YIPAaBIEHUS CHCTEMOM, NPEIOCTaBISEMbIX CKPBITBIMU IPOrPaMMHBIMU U
anmnapaTHbIMM 3aKjiIaKaMU JU00 MCIOIb3yEMbIMU IITATHBIMU CPEJICTBAMHU.

Tunosble yrpo3pl I€pBOrO M3 YKa3aHHBIX IIOAKJIACCOB OCHOBBIBAIOTCS Ha
AaKTHUBM3AIIMM paclpocTpaHseMbIX (ailoB Ipu cirydyaiiHoM oOpaiieHuu Kk HuM. [Ipumepamu
Takux (aiaoB MOTYT CIYXUThb: (Qailibl, coaep)kallve HUCHOJIHIEMbIH KOJ B BHJE
MakpokoMaH[ (okymeHTbl Microsoft Word, Excel u 1.11.); html-gokymenTsl, conepxarne
UCTIOJNIHAEMBIA KOJA B BHJE 3JeMeHTOB ActiveX, Java-anmuieToB, HHTEPHPETHPYEMBIX
CKpUNTOB (Hampumep, TEKCThl Ha JavaScript); ¢aiinbl, coxepikaliie UCHOIHSIEMbIE KOJIbI
nporpamm. st pacripoctpaneHust (paidiioB MOTYT HCIONB30BAThCs CIIY>KOBI 3JIEKTPOHHOM
MOYTHI, epeaun (aiaos, ceTeBoi (PaioBoOl CUCTEMBI.

[Ipu yrpo3ax BTOPOro MOJKJIAcCa HWCHOJB3YIOTCA  HEJOCTAaTKH  MPOrpamM,
peaM3yIoLINX CeTeBble CEPBUCHI (B YACTHOCTH, OTCYTCTBHUE KOHTPOJS NEPENOTHEHUS
O0ydepa). HacTpoiikoii CHCTEMHBIX PETHCTPOB HHOTAA YAACTCS MEPEKIIOYUTH MPOIECCOP
nocje TpephlBaHus, BBI3BAHHOTO TIepernoiHeHueM Oydepa, Ha HUCHOJIHEHHE KOJa,
cojaepxarmierocsi 3a rpanuneir Oydepa. IlpumepoM peanusamuui TakoW Yrpo3bl MOXKET
CILY’KMTb BHEJIPEHHE IIMPOKO U3BECTHOTO "BUpyca Moppuca'.

[Ipu yrposax TpeThero nojkiacca HapyUIUTeNlb HCIONb3YyeT BO3MOXHOCTHU
YIaJEHHOTO YIpPaBJIECHHUS CUCTEMOM, IPEAOCTABISIEMbIE CKPBITBIMH KOMIIOHEHTaMH
(manpumep, "tpossHckumu" mporpammamu Tuna Back Orifice, Net Bus) nmu6o mrarHpiMu
CpeACTBaMHU YIpaBICHHSA U aJIMHUHHMCTPUPOBaHUS KoMmbloTepHbIx ceTeil (Landesk
Management Suite, Managewise, Back Orifice u T.n.). B pe3ynpTaTte ux mcnoib30BaHUs
ynaercsi A0OUTHCS YAaJIEHHOTO KOHTPOJIS Hal CTAHIIMEH B CETH.



CxeMaTUYHO OCHOBHBIC 3Tambl Pa0OTHI 3TUX MPOTPAMM BBITIISIAT CIEAYIOIIUM
obOpazoM:

HUHCTAJJIAIUA B ITIaMATH,

OXXKHJIaHHUE 3aIpoca C YAAJICHHOTO X0CTa, Ha KOTOPOM 3amyllieHa KJIMCHT-IPorpaMma,
1 OOMEH C HEH COOOIIEHUSIMU O TOTOBHOCTH;
nepegavya IepexBauyeHHOW HWHGOPMAIMK KIMCHTY WM TPEJOCTaBICHUE €My
KOHTpOJI?I Hal aTaKyeMBIM KOMHLIOTepOM.
Bo3MokHBIE TIOCICICTBHS OT peaju3allii yrpo3 pa3IMuHbIX KJIACCOB IMPUBEIACHBI B
Tabmuie 3.
Taoauma 3

Bo3mo:xkHbIe Moc/eCTBUS Peajn3alui YIPo3 pa3inyHbIX KJIACCOB

N
/a

Tun ataku

Bo3MosxHBIE IIOCJIICACTBU A

1

Ananus ceteBoro Tpaduka

HccnenoBanue XapaKTEPUCTUK  CETEBOTO
TpaduKa, MepexBar IMepeIaBacMbIX JaHHBIX, B
TOM 4YHCIe WACHTU(DHUKATOPOB © TapoJiel
I10JIb30BaTeIICH

CxaHupoBaHUE CETH

Onpenenenue MpoTOKOJIOB, JOCTYIIHBIX TOPTOB
CeTEeBbIX CIIy)K0, 3aKOHOB (OPMHPOBAHUS
UACHTU()HUKATOPOB  COCAMHECHUN, aKTUBHBIX
CeTEBbIX CEPBHCOB, HACHTU(PHUKATOPOB U
11apoJIed I10JIb30BATENIEH

"[TaponpHas" aTaka

Brimonnenue JIF000r0 ACCTPYKTUBHOTI'O
I[CflCTBI/I?I, CBs3aHHOI'O C IMOJIYy4YCHHUEM
HCCAHKIIMOHUPOBAHHOI'O NOCTYIIa

[ToxMeHa TOBEpEHHOTO 00BEKTA CETH

N3menenue Tpaccel MpOXO0KIEHUS COOOIIEHUM,
HECAHKIIMOHUPOBAHHOE U3MEHEHHUE
MAapUIPYyTHO-aAPECHBIX JTAHHBIX.
HecankiimoHupoBaHHBIM [IOCTYIl K CETEBBIM
pecypcam, HaBs3bIBaHUE JOXKHON WH(OpMALIUN

Hagsi3pIBaHME JI0)KHOTO MapiIpyTa

Hecankimonuposanuoe U3MEHEHHE
MapUIpyTHO-aIPECHBIX JAHHBIX, aHAJIU3 U
MoaupUKaIus repe1aBaeMbIX JAHHBIX,
HaBA3LIBaHHE JIOKHBIX COOOIIEHUH

Buenpenue 10%kHOro 00beKTa ceTu

[Tepexsar " MIPOCMOTP Tpaduka.
HecanklMOHUPOBaHHBINM JOCTYIl K CETEBBIM
pecypcam, HaBSI3bIBaHHE JIOKHOU WH()OPMAITAN

Otka3 B | YacTuHOE  HCYepHaHUE
o0CITy’)KH | pecypcoB
BaHUU

CHuXeHue MpONMyCKHOM CIIOCOOHOCTH KaHAJIOB
CBS3H, MIPOU3BOUTENBHOCTH CETEBBIX
ycTpoiicTB. CHMXEHHE NPOU3BOAUTEIBLHOCTU
CEPBEPHBIX NPHIOKEHUN

[MomHoE HcUepIriaHue
pecypcoB

HeBo3MOXHOCTh mepenaun COOOIIEHHH H3-3a
OTCYTCTBHS JOCTyNA K Cpele Meperadu, OTKa3
B yCTaHOBI€HMM coequHeHus. Otka3 B
IIPEJOCTaBIEHUN  cepBUCa  (DJIEKTPOHHOU
oYTHl, (PaiIo0BOrO U T.11.)

Hapymenne nornueckoi

CBSI3HOCTH MEXKTY
aTpuOyramMu,  JIaHHBIMH,
00BbEKTaMHU

HeBo3MoxxHOCTH Tiepenauu, coOOLIEHUI u3-3a
OTCYTCTBHS KOPPEKTHBIX
MapHIpyTHO-aIPECHBIX JTAHHBIX.
HeBo3MOXXHOCTP NOJIydeHUs YCIAyr BBHUIY
HECaHKLIMOHUPOBAHHOU MOAU(UKAITUT




WICHTH(PHUKATOPOB, MapoJeil U T.11.

IIporpaMMax YCTPONCTB

Hcnonp3zoBanue ommbok B | Hapymenne  paboTOCIIOCOOHOCTH — CETEBBIX

8 VYnanenn | Ilyrem paccbuiku ¢aitnos, | Hapymenune KOH(HUICHIINATILHOCTH,
13071 COJIepKALINX LIEJIOCTHOCTH, TOCTYITHOCTH MH(OpMaIuu
3aIyCK JECTPYKTUBHBIN

IIPUJIOKE | UCIIOJIHSAEMBIN KOJI,
HUI BHUPYCHOE 3apakeHUe
IIyrem [IEPEIOIHEHU
Oydepa CEPBEPHOTO
TPUIIOKECHUS

[Tyrem ucnoJib30Banus | CKpbITOE yIpaBiI€HUE CUCTEMOM
BO3MOXHOCTEU
yIaJeHHOTO  YIpaBIEHUS
CHUCTEMOM,
MIPEI0CTABIIEMBIX
CKPBITHIMH
MIPOrPaMMHBIMH u
anmnapaTHBIMHU
3aKJIaKaMu oo
HCIOJIb3YEMBbIMU
IITATHBIMH CPEJICTBAMHU

[Tpouecc peanu3zanuu yrpo3bl B 00IIEM CIIy4ae COCTOUT U3 YEThIPEX ITAIOB:
— cbopa uHpopmanuu;
— BTOpP>KEHHU (IPOHUKHOBEHUS B ONIEPALIMOHHYIO CpENY);
— OCYILECTBJICHUs] HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;
— JIMKBHUJIALIMU CJIEIOB HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

Ha »tame cOopa wuHpoOpManuu HapymIUTENIsT MOTYT HWHTEPECOBAaTh pa3IUYHBIC
cenenus 00 MCII/IH, B ToM 4ncie:

a) O TOIOJIOTUU CETH, B KOTOpOW (GyHKUMOHHMpYeET cuctema. [Ipum 3ToM Moxer
HCCJIEI0BAaThCs 001acTh BOKPYT CETH (HalpuMep, HapyUIUTENss MOT'YT UHTEPECOBATh ajapeca
JIOBEPEHHBIX, HO MEHEE 3allUIIEHHBIX XOCTOB). s ompeneneHus AOCTYIMHOCTH XOCTa
MOTYT HCIOJIb30BaThCs MpPOCTEHIINE KOMaHJbl (HampuMep, KOMaHAa ping JUIsl MOCBUIKU
ICMP-3anpocoB ECHO_REQUEST c oxunanuem Ha Hux ICMP-otBetoB ECHO REPLY).
CymiecTBYIOT YTUJIMTBI, OCYLIECTBIISIONINE MapajuIeIbHOE OINpEIesieHue JOCTYIHOCTH
XOCTOB (Takue Kak fping), KOTOpbIE CIIOCOOHBI MPOCKAHUPOBATH OOJBLIYIO 00J1aCTh
aJIpeCHOT0 TPOCTPAHCTBA HAa MpEeAMET JOCTYMHOCTH XOCTOB 3a KOPOTKUH MPOMEXYTOK
BpeMEHM. TOMOJOrusi CeTH YacTo OINpEAeseTCs] Ha OCHOBAaHMM 'CUETYMKA Y3JI0B"
(IucTaHuu MeXIy xoctamu). [Ipm 3TOM MOTryT NpPHUMEHSTBHCS TaKUE METO[BI,
kak "mMoxymsaumu TTL" m 3anmcu mapuipyra.

Merton "monymsun TTL" peanuszoBan mporpammoit traceroute (ains Windows NT -
tracert.exe) u 3aximouyaercss B monyisuuu nois TTL IP-makeros. [lns 3amucu mapuipyTa
MoryT ucnoinb3oBatbess ICMP-nakeTsl, co3naBaeMbie KOMaHAOH ping.

Co6op nHpOpMAIIH MOXKET OBITh TAK)KE OCHOBAH Ha 3arpocax:

Kk DNS-cepBepy 0 ciucke 3aperucTpupoBaHHbIX (M, BEPOSITHO, aKTUBHBIX ) XOCTOB;

K MapuipytusaTopy Ha ocHoBe mporokosa RIP 00 wu3BecTHbIX MapuipyTax
(uH(pOpMAIHSL O TOIIOJIOTUH CETH);

K HEKOPPEKTHO CKOH(UIYpUPOBAaHHBIM YCTPOWCTBAM, NOJAEP>KUBAIOLINM IPOTOKOJI
SNMP (urpopmarust 0 TONOJIOTHU CETH).

Ecu UCII[IH HaxomuTcs 3a MeXceTeBbIM 3kpaHoM (MD), Bo3MOxkeH cOop
nHpopmarnuu o koHpurypanuu MO u o tonosoruu UCII[Ix 3a MD, B ToM 4mcie myTem



IIOCBUIKY TIAKETOB HA BCE MOPTHI BCEX MPEAINOIATaEMBIX XOCTOB BHYTPEHHEH (3alUIIaeMOi)
CeTH;

6) o Tune oneparuonHoir cucrembl (OC) B UCIIn. Camblii u3BeCTHBIH croco0
onpezaenenuss tuna OC xocta OCHOBaH Ha TOM, 4TO pasznuuHble Tl OC mo-pazHOMY
peanusytor TpeboBanus crangaptoB RFC k creky TCP/IP. DTo mo3BomsieT HapyUIUTEIIO
ynanenno uaeHtudunuponars Tun OC, ycranoBienHor Ha xocte MCIIIH myTeM mochuIku
CHenHaIbHBIM 00pa3oM COPMHUPOBAHHBIX 3AIIPOCOB U aHAIN3A TOJTYYEHHBIX OTBETOB.

Cy11ecTBYIOT CrielIUaIbHbBIE CPECTBA, pEeaIU3yIOIINe JaHHbIE METO/Ibl, B YaCTHOCTH,
Nmap u QueSO. MoxHO OTMETUTh Takke Takoil Mmerton ompeneneHus tuna OC, kak
MPOCTEHIINN 3aMpoCc Ha YCTAHOBIIEHHUE COEIMHEHUS MO MPOTOKOJY YAAJIEHHOrO JOCTyIa
telnet (telnet-coenuuenwust), B pe3yibTaTe KOTOPOTrO MO "BHEIIHEMY BUAY' OTBETa MOXHO
onpeaenuts T OC xocta. Hannuue omnpenesneHHbIX CEPBHCOB TAKXKE MOMKET CIYKUTh
JOTIOTHUTEILHBIM ITPpU3HAKOM JUIs onpenenenus tuna OC xocra;

B) 0 (YHKIMOHUPYIOIIUX HA XocTax cepBucax. OrmpeneneHue CepBUCOB,
UCIIONHSEMBIX HA XOCTE, OCHOBAaHO Ha METOJE BbBISBICHUS "OTKPBITHIX IOPTOB",
HarpaBJIeHHOM Ha cO0p MHPOPMALIMU O JOCTYIMHOCTH xocTa. Hampumep, i onpeneneHus
noctynHoctd UDP-niopra He06X01MMO MOTYyYUTh OTKJIMK B OTBET Ha nockulky UDP-nakera
COOTBETCTBYIOILIEMY MOPTY:

ecti B otBer mpunuio  coobmenne ICMP  PORT UNREACHEBLE, To
COOTBETCTBYIOILIUN CEPBUC HEJOCTYIIEH;

€CJIM JaHHOE COOOIIeHUe He MOCTYIUIIO, TO TOPT "OTKPHIT".

Bo3moxxHBI BechMa pa3HOOOpa3HbIE Bapuallid HMCIOJIb30BAaHUS 3ITOrO METOJa B
3aBHCHUMOCTH OT HCIIOJIB3YEMOTO MPOTOKOJA B cTeKe nmpotokosioB TCP/IP.

Jns aBromatuzanuu cbopa uHbpopmamuu o6 UCII[H pa3zpaboTaHo MHOXKECTBO
IIPOrpPaMMHBIX CPEICTB. B kauecTBe mpruMepa MOKHO OTMETUTD CIEAYIOLINE U3 HUX:

1) Strobe, Portscanner - ONTUMH3UpPOBaHHbBIE CPEJCTBA OMPEIENCHHS JIOCTYIHBIX
cepBHCOB Ha ocHOBe orpoca TCP-nmopTos;

2) Nmap - cpeacTBO CKaHHUPOBAHMsI JIOCTYIHBIX CEPBUCOB, INMpeJHa3HAuYE€HHOE IS
OC Linux, FreeBSD, Open BSD, Solaris, Windows NT. fIBnsieTcsi caMbIM TOMYJSIPHBIM B
HACTOSAIIEE BPEMS CPEICTBOM CKAHUPOBAHUS CETEBBIX CEPBUCOB;

3) Queso - BbICOKOTOYHOE cpenctBo ompeaenenuss OC XxocTta ceTH Ha OCHOBE
MOCBUIKHU LIENH KOPPEKTHBIX U HeKOppeKTHbIX TCP-nakeToB, aHann3a OTKJIMKA U CPAaBHEHUS
€ro C MHOYKECTBOM M3BECTHBIX OTKIMKOB pasznuuHbix OC. JlaHHOE CpencTBO Takxke
ABJISIETCS TIOMYJIIPHBIM Ha CETOIHSIIHUMN JI€Hb CPEICTBOM CKaHUPOBAHUS;

4) Cheops - ckaHep TONOJOTMM CETH MO3BOJSET MOJIYYUTh TOIOJOTHIO CETH,
BKJItOUasi KapTUHY AoMeHa, obnactu [P-anpecos u 1.4. [Ipu a3Tom onpexnensercs OC xocra, a
TaKXe BO3MOKHBIE CETEBbIE YCTPONCTBA (IPUHTEPHI, MAPIIPYTU3ATOPHI U T.1.);

5) Firewalk - ckanep, HCTOiBb3yIOMNI METO/ABI IPOrpaMMBI traceroute B MHTEpecax
aHanmu3a OTKJIMKa Ha [P-makeTsl As onpeneneHuss KOHQUTYpalMi MEKCETeBOTO AKpaHa U
MOCTPOEHHUS TOTIOJIOTHH CETH.

Ha »rane BropkeHHs HMccaeayeTcss HaJW4YMe TUIOBBIX YA3BUMOCTEH B CHUCTEMHBIX
cepBuUcax WJIM OHIMOOK B aJMHUHHUCTPUPOBAHUHM CUCTEMbI. YCIEUIHBIM pe3yJIbTaToM
UCIIOJIb30BAaHUSl YS3BUMOCTEH OOBIYHO SBIISETCS IOJY4YEHHE IPOIECCOM HapyUIUTeNs
IPUBWIETHPOBAHHOTO pEXHMMa BBINOJIHEHMS (JOCTyla K INPUBUIIETHPOBAHHOMY PEXHUMY
BBITMIOJTHEHHS] KOMaH/IHOTO IpoIieccopa), BHECEHUE B CUCTEMY YUETHOM 3aIucu HE3aKOHHOTO
NOJIb30BaTeNsl, TModydeHue (¢aiia mnaponeid WM HapylmieHHe paboToCHocOOHOCTH
aTaKyeMoro XocTa.

OTOT 3Tam pa3BUTUS Yrpo3bl, Kak MpaBuiIo, siBisercs MHorodasueM. K ¢dazam
npolecca pean3aly yrpo3bl MOTYT OTHOCUTBLCS, HAIPUMED:

YCTAHOBJIEHHUE CBSI3U C XOCTOM, OTHOCUTEIBHO KOTOPOTO PEAIN3YETCS YIpo3a;

BBISIBJICHHE YSI3BUMOCTH;

BHEJ[pEHNE BPEIOHOCHOI MporpaMMbl B HHTEpecax paciIupeHus mpas 1 JIp.



VYrpo3bl, peanuzyemble Ha 3Tare BTOPKEHMS, MOAPA3AEIAIOTCS 110 YPOBHSM CTEKa
npotokojioB TCP/IP, mockonbky (OpMUPYIOTCS Ha CETeBOM, TPAHCIOPTHOM HIIU
IIPUKIJIATHOM YPOBHE B 3aBUCHMOCTH OT MCIIOJIb3YEMOI'0 MEXaHNU3Ma BTOPKEHUSI.

K TtumoBeiM yrposam, peanuzyeMblM Ha CETEBOM U TPAHCIIOPTHOM YPOBHSIX,
OTHOCSITCS] TAKUE KaK:

a) yrposa, HarpaBJI€HHAas Ha IOJIMEHY JOBEPEHHOT0 00BEKTa;

0) yrposa, HanpaBJIEHHAsl HA CO3/IaHUE B CETU JIOKHOTO MapIIpyTa;

B) YIpO3bl, HaIpaBJICHHbIE Ha CO3JaHHE JOXHOIO0 OOBEKTAa C HCIOIH30BAHUEM
HEJ0CTaTKOB AJIFTOPUTMOB yIaJIEHHOI'O [TOMCKA;

') yrpo3bl Tumna "oTka3 B 00CiIy)kMBaHUH'", OCHOBaHHbIC Ha IP-gedparmenTauu, Ha
dopmupoBanuu HekoppekTHbix ICMP-3ampocoB (Hampumep, ataka "Ping of Death" u
"Smurf"), na popmupoBannu HekoppekTHbIX TCP-3ampocos (araka "Land"), Ha co3nanuu
"mTopMa" makeToB ¢ 3anpocamu Ha coenunenue (ataku "SYN Flood") u ap.

K tunoBeiM yrposam, peaau3zyeMbIM Ha MPHUKIAJHOM YPOBHE, OTHOCATCS YIpO3bl,
HAlpaBlIEHHbIE HA HECAHKLIUOHUPOBAHHBIA 3aMyCcK MPHJIOKEHHUH, Yrpo3bl, peaau3anus
KOTOpBIX CBfI3aHA C BHEAPEHUEM IPOrpPaMMHBIX 3aKJIaJOK (TuIla "TPOSHCKUI KOHB'"), ¢
BBISIBJICHHEM TapoJjieil JoCcTyna B CETh WM K OMPEIeICHHOMY XOCTY U T..

Ecnu peanusanust yrpo3bl HE IpUHECTIA HAPYLIMTENI0 HAUBBICIIUX MpPaB JOCTyNa B
CUCTEME, BO3MOKHBI MOMBITKM PACHIMPEHHS ITUX MPaB J0 MAKCUMAIbHO BO3MOXHOTO
ypoBHS. JJi1 3TOr0 MOTyT UCIOJIB30BaThCS YSI3BUMOCTH HE TOJIBKO CETEBBIX CEPBUCOB, HO U
YSI3BUMOCTH CUCTEMHOT0 porpammHoro obdecriedenust xoctoB UCIIan.

Ha orame peanu3anuu HECAaHKIMOHHUPOBAHHOTO  JIOCTyMa  OCYILECTBISETCS
COOCTBEHHO JTOCTHKEHUE LIETIN pPeanu3alii yrpo3bl:

HapyIlIeHHe KOH(UICHIINATEHOCTH (xommmpoBaHue, HEMpPaBOMEPHOE
pacnpocTpaHeHue);

HapyIleHHUE [EIOCTHOCTH (YHUUYTOXKEHUE, U3MEHEHHE);

HapyIlIeHHEe JOCTYNHOCTH (OJI0KUpOBaHUE).

Ha »ToM ’xe sTame, mociie yka3aHHBIX JIEMCTBUM, Kak MpaBUiIO, GOpMUpPYETCS Tak
Ha3bIBa€MbIl "depHBIM BXOJ"' B BUJIE OJHOTO M3 CEPBUCOB (JIEMOHOB), OOCITYXUBAIOLIUX
HEKOTOPBI MOPT U BBIMOJHSIOMIMX KOMaH/Abl HapymuTens. "HepHslil BXxoa'" ocTaBiseTcs B
CUCTEME B HHTEpECcax o0ecreueHus:

BO3MOXXHOCTH TMOJYYUTh JIOCTYH K XOCTYy, JaX€ €CIH aJIMHUHUCTPATOp YCTPAHUT
MCIIOJIb30BAaHHYIO JUISl YCIIEITHON peaan3aluu yrpo3bl y3BUMOCTb;

BO3MOXKHOCTH MOJIYYHUTh JOCTYH K XOCTY KaK MOKHO 00Jiee CKPBITHO;

BO3MOXKHOCTH TOJYYUTh JOCTYIl K XOCTY OBICTpO (HE MOBTOPSISI 3aHOBO Ipolecc
peanu3aiyu yrposbl).

"UepHblil BX0OA" MO3BOJSET HAPYUIMTENIO BHEAPUTHh B CETh WIIM HA OINpEeeHHBIN
XOCT BPEIOHOCHYIO IMpOrpaMMy, Hampumep, "aHamuzatop mnapoieit" (password sniffer) -
pOTpaMMy, BBIJIENSIONIYI0 MOJIb30BATEIbCKHE HACHTHU(PHUKATOPHI U MApPOJIH U3 CETEBOTO
Tpaduka npu paboTe MPOTOKOJIOB BbicOkoro ypoBHs (ftp, telnet, rlogin u T.1.). O6bekTaMu
BHE/IPEHHUS. BPEJOHOCHBIX IPOrpaMM MOTYT OBITb NPOTrpaMMbl ayTEeHTU(UKALUU U
UICHTU(UKAIIMY, CETEBbIE CEPBUCHI, AP0 ONEpAIMOHHOM CHUCTeMBbI, (ailioBas cucrema,
ONOJIMOTEKH U T.1I.

Hakonen, Ha JTane JMKBHIALMHU CIENOB pEaIU3alldd yrpo3bl OCYLIECTBISAETCS
MOMBITKA YHUYTOXKEHUSA CIEAOB JeWCTBUM Hapymwmtens. I[lpu sToM  ymansroTcs
COOTBETCTBYIOILIME 3aIUCH U3 BCEX BO3MOXHBIX JKYPHAJIOB ayAWTa, B TOM YUCJE 3AIUCH O
dakte cOopa HPOPMAIIHH.

5.5. O0mas xapakTepuCTHKA YIPO3 NPOrpaMMHO-MATEeMaTHYeCKUX BO3AeCTBUI

[IporpaMmmMHO-MaTeMaTHYECKOE BO3JEHCTBUE - O3TO BO3ACHCTBHE C MOMOUIBIO
Bpel[OHOCHBIX nporpaMM. HporpaMMoﬁ C IIOTCHIIUAJIBHO OIIaCHBIMHU IIOCJIICACTBUSIMU WIIU
BPEJOHOCHON MPOTPaMMOM HAa3bIBAIOT HEKOTOPYIO CAMOCTOSITEIBHYIO MporpamMmy (Habop



MHCTPYKILHUI), KOTOpasi ciocoOHa BBIMOIHATH JI000€ HEeMycToe MOAMHOKECTBO CIEAYIOMINX
GyHKIHHA:

CKpBIBATh IIPU3HAKU CBOETO IPUCYTCTBUS B IIPOIrPaMMHOI cpejie KOMIIBIOTEpPa;

o0nagaTh CIOCOOHOCTBIO K CaMOyOJIMPOBaHHIO, ACCOLIMMPOBAHUIO Ce0s ¢ IPYIrUMHU
nporpaMMaMu H (WJIM) TMEPEeHOCY CBOMX (parMEHTOB B MHBIE 00JACTH ONEPAaTUBHOW HIIU
BHEIIIHEH ITaMsITH;

pa3pymarh (MCKaXaTh MPOM3BOJILHBIM 00pa3oM) KOJ MporpaMM B ONEPATUBHOU
naMsITH;

BBINOJIHATh 0€3 MHUIIMMPOBAHUS CO CTOPOHBI TOJIB30BaTelNsl (IIOJI30BATEIBCKON
IPOTrpaMMbl B IITATHOM PEXHME €€ BBIINOJIHEHUS ) JeCTPYKTUBHbIE (PYHKIMH (KOIMPOBAHHUE,
YHHUYTOXKEHUE, OJIOKUPOBAHUE U T.11.);

COXpaHATh (parMeHThl HMHPOPMALUU U3 ONEPATHBHOM MaMITH B HEKOTOPBIX
001aCTsAX BHEIIHEH MaMATH NMPSIMOT0 A0CTyNA (JIOKAJIBHBIX WM YIaJIEeHHBIX);

HCKa)XaTh MPOU3BOJILHBIM 00pa3oM, OJIOKUPOBATh M (WMJIHM) MMOJAMEHSTH BBIBOJAWMBIN
BO BHEIIHIOIO MaMATh WM B KaHal CBA3M MaccuB HH(popManuu, oOpa3oBaBLIMHCA B
pe3yabTare paboThl MPUKIIAIHBIX MPOTPaMM, WIIM YK€ HaXOMALIMECs BO BHEIIHEH MaMsTh
MacCHBBI JaHHBIX.

BpenonocHble mporpaMMbl MOT'YT OBITh BHECEHBI (BHEJIPEHBI) KaK IpeAHAMEPEHHO,
TaK W CiydyaiiHO B mporpammHoe obecrieuenue, ucnonaszyemoe B UCII/IH, B mporecce ero
pa3paboTKH, COMPOBOXKICHHs, MOAM(UKAaIMU U HAcTpoiiku. Kpome 3Toro, BpemoHOCHBIE
nporpaMMbl MOTYT ObITh BHeceHbl B mpomecce skcmuryatanuu WCII[IH ¢ BHemHux
HocuTenell MHQOpMaMKu WM MOCPEICTBOM CETEBOIO B3aUMOJCHCTBUS Kak B pe3yjbTare
HCJ, Tax u cmyyaitno nosnb3oBarensimu UCI/IH.

CoBpeMeHHbIE  BPEJOHOCHBIE  IPOrpaMMbl OCHOBaHbl ~ HAa  MCIIOJb30BaHUU
YSI3BUMOCTEH Pa3MYHOTO pojJia TMPOTPaMMHOIO oOecredeHus (CUCTEeMHOTo, oO0miero,
NPUKJIAJHOT0) U Pa3HOOOPA3HBIX CETEBBIX TEXHOJIOTHH, 00J1aJal0T HIMPOKHM CIEKTPOM
JECTPYKTUBHBIX BO3MOXXHOCTEH (OT HECaHKIMOHHUPOBAHHOTO MCCIIEIO0BAaHUS IapaMeTpOB
NCII[An 6e3 BmemarensbctBa B (pyHkuuonupoBanue WCIIAH, no yHuutoxenus 1[I u
nporpammuoro odecneuenust ICII/IH) u MoryT AeiicTBOBaTh BO BCEX BHUJaX MPOrPaMMHOTO
oOecrieyeHus (CUCTEMHOTO, IPUKIAHOTO, B JpaiiBepax annapaTHOro ooecrnevyeHus 1 T.4.).

Hamuune B UCII[dH BpemoOHOCHBIX MpOTpaMM  MOXKET  CIOCOOCTBOBATH
BO3HUKHOBEHHUIO CKPBITBIX, B TOM UHCJIE€ HETPAJUIMOHHBIX KaHAJIOB JOCTyNa K
UHpOpMAalLlMY, TO3BOJIIOLUIMX BCKPbIBaTh, OOXOAWTH MWJIM OJOKHPOBaTh 3allUTHBIE
MEXaHMU3MBbl, TPEIyCMOTPEHHbIE B CHCTEME, B TOM 4YHCJIE€ MapoJbHYI H
KPUNTOrpaUUECKYIO 3aIIUTY.

OCHOBHBIMHU BUJJaMH BPEJOHOCHBIX MPOTPaMM SIBJISIFOTCSL:

— NpOrpaMMHbIE 3aKJIAJKU;

— KJIAaCCHYECKHEe MPOrpaMMHbIe (KOMITbIOTEPHBIE) BUPYCHI;

— BpPEIOHOCHBIE MPOrPaMMBbI, PACIIPOCTPAHSIOLINECS [0 CETH (CETEBbIE YEPBN);

— JIpyrHM€ BPEIOHOCHBIE MPOTrPaMMBbI, MPEJHA3HAYEHHBIE /IS OCYIIECTBICHHUS
HC/I.

K nmnporpamMmHbIM  3akiiajkaM OTHOCATCS IPOrpaMMbl, (parMeHThl Koja,
UHCTPYKLUHU, (opMupyromue HEISKIapUpPOBAHHbIE  BO3MOXXHOCTH  IPOrPaAaMMHOTO
obOecnieueHus. BpenoHocHbIE MporpaMMbl MOTYT NEPEXOJIUTh M3 OJHOTO BHUJAA B JAPYToi,
HanpuMep, porpaMMHasl 3aKJIaJKa MOXKET CT€HEPUPOBATh POrPaMMHBINA BUPYC, KOTOPBIH,
B CBOIO O4Yepelb, IOMaB B YCIOBHUS CETH, MOXET C(HOPMHUPOBATH CETEBOTO YepBs MU
JIPYTYIO BPEOHOCHYIO IPOrpaMMy, ITpeiHa3HaueHHyo 171 ocymectsiaeHus HC/L.

Knaccudukanus nporpaMMHBIX BHPYCOB M CETEBBIX YE€pBEil MpelcTaBieHa Ha
pucyHnke 14. Kparkass XapakTepucTHKa OCHOBHBIX BpPEJOHOCHBIX IPOTPAMM CBOJIUTCS K
CJIeAyIOLIEMY. 3arpy30uHble BUPYChI 3alMChIBAIOT ceOs MO0 B 3arpy304HbIN CEKTOp JUCKa
(boot-cexTop), MO0 B CEKTOpP, COAEpKAIIM CHUCTEMHBIN 3arpy3duk BuHYecTepa (Master
Boot Record), 1mbo MeHSIOT yka3aTenb Ha aKTUBHBIA boot-cektop. OHU BHEAPSIOTCS B
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namsTh KOMIBIOTEpA MpH 3arpy3ke ¢ WHOUIHUPOBAHHOTO aucka. [Ipw 3TOM CcHUCTEeMHBIN
3arpy34dK CUMTBHIBACT COJAEPKHMOE IEpPBOTO CEKTOpa JIMCKa, C KOTOPOTO MPOU3BOAUTCS
3arpysKa, IoMeIaeT CYUTaHHYI0 HH(OpMaIiio B TaMATh U NepeaaeT Ha Hee (T.€. Ha BUPYC)
yrnpasieHue. [locie 3TOro HauyMHAIOT BBINOJHATHCA WHCTPYKIUU BHpYyca, KOTOPBINA, Kak
NPaBUJIO, yMEHbBINAET 00bEM CBOOOIHOM MaMATH, KOUPYET B OCBOOOAMBIIIEECS MECTO CBOM
KOJI M CYUTBHIBaET C JHUCKa CBOE NPOAODKEHHE (ecld OHO €CThb), IepexBaThIBAET
HeoOXoauMbIe BeKTOpa mpepbiBaHui (00braHO - INT 13H), cumThiBaeT B maMsTh
OpPUTHHAJILHBIN bOOt-CEeKTOpP U MepeaeT Ha HETo yIpaBJcHHeE.

B nanpHeiimieM 3arpy30uHbBIi BUpYC BemeT ceOd Tak ke, Kak (haiIoBBI:
NepexBaThlBacT OOpallleHUs] ONEPAallMOHHONM CHCTEMbl K JAMCKaM M HUHUIUpPYEeT HuX, B
3aBHCUMOCTH OT HEKOTOPBIX YCJIOBUH COBEPIIACT JACCTPYKTHBHBIC JCUCTBHS, BBI3BIBACT
3BYKOBBIE 3PPEKTHI TN BUACOIPHEKTHI.

OCHOBHBIMU JIECTPYKTUBHBIMH JCHCTBUSIMH, BBINOJHIEMBIMU STUMH BHPYCaMH,
SIBIISTEOTCSL:

— YHUYTOXXEHHE WH(OPMALIUU B CEKTOPaX IUCKET U BUHYECTEPA;

— HCKJIIOYEHHE BO3MOXKHOCTHU 3arpy3Kd ONEPallMOHHOW CHCTEMBbI (KOMIBIOTED
"3aBucaer");

— MCKa)XEHUE KOJa 3arpy3uHKa;

— (opMaTHpOBaHUE TUCKET UIIH JIOTHYECKUX AMCKOB BUHUECTEPA,

— 3akpsiThe gocryna kK COM- u LPT-nopram;

— 3aMeHa CHUMBOJIOB IIPH M€YaTH TEKCTOB;

— MOJepruBaHUs dKpaHa;

— W3MEHEHHE METKH JUCKa WIH JUCKETHI;

— CO3JIaHuE TCEeBJI0COONHBIX KIACTEPOB;

— CO3/laHuE 3BYKOBBIX W (WJIHM) BU3YalbHBIX 3(QexToB (Hampumep, majaeHue
OYKB Ha KpaHe);

— nopya ($alIoB TaHHBIX;

— TIepe3arpy3ka KOMIIbIOTepa;

— BBIBOJ] Ha DKPaH pa3HOOOpa3HbIX COOOIIEHUI];

— OTKIIOYeHHE NepruepUHbIX YCTPOUCTB (HampruMep, KIaBHATYphI);

— W3MEHEHHE MaJUTPhl SKpaHa;

— 3amoJHEHHUE dKpaHa MOCTOPOHHUMH CUMBOJIAMU WIIH U300paKEHUSIMU;
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— MOralleHue 3KpaHa U IEPEBO/L B PEKUM 0KUJaHUS BBOJA C KIaBUATYpbI;

— mu@poBaHUE CEKTOPOB BUHUECTEPA,

— BBIOOPOYHOE YHHYTOXKEHUE CHMBOJIOB, BHIBOJUMBIX Ha 3KpaH Ipu Halbope ¢
KJIaBUATYPBI;

— yMEHbIIeHHE 00beMa ONePaTHBHON MaMSATH;

— BBI30B I1€YaTH COAEPKUMOI0 IKpaHa;

— OJIOKMpPOBAHME 3aIUCH HA JIUCK;

— yHuuTO)XeHue Ttabmuiel pasouenust (Disk Partition Table), mocnme srtoro
KOMITBIOTEP MOXKHO 3arpy3uTh TOJIBKO C (DIOMIHU-TUCKA;

— OJIOKMpPOBaHME 3aIlyCKa UCIIOIHIEMBIX (aiiios;

— OJIOKMpOBaHME JOCTyIa K BUHUECTEPY.

BonbmMHCTBO 3arpy304HBIX BUPYCOB MEPE3ANUCHIBAIOT ce0s HA (PIIOMIHU-AUCKH.

@ailsioBbIe BUPYCHI IIPY CBOEM PAa3MHOKEHUM TEM WJIM UHBIM CIIOCOOOM HCIIONb3YIOT
¢ailnoByro cucteMy Kakoi-1nbo onepanroHHoi cucteMsl. [1o cnocoOy 3apaxkenus ¢aitnos
BUPYCHl JiensaTcs Ha 3amemaromue ("overwriting"), mapasutmdeckue ("parasitic"),
KOMIaHbOH-BUPYCHI ("'companion"), "link"-Bupycsl, BUpYChI-U€PBH U BUPYCHI, 3apakaroliue
oobekTHble Moxynu (OBJ), Oubmuorexkn kommmisitopoB (LIB) u mMCXOmHBIE TEKCTHI
IIPOrPaMM.

Merton 3apaxenus "overwriting" siBisieTcss Haubosiee IPOCTHIM: BUPYC 3aIHCHIBAET
CBOM KOJI BMECTO KoOJa 3apaxkaeMoro (aiiia, yHuuTOXkas ero cojepxkumoe. EctecTBeHHO,
YTO MpH 3TOM (ailsl mepectaeT paboTaTh U HE BOCCTaHABIMBACTCS. Takue BUPYCHl OYEHb
ObICTpO OOHApPYKUBAIOT ce0sl, TaK KaK ONEpAaLlMOHHAs CHCTEMa U MPUIIOKEHUS JIOBOJIBHO
OBICTPO MepecTarT padoTaTh.

K mapasutmyeckum  OTHOCSATCS Bce  (paiijloBble  BHPYCHL, KOTOpBIE TIpU
pacrpoCTpaHEHUH CBOMX KOMUH 00s3aTeNIbHO M3MEHSIOT COJepKUMoe (ailsioB, oCTaBIss
caMud (ailiabpl MpU 3TOM TMOJHOCTBIO HJIM YAaCTUYHO pPaboTOCTOCOOHBIMU. (OCHOBHBIMHU
TUIIAMU TaKMX BUPYCOB SBISIOTCS BUPYCHI, 3aIMCBIBAIOIIMECS B Hayallo, CEPEIMHY WIIHU
KoHel| (aiioB. OTOenbHO CleayeT OTMETUTh JOBOJBHO HE3HAUMTEIbHYIO TpPYIILY
Napa3uTUYECKUX BHUpYycoB, He uMerommx "touku Bxoaa" (EPO-upycel - Entry Point
Obscuring viruses). K HUM OTHOCSTCS BUpPYCHI, HE 3aIUCBIBAIOIIME KOMaHAy Mepeaaydn
ynpasieHus B 3aroyioBok COM-aiinos (JMP) u He usMeHsmonMe ajpec TOUKH CTapTa B
3aronoBke EXE-¢aiinoB. Takue BUpPYCHI 3alMCHIBAIOT KOMaHJy MEpexo/ia Ha CBOM KOJ B
Kakoe-1M00 MECTO B cepeluHy (ailiia U MoJydyaroT YIpaBlieHHE HE HEMOCPEICTBEHHO MpHU
3alycke 3apaXeHHOro (aiina, a Ipu BBI30BE NPOLEAYPHI, CoJAeprKallell Koja Meperadu
yhpaBieHUs Ha Teno BUpyca. [IpuueM BBIOIHATHCA 3Ta MPOLEAYypa MOXKET KpalHe pelKo
(HampuMep, MpH BBIBOJE COOOLIEHHS O KakoW-mubo crenuduueckoi omunbdke). B
pe3ysbTaTe BUPYC MOXKET JOJITHeE ToAbI ""criaTh" BHYTpHU (paiiyia U mposiBUTH ce0sl TOJIBKO MPHU
HEKOTOPBIX OFPaHUYEHHBIX YCIOBUSX.

K kareropun "KOMIIaHBOH" OTHOCATCS BHUPYCBHI, HE H3MEHSIOIIME 3apakacMble
Gaiinel. Anroput™m pa®OThI 3TUX BHPYCOB COCTOMT B TOM, YTO JUIs 3apaxkaeMoro (aiina
co3naercs (aiia-IBONHUK, IPUUEM IIPU 3aIyCKe 3apaXxeHHOro (aiiya yrnpaBieHHue MoIydaer
UMEHHO 3TOT JBOWHHUK, TO ecTh BHpyc. Hambomee pacnpocTpaHeHbl KOMIIAHbOH-BHPYCHI,
ucnonb3ytonme ocodeHHocTh DOS mnepBbIM BBIMOMHATH (aitiel ¢ pacimmpernueM .COM,
eclii B OJHOM Karajore MPHUCYTCTBYIOT JBa (ailia ¢ OJAHUM U TE€M K€ HMEHEeM, HO
paznuuHbiMM pacmupeHusMu uMeHH - .COM u .EXE. Takue BUpPYyCBI CO3AIOT IS
EXE-(aiinoB ¢aitinpl-CyTHUKH, UMEIOIIKME TO ke camoe uMms, Ho ¢ pacmupenueM .COM,
Hanpumep, s ¢aiina XCOPY.EXE co3znaercs ¢aitn XCOPY.COM. Bupyc 3anuceiBaercs
B COM-gaiin u Hukak He usmenser EXE-daiin. [Ipu 3anycke Takoro daitna DOS nepBeiM
oOHapykuT u BbIMOMHUT COM-(daiia, TO ecTb BHPYC, KOTOPBIA 3aTeM 3alyCTHT U
EXE-daiin. Bropyro rpymnmy COCTaBISIOT BHUPYCHI, KOTOpbIE TIPH  3apaK€HUU
NEPEUMEHOBBIBAIOT (Paiil B Kakoe-JIMO0 apyroe MMs, 3allOMHHAIOT €ro (IJIs MOCIEeIYIOIIEro
3amycka (Qailyla-Xo3si1MHa) M 3allUChIBAIOT CBOM KOJ Ha JUCK IOJ] UMEHEM 3apa)kaeMoro



¢aitna. Hampumep, ¢daitn XCOPY.EXE nepeumenoBbiBaercss B XCOPY.EXD, a Bupyc
3anuceiBaercs noj umeHeM XCOPY.EXE. [Ipu 3anycke ynpaBieHHe OJIydaeT KoJ BUpYCa,
KOTOpBIM 3areM 3amyckaer opuruHaibHbli XCOPY, Xxpassmuiics 00J HMEHEM
XCOPY.EXD. Untepecen ToT (akT, 4TO JaHHBIA METOa paboTaeT, Mo-BHAMMOMY, BO BCEX
OIIEpPAL[MOHHBIX CUCTEMAX.

B Tpetpio rpynmny BxomaT Tak HaszbiBaemble "Path-companion" Bupycel. OHu nm60
3aMMChIBAIOT CBOM KOJ MOJ] UMEHEM 3apakaeMoro (aiina, HO "Bbilie" Ha OJUH YPOBEHB B
nponuckiBaeMbix nyrax (DOS, Takum o0pa3oMm, NEepBbIM OOHAPYXKUT U 3aIyCTUT
daiin-supyc), 1100 nepeHocsT (ain-KepTBy Ha OJWH MOAKATAJIOT BBIIIE U T. 1.

B03MO0XXHO CyIllecTBOBaHUE U JPYrMX THIIOB KOMIIAHBOH-BHUPYCOB, HCIIOJIB3YIOLINX
UHBIC OPUTHHAIIBHBIC HJICH UM OCOOCHHOCTH JIPYTHX ONEPAMOHHBIX CUCTEM.

@ailsioBble uYepBH (WOrms) SIBISIOTCA, B HEKOTOPOM CMBICIIE, PA3HOBUIHOCTHIO
KOMITaHbOH-BUPYCOB, HO NPH 3TOM HHUKOUM OOpa30oM HE CBSI3bIBAIOT CBOE NPHUCYTCTBHE C
KaKUM-JIMOO BBIONHSAEMBIM (aitiom. [Ipu pa3MHOXKEHHH OHU BCETo JIUIIb KOMUPYIOT CBOM
KO/l B KaKMe-JIM0O KaTaJloru JAUCKOB B HAJEX[E, YTO 3TU HOBbIE KONUMU OyIyT KOrja-iudo
3alylleHbl Iosib3oBareneM. MHorma 3Tu BUpPYCHl JAIOT CBOMM KOMMSM 'crienuasbHble"
UMEHa, 4TOObl MNOATOJKHYTh IIOJIb30BaTeNIi Ha 3allyCK CBOEH KONWU - Hampumep,
INSTALL.EXE wunu WINSTART.BAT. CymecTBylOT BHUPYCHI-YEPBHU, HCIOJIB3YIOLINE
JIOBOJIbHO HEOOBIYHBIE NMPUEMbI, HAPUMEp, 3alUChIBAIOIINE CBOM KONMHUU B apxuBbl (ARJ,
ZIP u npoune). HekoTopsie BUPYCHI 3alMCHIBAIOT KOMaHAY 3aIlyCKa 3apa)XeHHOTro (haiina B
BAT-daiinbl. He cnieqyer nytaTh QaiiioBbie BUPYCHI-UEPBH C CETEBbIMU uepBsiMu. [lepBbie
UCIIOJIB3YIOT TOJBKO (ailyioBble GYyHKIHMN KaKONH-THOO ONepaliMOHHON CUCTEMBI, BTOpPBIE e
IIPU CBOEM Pa3MHOXEHHUHU IMOJIb3YIOTCSI CETEBBIMH MPOTOKOIAMH.

Link-BupycChl, Kak U KOMIaHbOH-BUPYCHI, HE U3MEHSIOT (PU3HUUECKOTO COAEPKUMOTO
¢aiinoB, oHAKO MU 3amycKe 3apakeHHoro (aina "3actaBisor" OC BBIIOIHUTH CBOH KOJI.
OTOM 1eNIN OHU JIOCTUTAIOT MOJU(pUKaIMel HEOOXOUMBIX NoJeH (HaitioBON CHCTEMBI.

Bupycsl, 3apaxaromme OHOTMOTEKM KOMIWIATOPOB, OOBEKTHBIE MOAYIH U
MCXOJHBIE TEKCTHI IPOrpPaMM, JOCTaTOUYHO AK30TUYHBI U NPAKTUYECKH HE PacCIpOCTPAHEHBI.
Bupycsl, 3apaxatomue OBJ- u LIB-gaiinsl, 3amuceiBaloT B HUX CBOM Ko B ¢opmate
00BEKTHOIO MOAYJIS WM OuOimoTeku. 3apaKeHHbIH (ailsl, TakuM o0pa3oM, He SBISETCS
BBITNOJIHSAEMBIM U HE CIIOCOOEH Ha JalbHENIee paclpoCTpaHEHNE BUPYCa B CBOEM TEKYIIEM
cocrosiHuu. Hocutenem xe "xxuBoro" Bupyca cranoButcsi COM- unu EXE-daiin.

[TonyuuB ynpaBieHue, (paiaoBblii BUPYC COBEpIIAET CIEAYIOIINE 00Iue 1eHCTBHS:

IIPOBEPSIET ONEPATUBHYIO MaMATh Ha HAJIMYME CBOEH KONMUM M MH(PUIHPYET NaMsITh
KOMIIbIOTEpa, €CIIM KOMMsS BHpyca HEe HaiijeHa (B clyyae, €CIM BUPYC SBISETCS
PEe3UJEHTHBIM), HILET He3apa’kKeHHbIE (DaliiIbl B TEKYLIEM U (UJIM) KOPHEBOM KaTaJIore MyTeM
CKaHUPOBAaHMA JepeBa KaTaJoOroB JOIMUECKUX AMCKOB, a 3aTeM 3apakaeT oOHapy>KEHHbIE
Gaitnbl;

BBINOJIHSET JONOJHUTENbHBIE (€CJIM OHM €CTh) (DYHKIIMU: TECTPYKTUBHBIE IEHCTBUA,
rpaduueckre Wiau 3BYKOBbIE d(D(eKTsl U T.A. (AOMOJHUTENbHbIE (QYHKIUU PE3UIEHTHOTO
BHPYCa MOTYT BBI3BIBATHCS CIIyCTS HEKOTOPOE BPEMsI I10CIIE AKTUBU3ALMU B 3aBUCUMOCTH OT
TEKYILEr0 BPEMEHHU, KOH(UTYpAllUN CUCTEMbI, BHYTPEHHUX CUETUYUKOB BHpYCa WU JIPYTUX
YCIIOBHM, B ATOM ClIy4ae BUPYC MPU aKTUBH3AIMHA 00padaThIBAET COCTOSIHUE CHUCTEMHBIX
4acoB, YCTAHABJIMBACT CBOM CUCTYUKH U T.].);

BO3BpalllaeT YIpaBJIeHHE OCHOBHOW Iporpamme (eciu oHa ecTb). [lapazutuyeckue
BUPYCHI IIPU 3TOM JIMOO jeyar Qaiiy, BBIIOJHSAIOT €ro, a 3aTeM CHOBa 3apa)karoT, OO0
BOCCTAHABIMBAIOT MporpaMMy (HO He ¢ail) B HCXOAHOM BHAE (Hampumep, Yy
COM-nporpaMmbl  BOCCTaHABJIMBAETCSl HECKOJbKO NepBbiXx Oaiir, y EXE-mporpammsl
BBIUMCIISICTCS. MCTUHHBIA CTApTOBBIM aJpec, y ApaliBepa BOCCTaHABIMBAKOTCS 3HAYCHUS
aJIpecoB MPOrpamMM CTPATETUU U NPEPbIBaHNUA).

Heo6x0a1uMo OTMETUTB, UTO YeM ObICTpee paclpOCTPAHAETCS BUPYC, TEM BEPOSITHEE
BO3HHKHOBEHHUE JIMJIEMHUHU 3TOTO BUPYCa, YEM MEIJICHHEE PAaCIpOCTPAHAETCS BUPYC, TEM



CJIO)KHEE ero oOHapyXWUTh (eciM, KOHEYHO e, 3TOT BUpPYC HeusBecTeH). HepesumeHTHbIE
BUPYCBI YacTO SBJSIOTCA "MEUIEHHBIMU" - OOJIBIIMHCTBO M3 HUX IIPH 3aIlyCKe 3apakaeT
ONMH WIM JBa-Tpu (QaiijJa ¥ HE YCIEBaeT 3aloJOHUTh KOMIIBIOTEp JIO 3aIycKa
AQHTUBHMPYCHON NpOrpamMMmbl (WM MOSIBIIEHUS HOBOM BEpCUU aHTHBHpYCAa, HACTPOCHHOH Ha
naHHbI Bupyc). CyIIecTBYIOT, KOHEYHO K€, Hepe3uJeHTHBIC "ObICTphIe" BUPYCHI, KOTOPHIC
IpY 3allyCKe MINYT M 3apa’kaloT BCE BBINOJIHAEMBIE (Daiiibl, 0JHAKO TaKHE BUPYChl OUYECHb
3aMETHBI: TPH 3aIyCKe KaXXJIOTo 3apaXeHHOTo (hailla KOMIBIOTEp HEKOTOpoe (MHOrna
JIOCTaTOYHO JI0JIIO€) BpeMs aKTUBHO PabOTaeT ¢ BUHYECTEPOM, UTO JEMACKHUPYET BHUpPYC.
CkopocTh pacnpocTpaHeHus (MH(DUIMPOBAHUS) Yy PE3UACHTHBIX BHPYCOB OOBIYHO BHBIIIIE,
YeM y HEpEe3MJCHTHBIX - OHU 3apa)karoT (aiyibl NMpU KaKUX-IMOO oOpalieHusXx K HUM. B
pe3ysibTaTte Ha JUCKE OKa3bIBAIOTCS 3apa)KCHHBIMU BCE WJIM MOYTH Bce (ailiibl, KOTOPHIE
MOCTOSIHHO HCTIONB3YIOTCST B pabore. CkopocTh pacmnpocTpaHeHus (MHDUIMPOBAHMS)
pE3UIEHTHBIX (DAalIOBBIX BUPYCOB, 3apa)arolluX (aiabl TOJNBKO NPU HX 3aIycKe Ha
BBITIOJIHEHHE, OyJIeT HIDKE, YeM Yy BHPYCOB, 3apa)karoliuX (ailiel ¥ NpU HX OTKPHITHH,
HepeuMEeHOBaHUM, U3MEHEHUU aTpuOyToB (aiina u T.1.

TakuM 00pa3oM, OCHOBHbBIE JECTPYKTUBHBIE ACUCTBUSI, BBINOIHIEMbIE (DAIOBBIMU
BUPYCAMH, CBsI3aHbl C MOpaKeHHEM (aifjioB (Yalle MCHOIHSIEMbIX WM (ailyioB JaHHBIX),
HECaHKIMOHMPOBAHHBIM  3allyCKOM Ppa3JIMYHBIX KOMaHa (B TOM 4HCJIE, KOMAaHJ
(dbopmaTupoBaHUs, YHUUTOXKEHHS, KONUPOBAHUSA U T.I.), U3MEHEHUEM TaOJUIbl BEKTOPOB
npepeIBaHMi U Ap. BMecTe ¢ TeM, MOTYT BBITOTHATHCS U MHOTHE JIECTPYKTUBHBIC JICHCTBUS,
CXOJIHBbIE C TEMH, KOTOpbIE YKa3bIBAINCH JIJIs 3arPY30UHBIX BUPYCOB.

MaxkpoBupychl (macro viruses) SIBJISIOTCS POrpaMMaMH Ha A3bIKaX (MaKpOs3bIKax),
BCTPOEHHBIX B HEKOTOpbIE CHUCTEMbl OOpabOTKM JaHHBIX (TEKCTOBBIE pPENAKTOPHI,
3JIEKTPOHHBIE Ta0AMLBI U T.A.). [ cBOero pa3MHOXKEHHS TaKue BUPYCHI HCIIOJIB3YIOT
BO3MOYXHOCTH MaKpOSI3bIKOB M TIPU WX TOMOIIU MEPEHOCAT ceOst M3 OJHOTO 3apPaKEHHOTO
¢aitna (moxymeHTa nmiaM Tabnuuel) B Apyrue. Hanbombiee pacrnpocTpaHeHHE MOTYUHIN
MaKpOBHPYCHI JJIsl TaKkeTa NpuKiIagHbix nporpamm Microsoft Office.

Jlns cyiecTBOBaHMS BHPYCOB B KOHKPETHOH cucteme (peaakTope) HeoOXO0IuMOo
HaJIMYue BCTPOEHHOI'O B CUCTEMY MaKpOsA3bIKa C BOZMOKHOCTSIMU:

1) npuBS3KH IPOrpaMMbl Ha MaKpOsI3bIKe K KOHKPETHOMY (aiiiy;

2) KOnUpPOBaHUS MaKpOIPOrpaMM U3 OAHOTrO (aiiia B Jpyrou;

3) nonmyyeHUsl yHpaBJIEHHS MaKpoIporpamMmon 0e3 BMeIIaTeslbCTBA IOJIb30BATENS
(aBTOMaTHYECKHE WIIM CTaHAAPTHBIE MAKPOCHI).

JlaHHBIM yCIIOBHSIM YJOBJIETBOPSIIOT MNpUKIaAHbIe Hporpammel Microsoft Word,
Excel u Microsoft Access. Onu coaepxat B cebe makposzbiku: Word Basic, Visual Basic
for Applications. [Ipu aTom:

1) MmakponporpaMmbl IpPUBSI3aHbI K KOHKPETHOMY (ailly WM HaXoAATCsl BHYTPHU
daiina;

2) MaKkpOsI3bIK MO3BOJISIET KOMUPOBATh (ailyibl MM NepeMeniaTh MaKpoIporpaMMbl B
cityxeOHble (pailyibl CUCTEMBI U peJaKTUpyeMble (paiiibl;

3) npu pabote ¢ ¢ailiom pu onpeAeTIeHHbIX YCIOBUSAX (OTKPBITHE, 3aKPHITUE U T.JI.)
BBI3BIBAIOTCSI MAKPOIIPOTpaMMBbI (€CITH TaKOBBIE €CTh), KOTOPBIE ONPEIENICHBI CIIEIHATbHBIM
00pa3oM UM UMEIOT CTaHJapTHbIE HMEHa.

JlanHast OCOOEHHOCTb MAaKpOSI3BIKOB ~TpEeJHAa3HAaYeHa Il  aBTOMAaTHYECKOM
00paboOTKM JaHHBIX B OOJBIIMX OpPraHM3ALMSIX WIM B TJ00AIbHBIX CETSIX U IMO3BOJISIET
OpraHW30BaTh TaK HA3bIBAEMBIN '"aBTOMATH3WPOBAHHBIN HOKymMeHTOoOopoT". C npyroi
CTOPOHBI, BOBMOKHOCTH MaKpOSI3bIKOB TAKUX CHUCTEM MO3BOJISIIOT BUPYCY NMEPEHOCUTH CBOIt
KOJ1 B ipyrue (ailiibl U TaKUM 00pa3oM 3apakaTh UX.

BonbIIMHCTBO MaKpOBUPYCOB AKTUBHBI HE TOJIBKO B MOMEHT OTKPBITUS (3aKPHITHS)
daiina, HO 10 TeX MOp, MOKa aKTHUBEH caM peaaktop. OHM conxepKaT Bce CBOU (YHKIMU B
BUle cTaHAapTHBIX MakpocoB Word/Excel/Office. CymiecTtBytor, 0aHAKO, BHUPYCHI,
UCTIOJIB3YIOLINE TPHUEMBI CKPBITHS CBOET0 KOJIa U XpaHsAIIME CBOM KOJ| B BUJIE HE MAKPOCOB.



M3BecTHO Tpu MOAOOHBIX IPHUEMa, BCE OHU UCIIONIB3YIOT BO3MOKHOCTh MAaKPOCOB CO3/1aBaTh,
peIaKTHUPOBaTh U WCHOJHATH Apyrue Makpochl. Kak mpaBuio, mogoOHbIe BUPYCHI UMEIOT
HeOOoNbIION (MHOTA - MONUMOP(HBIA) MaKpOC-3arpy34lK BHPYCa, KOTOPHIH BBI3BIBAET
BCTPOEHHBIN PEAAKTOP MaKpPOCOB, CO3/1a€T HOBBI MaKpOC, 3aMOIHSIET €r0 OCHOBHBIM KOJOM
BUpYyCa, BBINOJHSIET M 3aTeM, KaK NpPaBUJIO, YHUYTOXKAET (YTOOBI CKPBITH CIIEAbI
npucyTcTBHS Bupyca). OCHOBHOM KOJ] TAKMX BUPYCOB MIPUCYTCTBYET JIUOO B CAMOM Makpoce
BUpYyCa B BUJE TEKCTOBBIX CTPOK (MHOTJA - 3amM(pOBaHHBIX), JTMOO XpaHUTCS B 00JacTH
MEPEMEHHBIX JOKYMEHTA.

K ceTeBbIM OTHOCSTCS BUPYCBI, KOTOpBIE AJIi CBOErO PACIPOCTPAHEHUsI AKTHBHO
UCIOJIB3YIOT MPOTOKOJBl U BO3MOXKHOCTH JIOKQJIBHBIX W TJ00anbHbIX ceTeil. OCHOBHBIM
NPUHIUIIOM paboThl CETEBOTO BUpPYCa SIBISETCS BO3MOXKHOCTH CaMOCTOSITEIILHO TepenaTh
CBOI KOJ Ha yJAJICHHBIN cepBep Wi padouyro craHiuio. "TlomHoleHHBIE" CeTeBBIC BUPYCHI
Opy 3TOM O0JIaZJal0T €elle M BO3MOXKHOCTBIO 3alyCTUTh Ha BBIMOJIHEHHE CBOW KOJA Ha
yaJ€HHOM KOMIIBIOTEpE WJIM, IO KpaliHel Mepe, "MOATONKHYTh'" MOJIb30BaTelsd K 3alyCKy
3apakeHHOTO (aiina.

BpenonocusiMu mporpammamu, obecneunBaromumu ocyiectsienne HCJI, moryt
OBITH:

IIpOrpaMMsl 11000pa U BCKPBITUS TAPOJIEH;

MIPOrPaMMBI, PEaTU3YIOLIUE YIPO3bI;

IPOrpaMMBl, JEMOHCTPUPYIOIINE HCII0JIb30BaHNE HE/IEKJIapUPOBAHHBIX
BO3MOXKHOCTEH MPOrpaMMHOT0 U MporpammHo-anmnaparHoro ooecneuenuss UCII/x;

POrpaMMBbI-TeHePaTOPbl KOMITbIOTEPHBIX BUPYCOB;

IPOTPaMMBI, IEMOHCTPHPYIOIIUE YSI3BUMOCTH CPEJICTB 3AIIUTHI HHPOPMALIUHU | JIP.

B cBs3u ¢ ycrnokHEHHWEM U BO3pacTaHUEM pa3HOOOpasus MPOrPaMMHOTO
00ecIeueHus YUCII0 BPEJIOHOCHBIX ITporpamMM ObICTpO Bo3pacTaeT. CeroiHs H3BECTHO OoJiee
120 ThICSIY cUTrHATYp KOMIIBIOTEPHBIX BUpPYCOB. BmecTe ¢ TeMm, Jajleko HE BCE M3 HHX
MPEJCTABISIIOT pPEeabHYI0 yrpody. Bo MHOrmx ciydasx yCTpaHEHHE YSI3BUMOCTEH B
CHUCTEMHOM WM TPHUKJIAIHOM IPOIPAaMMHOM OOECIE€UYEeHUN MpPHUBEJIO K TOMY, YTO Pl
BPEIOHOCHBIX MPOTrpamMM yXe He CIIOCOOEH BHEIPUTHCS B HUX. YacTO OCHOBHYIO OITACHOCTH
IIPEJICTaBIISIIOT HOBBIE BPEJOHOCHBIE IPOIPAMMBI.

5.6. O0masi XapakTepuCTUKA HETPAAUIMOHHBIX HHPOPMALMOHHBIX KAHAJIOB

Herpanuuumonnsii nH(OpMallMOHHBIA KaHall - 3TO KaHal CKPBITHOM mepenadu
UHPOpPMALlUM C HCIOJIB30BAaHMEM TPAJUIMOHHBIX KaHAJIOB CBSI3U U CIELUAIBHBIX
npeoOpa3oBaHmil epeaBaeMoi HHMGOpMAaIMK, HE OTHOCAIIUXCS K KPUNITOTpahUIecKuM.

s hopMHUpoBaHUs HETPAIUIIMOHHBIX KAHAJIOB MOT'YT UCIIOJIb30BaThCs METO/BI:

KOMIIBIOTEPHOM cTeraHorpaduu;

OCHOBaHHblE Ha MAaHUMNYJSIUM pa3nuuHblXx xapakrepuctuk HMCIIH, koropsie
MOKHO IOJIy4aTh CAHKIMOHMPOBAHO (HAaNpUMep, BpPEMEHU OO0pabOTKH pa3IMYHbIX
3arpocoB, 0ObEMOB JOCTYIMHOW MaMSATH WM JIOCTYNHBIX JUIS YTEHHS HACHTHU(PHKATOPOB
(aitioB WK MPOLECCOB U T.I1.).

MeTtoapl KOMIIBIOTEPHOW cTeraHorpaguu MpeaHasHaueHbl JUIsl CKPBITHUS (akTa
nepefayd CooOLIeHHs IyTeM BCTpauBaHHUs CKpbIBaeMOM MHGOpMAIMM BO BHEIHE
06e300uHbIe JaHHbIE (TEKCTOBbIE, rpaduyueckre, ayauo- Wik BUAEO0(aisibl) U BKIIOYAIOT B
ceOs1 Be IPYMIbI METOJ0B, OCHOBAHHBIX:

Ha HCIIOJIb30BAHUM CHEIHAIbHBIX CBOWCTB KOMIBIOTEPHBIX (DOPMATOB XPAHEHUS U
nepeJadyn JaHHbIX;

Ha HM30BITOYHOCTH ayJuo-, BU3YyaJIbHOM WM TEKCTOBOM HMH(OpMalUU C MO3ULUU
NCUXO0(PHU3HOIOTHIECKUX OCOOCHHOCTEN BOCIIPHUSTHUS YETOBEKa.

Knaccugpukanus MeTOomoB  KOMIBIOTEpHOW  cTeraHorpaduu NpUBEACHA Ha
pucyske 15. IX cpaBHUTENbHAs XapaKTEPUCTHKA MTPUBEICHA B TabIuIe 4.

HauOonpiiee pa3BuTHE M NPUMEHEHHE B HACTOSILEE BpEMsl HAXOIAT MeETOJbl
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COKpBITHS UWHpOpManuu B Tpad@UUECKUX CTETOKOHTEHHEpax. OTO  0O0YCIOBIEHO
CPaBHUTEIHLHO OOJIBIIMM O0BEMOM HWH(POPMAIHUU, KOTOPHIH MOXXHO Pa3MECTHUTh B TaKHX
KOHTEIHepax 0e3 3aMeTHOr0 UCKaXEHUS M300paKEHUS, HATMYMEM alPUOPHBIX CBEACHUN O
pasMepax KOHTEWHEpa, CYIIECTBOBAaHUEM B OOJIBIIMHCTBE pEATbHBIX H300paKeHUH
TEKCTYPHBIX O00JIaCTeH, MMEIOMUX IIYMOBYIO CTPYKTYPY M XOPOIIO MOAXOJSIINX JUIS
BCTpauBaHus HMHPOPMANMH, MPOpPabOTAaHHOCTHIO METOAOB HHU(PPOBOKH  00pabOTKH
n300paxeHunii U nudpoBsIX (Hop MATOB MpEICTaBICHUS U300pakeHud. B HacTosiee BpeMs
CYIIECTBYET IIEIBIN Psifi KAK KOMMEPYECKHX, TaK M OCCIUIaTHBIX MPOTPAMMHBIX MPOYKTOB,
JOCTYIHBIX OOBIYHOMY ITOJIb30BATENI0, PEATU3YIOIIMX HW3BECTHBIE CTEraHOTrpaQUIecKue
METOABl  COKpbITHS WHPOpManuu. [lpy 3TOM TPEUMYIIECTBEHHO  HCIOJIB3YOTCS
rpaduyueckue u ayano-KOHTCHHEPHI.

Mertoap CTTH

Tlo Tuny koHTeliHepa T

B ‘ Mertonnl. Meroset, MeToB!. MCroNb3yIomme
MeroLsyoWwHe HenoAB3yROUliE rpadurieckue
ayIHOKOHTEHHEpLI TEKCTOBEIC KOHTCHHCPHL KOIITEHICPBU
TTo cnocoBy COKpHITHA

Tlo cnocoBy: CoKphbITHs TTo npeRelTHBHOCTH ll]opM;p(\BaHHH KOHTeltHepa
,,,,,,,,,,,,,,,,,,,,,,,,,, Yiee 1 O . - - -
!
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Meronni . o
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COKPBITHSA B TT P
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HaumeHbLnx | | 1ymMonono6- 4 L BPCMCHHOMR pacnipefiencans | | BbrMMcIIenMi poecca
nocienora- | [Texnueckue oiac ;
Surax HBIX ) Jlunrsuctuaeckue ofuacru IO CTICKTPY
TENLHOCTH METOIbI
CHTHAIOB METOIbI COKPHITHS
COKPBITHSA
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MeTosB! COKpHITHS Tlo meronty cmatus
MeTOmIBI COKPLITHS MeTonel COKpBITHS MeTonel COKpBITHS Ha OCHOBE
Ha OCHOBE Ha 0CHOBC [ Ha OCHOBE MCTIONR30BAHUS Merozs! Mertoant
e npoGenos MCHONB30BAHMS JKaproHHOro kona | | Meronp CORpRITIS © COKPLITHSL,
enexrpy ocobentocTel 1 COKpBITHS B HCIIOJIB30BAHMCM OCHOBAHIILIE HA
MeToab! COKPBITHS wpudta ! MeT0/(b1 COKphITHS HAMMCHBILIUX HOUHCHHON | peiirner- ||
112 OCHOBE | | Ha OCHOBE 3HavAHX GUTax MOLYISLAN npeotpazoRaHiH
CHIITAKCHUCCKUX MeTotb! COKPBITHS HCMONL30BALIS = sy Oro rpageckol
i o [€TO/bI COKPBITHA
ocoBeHHOCTER 112 OCHOBC ‘ reOMeTpHYECKOl /b1 COKDI COOBLUEHHA nHpOpMaLHK
v Ha OCHOBE
MeTonst cokpeITHS TeKCTa MCNOJIB30BANNS CHCTEME! OCHO
HA OCHOBE KOZIa IOKyMEHTOB ¥ =
HCHONB3OBAHMS X0~ MCTOIBI COKpLITHSI daitnor VIETOIBT COKPRITHS MIIEKCHOTO
Ha OCH(
curnana Ha OCHOBE 2 OcHORC (opmara Metomm! Merout
. HCIIONE30BAHMS COKPBITHS,
CHHOIHMOE |- L_TpehcTaBnenis | COKDBITHS ¢ N P
—_— HEPENOBARMA OCHOBaHHBIE Ha
JUTHHEI CIIOB HCTOMLSOBAMIAEM KOCHHYCHOM
MeTosr coRpbITHA —— || MeToupI coxpeITH auakosod M npeoSpasopamn |~
Ha OCHOBE OLIMOOK MeToabl COKPLITHA 12 OCHOBE MORYRSYIH S —
Ha OCHOBE ABTOKOPPENIALHON- {— | RCTpauRacMore nrdopmarmm
MeTombI COKPBITHS Ha OCHOBE MCIOnL30BaNHA || yoji dymicmm CoOBILEHMs
TeHEpaLM KBa3UTEKCTd neprrx OyKs
TEKCTA
"Pucynox  15. Kimaccudukamust MeTromoB  creraHorpaduueckoro  mpeoopa3oBaHUs
uHpopmanuu (CIIN)"

CpaBHHUTe/IbHAsI XapAKTEPUCTHKA CTeraHorpaguyeckux MeTOJ0B NpPeodpPa3oBaHUA
uHpopManun

Creranorpaduu | Kpartkas Henocratku [IpeumymecrBa
€CKHI METOT XapaKTepUCTHKA METOAA

MeTtoabl COKPBITHS HH(OPMALMHU B Ay IMOKOHTeliHepax
Meton OcHoBan Ha 3anucu | HeBrIcokas CKpPBITHOCTH | JlocTaTouHO
COKPBITHS B | COOOIICHUS B | mepenayu COOOIIIEHUS. | BHICOKAsT E€MKOCTb
HAUMEHBIIINX HauMeHbIMe 3Havyanme | Hu3kas ycTOWYMBOCTH K | KOHTETHEpa (mo
3HAYAIINX OUTEI WCXOMHOTO | UCKAKEHUSAM. 25%)
ourax curHaa. B kauectBe | Ucnonb3yeTcss TONBKO st

KOHTelHepa onpeaeneHHbIX  (opMaToB

HCIIONb3YETCH, Kak | ayauo-(haiios

MPABUIIO, HEC)KaThIN

ayJIMOCUTHAI
Meron OcHoBaH Ha reHepauuu | Husknii ko3¢ ¢uimeHT | CpaBHUTENBHO
COKPBITHS Ha | MCEeBAOCIYyYaHOTO WCIIOIb30BAHUS BBICOKas
OCHOBE myma, ABJISIFOLIETOCS | KOHTEHHEepa. 3HAYUTEIbHBIE | CKPBITHOCTD
pacnpenenenus | GyHKIMEH BHEIPSIEMOTO | BBIYUCIUTENbHBIC 3aTPAThl | COOOIICHHUS
10 CIIEKTPY COOOIICHMS, u




noaMeIMmBaHHUH

IMOJIYYCHHOro I1mryma K

OCHOBHOMY
CUTHAJIy-KOHTEHHEPY B
Ka4yeCTBE  aJJIUTHUBHOMU
COCTaBJIAIOLICH.
KomupoBanue noTokoB
nHpopmaruu yTeM
paccesiHus

KOIUPOBAHHBIX JTaHHBIX

110 CIIEKTPY YacTOT

Meron OcHoBaH Ha | Huzkui kod(durment | CpaBHUTEIBHO
COKDPBITHS  HA | HCIIOJIb30BAHUH B | UCIIOJIb30BaHUS BBICOKAs
OCHOBE KauecTBe KOHTeiHepa. 3HAYUTENbHBIE | CKPBITHOCTD
UCIOJIb30BaHUs | IIyMOIOI0OHOTO BBIUMCIIUTENbHBIC 3aTPaThl | COOOIICHUS
9X0-CUTHAJIA CUTHaJa camoro

ayIuocCUrHaa,

3aJIepKAHHOTO Ha

pa3iIuyHbIe MEPUOIBI

BPEMECHH B 3aBHCHMOCTH

oT BHEJPSIEMOTO

cO0O01IeHus

("mo3BoHOYHOTO 3xa'")
Meton OcHoBan  Ha  (akre | Mabrii kodpurment | Obmagaer
COKPBITHS B | HEYYBCTBUTEIHLHOCTHU UCIIONIb30BaHUs KOHTEMHEepa | 3HaYUTENbHO Ooliee
(aze curnana yxa YeJIOBeKa K BBICOKOM

a0COJIOTHOMY 3HAaYEHHUIO CKPBITHOCTBIO, YEeM

(bazbl TapMOHHUK. METOJIbI COKPBITUS

Aynuo-cursan B H3b

pa3buBaercs Ha

MOCJIeIOBATEIHEHOCTD

CeTMEHTOB, COOOIEHHE

BCTPanBaeTCs myTeM

MOJIU(UKAITIH dasbl

MIEPBOr0 CErMEHTa

MeToabl COKPBITHS HH(POPMALMHU B TEKCTOBBIX KOHTEHepax

Meton OcHoBaH Ha BcTaBKe | MeTonbl 4yBCTBUTENbHBI K | JlocTarouHo
COKPBITHSA Ha | IpoOeIoB B KOHIIE | MEPEHOCY TEKCTa U3 OHOTO | OobIas
OCHOBE CTpOYEK, TIOcie 3HAKOB | popmaTa B JIPYTOM. | TPOMyCKHAs
npo0enoB MpENUHAHNS, Mexay | Bosmoxkna MoTeps | COCOOHOCTh
CJI0BaMHU MpH | COOOIIEHUS. Hesricokas
BBIDABHUBAHUU  JIJIMHBI | CKPBITHOCTh
CTPOK
Meron OcHoBaHn Ha TOM, u4TO | O4yeHp HuU3Kasg mnpomyckHas | CymecTByer
COKPBITHUSA Ha | mpaBuja MyHKTYaIuu | cnocoOHOCTh.  CIOXKHOCTh | MOTEHIIMATbHAS
OCHOBE JOMYCKaroT JIETEKTUPOBAHUS BO3MOKHOCTh
CUHTAKCUYECKHUX | HEOJHO3HAYHOCTH  TPH | COOOIIEHUS nonobpaTh  TaKoM
0COOEHHOCTEM paccTaHOBKE 3HaKOB METO/I, pu
TEKCTa MpENUHAHUSA KOTOpOM
MoTpeOyIOTCS
BECbMA  CJIOKHBIE




npouenypsl s
pacKpbITUs
cooOuieHus
Meton OcHoBan Ha BcraBke | CnoxeH npuMeHuTenbHO K | OnuH U3 Hanbosee
COKpBITUS  Ha | MHPOpPMAIMM B TEKCT | PYCCKOMY SI3BIKY B CBSI3U C | IEPCIIEKTUBHBIX
OCHOBE npu noMouiy | OonbIIUM  pazHOOOpa3ueM | METOMOB.
CUHOHUMOB 4YepelOoBaHUs CJIOB U3 | OTTEHKOB B pasHbix | O6nagaer
KaKoi-1modo IPYIIIbI | CHHOHUMAX CPaBHUTEIBHO
CUHOHHUMOB BBICOKOH
CKPBITHOCTBIO
cooOuieHus
Meron OcHoBan Ha mackupoBke | HeBbicokast nponyckHasi | Becbma mnpoct B
COKPBITHS Ha | ”HPOPMAITMOHHBIX OUTOB | CIIOCOOHOCTb. bricTpo | npumeHeHuu.
OCHOBE nox €CTECTBEHHBIE | BCKPBIBACTCS npu | Beicokas
WCIIOJIb30BaHUs | OIIMOKH, OIeYaTKH, | CTATUCTUYECKOM aHAJIN3E. CKpPBITHOCTb  IIPH
o1nO0K HapyleHUs paBuil aHanuse
HallMCaHUsl ~ COYETaHUU YEJIOBEKOM
IJIACHBIX M COIVIACHBIX,
3aMEeHe KUPWLUIMLIBl Ha
aHaAJIOTUYHbIE o
BHEILIHEMY BUIlY
JTaTUHCKUE OYKBBI U .
Meton OcHoBan Ha reHepauuu | HeBbicokas npomnyckHas | CKpbITHOCTb
COKpBITHSI ~ Ha | TEKCTOBOIO KOHTEHHepa | CHOCOOHOCTD. ornpezensercs
OCHOBE c UCII0JIb30BaHNEM | beccMBICIIEHHOCTh METO/IAMHU
reHepanuu Habopa MIPaBUJI | CO3JJaHHOIO TEKCTa mudpoBaHus W,
KBa3UTEKCTa IIOCTPOEHHUS KaK IIPABUIIO,
MIPETIOKEHU . BECbMa BBICOKA
Hcnons3yercs
CUMMETpUYHAas
Kpunrorpadus
Meron OcHoBan Ha BcraBke | Jlerko BbIsABIeTCS  Ipu | Beicokuit
COKpBITHSL  Ha | MHQopManMu 3a cueT | mpeoOpa3oBaHUU MaciiTada | KodpuIueHT
OCHOBE W3MEHEHMs TUNa mpu@Ta | JOKyMeHTa, IIPY | UCTIOJIb30BaHU
UCIOJIb30BaHUs | U pa3Mmepa OYyKB, a TaKXKe | CTATUCTUYECKOM KOHTeiHepa
ocoOeHHOCTeH Ha BO3MOXXHOCTH | CTETOAHAIIN3E
mpudra BCTPanBAHMS
uHpopManuu B OJOKH C
HEU3BECTHBIMU JUIS
Opay3zepa
UACHTU(UKATOPAMU
Meron OcHoBaH Ha | Huszkas ckpeitHOocTh 1ipu | IIpoct B
COKpBITHSI ~ Ha | pa3MELICHUH u3BecTHOM ¢opmare daiia | IpUMEHEHUH
OCHOBE nHpopmanuu B
HCIIOJIb30BAaHUsl | 3apE€3€PBUPOBAHHBIX U
KOJIa IOKYMEHTa | HEUCIIOJIb3yEMBIX TOJISIX
u daiina IIEPEMEHHOM JJINHBI
Meron OcHoBaH Ha u3MeHeHuM | Huskas npomyckHas | [Ipoct B
COKpPBITUSA Ha | 3HAYCHUH CIIOB CIOCOOHOCTb. VY3K0 | npUMEHEHUuU
OCHOBE cnenuanuzupoBad. Hwuzkas
HCII0JIb30BAHUS CKPBITHOCTb

KaproHa




Meron OcnoBan Ha reHepanuu | CioxxHOCTh (GopMupoBanus | Jloctatouno

COKPBITHS Ha | TeKCTa - KOHTEHHepa C | KOHTeHHepa U COOOLIeHHUs BBICOKas

OCHOBE ¢dbopMHpOBaHHEM  CIIOB CKpPBITHOCTh  TpHU

WCIIOJIB30BAaHUS | OIPENEICHHOMN JUIMHBI 110 aHanuse

yepe0BaHUs U3BECTHOMY IIpaBUILY YEJI0BEKOM

JUIMHBI CJIOB KOJIMPOBAHUS

Meton OcHoBan Ha BHenpeHuu | CnoxHocTh  coctaBieHus | [aer O0JIbIIYIO

COKPBITHS Ha | coOOIIEeHNsT B TEpBbBIC | COOOIICHHUS. Huzkas | ceobogy  BeIOOpa

OCHOBE OYKBBI CJIOB TEKCTa C | CKPBITHOCTH COOOIICHUS oneparopy,

UCIIOJIb30BaHUsl | MOAOOPOM CIIOB PUAYMBIBAIOILIEMY

NEpBHIX OYKB cooOrnieHne
Metoasl COKpPBITHA HH(POPMALHMHU B rpagUYeCKUX KOHTeHHepax

Meron OcHoBan Ha 3anucu | HeBbicokas CKpBITHOCTH | JloCTaTO4YHO

COKPBITHS B | COOOIIEHUS B | meperayu COOOIIIEHHUS. | BBICOKAsT E€MKOCTb

HAUMEHBIINX HauMeHblMe 3Havyaumue | Hu3kas ycTOMYMBOCTH K | KOHTEHEpa (mo

3HAYaINX OUTHI HCXOJIHOTO | UCKAXEHUSIM 25%)

ourax M300pakeHus

Meron OcHoBan Ha penykuuu | [Ipumensiercs CpaBHUTEIBHO

COKPBITHS Ha | (3aMeHe) LIBETOBOM | MPEUMYIIECTBEHHO K | BBICOKasi €MKOCTh

OCHOBE MAJIUTPBI U | OKaTbiIM  M300paKeHHsIM. | KOHTEeHHepa

Moau(UKaIIU ynopsjounBanuu 11BeToB | HeBbicokast CKPBITHOCTb

HHJIEKCHOTO B IIMKCEJISIX C COCEJHUMHU | Iepefadyn COOOIeHus

¢dbopmara HOMEpamMHu

IIPEACTABICHUS

Meron OcHoBan Ha mnoucke c | ClI0XKHOCTb PacYETOB YceroiunBocTh K

COKPBITHS Ha | MPUMEHEHHEM OOJILIITUHCTBY

OCHOBE aBTOKOPPEIALIUOHHON HEJIMHEHHBIX

UCIOJIb30BaHUs | QYHKIMU oOracreH, npeoOpazoBaHuit

ABTOKOPPEISILIM | COIEpKAIIMX  CXOJIHBIE KOHTEeWHepa

OHHOM (DYHKITMU | JaHHBIC

Merton OcHoBan Ha monaynsauuu | Huskas TOYHOCTH | JlocTaTouHO

COKPBITHS Ha | TICeBAOCITY4YaifHOTO JETEKTUPOBAHUSI. BBICOKas

OCHOBE CUTHAJIA curHaiom, | Uckaxenus CKPBITHOCTD

WCIIOJIB30BAaHUS | COJEPKAIINM cooOuIeHus

HEJIMHENHON CKPBIBAEMYIO

MOAYJISILUN nH(bOpMaIIHIO

BCTPAaMBAEMOIO

coOOIIeHUs

MeTton OcHoBan Ha moxaynsauuu | Huzkas TOYHOCTH | JlocTaTOYHO

COKPBITHS Ha | MCEeBAOCIYyYaliHOTO JETEKTUPOBAHUA. BBICOKas

OCHOBE curHajga  OumnossipHbM | MckaxkeHus CKPBITHOCTD

WCIIONBb30BAaHUS | CUTHAJIIOM, COJEp KalluM cooOuieHus

3HAKOBOM CKPBIBAEMYIO

MOAYJISILUN nHbOpMAIIHIO

BCTPAaMBAEMOr0O

COOOIIIeHNS

Meron OcHoBaH Ha | CIOXKHOCTh pacueToB Bricokas

COKPBITHS Ha | 0COOEHHOCTSIX CKPBITHOCTb

OCHOBE

BEUBIIET-TIPEOOp
a30BaHUA

BEHBIIET-NIPe0Opa3OBaHH
i




Meton OcHoBaH Ha | CII0)HOCTh pacyeToB Bricokas
COKprTI/ISI Ha OCO6€HHOCTHX CKprTHOCTL
OCHOBC JTUCKPETHOTO

WCIIOIb30BaHUS | KOCHHYCHOTO

JTHCKPETHOTO npeodpa3oBaHus

KOCHHYCHOTO

peoOpa3oBaHus

B HeTpaguunoHHBIX MH(POPMALMOHHBIX KaHAJIaX, OCHOBAHHBIX HA MaHUIYJISALUN
pa3ianuHbIX XapakTepucTuk pecypcoB MCIIIH, ucnonb3yroTcs aas Nepeladd JaHHBIX
HEKOTOphIEe pazjenseMble pecypchl. [Ipm 3ToM B KaHanmax, MCIOJIb3YIOIIMX BPEMEHHBIE
XapaKTEPUCTUKHU, OCYILECTBIISIETCS MOIYJISALUSA IO BPEMEHU 3aHATOCTH Pa3AeisieMOro
pecypca (Hampumep, MOAYJIHPYS BpeMs 3aHATOCTU IIPOLECCOpa, NPUIIOKEHUS MOTYT
00MEHUBATHCS JAHHBIMHU).

B kananax nmamsatu pecypc UCHONb3yeTcs Kak IPOMEXYyTOuHbI Oydep (Hampumep,
IPUIOKEHUSI MOT'YT OOMEHUBATHCS JaHHBIMU ITYTEM ITOMEILEHUS UX B UMEHA CO3/1aBa€MBbIX
¢aitnoB u nupekropuil). B kanamax 0a3 JaHHBIX M 3HAHUU MCIOJIB3YIOT 3aBUCHUMOCTHU
MEX/ly IaHHbIMH, BOZHUKAIOIIUMHU B PENIILIMOHHBIX 0a3ax JaHHBIX U 3HAHU.

Herpanuuuonnsle MHGOPMALMOHHBIE KaHalbl MOT'YT OBITh C(HOPMHpPOBAHBI Ha
pa3nuuyHbIX ypoBHX GyHKunonuposanus MCII/In:

Ha anmnapaTHOM ypOBHE;

Ha ypOBHE MUKPOKOJIOB U IPaliBEPOB YCTPOMCTB;

Ha YPOBHE ONEPALMOHHON CUCTEMBI;

Ha YpOBHE MPHUKIIAIHOTO MPOTPAMMHOT0 00ECTICUCHUS;

Ha ypoBHE (DYHKIIMOHUPOBAHUS KaHAJIOB T€pEelaul JAaHHBIX U JTUHUNA CBSI3U.

OTH KaHaiabl MOTYT MCIIOJIb30BaThCS KakK Ul CKPBITOM NEpeJayd CKONMPOBAHHOMN
uH(pOpMallMu, TaKk U JUIsl CKPBITHOM Iepenayd KOMaHJ Ha BBIINOJHEHUE JECTPYKTHUBHBIX
JIECTBH, 3aI1yCKa IIPUJIOKECHUH U T.II.

Jnsg  peanmuzanuu  KaHaloB, Kak IpaBWJIO, HEOOXOAMMO  BHEAPUTH B
ABTOMATU3UPOBAHHYIO CUCTEMY IPOIPaMMHYI0 WJIM IPOTrPaMMHO-ANMNapaTHYIO 3aKJIaJKY,
obecreunBaroyr0 GOpMHUPOBAHUE HETPATUIITMOHHOTO KaHaa.

HerpanuimoHHelii MHGOPMALMOHHBIM KaHal MOXET CYIIECTBOBaTb B CHUCTEME
HENPEPHIBHO WM aKTUBU3UPOBATHCA OAHOPA30BO WJIM MO 3a/JaHHBIM ycioBusM. [Ipu stom
BO3MOYHO CYIIIECTBOBaHUE 00paTHOM cBs3u ¢ cyorekToM HC/I.

5.7. O0masi xapakTepuCTHKA Pe3yJbTATOB HECAHKIIMOHMPOBAHHOI0 WIH CJAYYAHHOT0
AoCTyna

Peanmuzanus yrpo3 HCJ/] k unHpopmanuu MoOXeT MPUBOIUTH K CIEAYIOIIMM BUAaM
HapyIlIeHus ee 0e30MacHOCTHU:

HapyLICHUIO KOH(UIEHIINATILHOCTH (xonmupoBaHue, HENpaBOMEPHOE
pacrnpocTpaHEHHE);

HapYLIEHUIO LIEJIOCTHOCTH (YHUUTOXKEHHE, U3MEHEHNE);

HapYIICHUIO TOCTYIHOCTH (OJIOKMpPOBAHUE).

Hapymenne koH(UIEHIMAIBHOCTH MOXET OBITh OCYILECTBIEHO B Cly4ae YTEUKd
uH(popMauu:

KOIMMPOBAaHUA €€ Ha OTUYXKIACMbIC HOCHUTCIIN I/IHCbOpMaHI/II/I;

nepeaayy ee Mo KaHajiaM repelaun JaHHBIX;

IPU IPOCMOTPE WM KOMTMPOBAHUH €€ B XOJI€ pEMOHTA, MOJU(UKALIUY U YTUIU3ALUN
pOTrpaMMHO-aNapaTHBIX CPEJCTB;

npu "cOopke Mmycopa" HapymuTeneM B nporecce skcruryaranuu MCIIH.

Hapymenne 1enocTHOCTH MH(POPMALUU OCYIIECTBISETCS 3a CYET BO3JACHCTBHUSA
(Momn¢puKanuu) Ha MpOrpaMMbl M JaHHBIE IOJIB30BATElNs, a TaKXKe TEXHOJOIMUYECKYIO



(cucTeMHy10) HH(POPMALIHIO, BKIIOYAIOLIYIO:

MHUKpPOIIPOTpaMMbl, JaHHBIE U JIpaliBepa yCTPONUCTB BBIYUCIUTEIBHON CUCTEMBI,

OporpaMMbl, [JaHHbIE H JpaliBepa YCTPOMCTB, OOECIEUHBAIOIIUX 3arpy3Ky
OIEPALIMOHHOM CUCTEMBI,

OporpaMMbl U JAaHHBIE (JAECKPHUIITOPHI, OMUCATENH, CTPYKTYPbHI, TAOMUIBI U T.1.)
OIEPALIMOHHOM CUCTEMBI,

IIPOrpaMMbl U JJaHHBIE IIPUKIIATHOTO ITPOrPAaMMHOI0 OOECTIEUEHUS;

POTrpaMMbl U JaHHBIE CIIELUAIBHOTO IPOrPaMMHOT0 00eCIIeUeHus;

IIPOMEXKYTOUHBIE (ONEpaTUBHBIE) 3HAUYEHUS IPOrpaMM M JaHHBIX B IIPOLECCE HX
00paboTkK  (uTeHUWs/3amucH, TpuUeMa/Tiepesaun) CpPeACTBaMH W YCTPOWCTBaMH
BBIUMCIUTEIbHON TEXHUKU.

Hapymenne nenoctaoctu uadopmammu B UCIIH MoXkeT Takke OBbITh BBI3BAHO
BHE/IPEHMEM B HeE€ BPEIOHOCHOM IpOrpaMMbl MPOrPaMMHO-AMNNApPaTHOM 3aKIajKu WIN
BO3/ICHICTBHEM HA CHCTEMY 3aIIUTHl HHPOPMALIUU HITH €€ DJICMEHTHI.

Kpome storo, B UCII[IH BO3MOXXHO BO3/E€HCTBHE Ha TEXHOJIOTMYECKYIO CETEBYIO
UHPOpPMALIKIO, KOTOpask MOXET oOecrneynBaTh (YHKIMOHUPOBAHUE DPA3IUYHBIX CPEICTB
yIpaBJIEHUS BBIYUCIUTEIBHOMN CEThIO:

KOH(HUTypamuen ceTu;

ajJipecaMu M MaplIpyTH3aluen nepeiauu JaHHbIX B CETH;

(yHKIIMOHAJIbHBIM KOHTPOJIEM CETH;

6€3011aCHOCTbIO UH(OPMAILIMH B CETH.

Hapymenue noctynHocTd uH(popManuu obecneuyuBaeTrcs NyreM (OPMHPOBAHUSA
(MomM(UKaMU) MCXOJHBIX JAaHHBIX, KOTOpPBIE MpHU 0OpabOTKE BBHI3BIBAIOT HEMPABUIIBHOE
(GYHKLMOHMPOBAHUE, OTKa3bl ammaparypbl WM 3axBaT (3arpy3Ky) BBIUYUCIUTEIbHBIX
PECYPCOB CHUCTEMBI, KOTOpBIE HEOOXOAMMBI Ui BBIOJHEHHS NPOTPaMM H  PaOOTHI
anmnaparypsl.

Vka3aHHble  JEHCTBUSL MOTYT TPUBECTM K  HApyLIEHUIO WM  OTKazy
(GYHKIMOHUPOBAHUS MPAKTHUECKH JIFOOBIX TexHuueckux cpencts MCII/Ix:

cpeacTB 00pabOTKH MHPOpMAIUY;

CpeZCTB BBO/1a/BbIBOJIA MH(OpMAINH;

CPEICTB XpaHeHUs UH(OpMaInu;

anmnapartypbl ¥ KaHaJIOB Nepe1ayl;

CPEZCTB 3alIMUThl HH(OPMALIHH.

6. Tunosbie MoJesIH YIrpo3 0€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX, 00padaTbiBaeMbIX B
I/lH(l)OpMalll/IOHHle CUCTEMAX MEPCOHAJTBHBIX JAHHBIX

B 3aBucumoctu ot ueneir u cogepxaHus oOpabotku II/InH omeparop Moxer
ocymecTBisATh 00padoTKy I1{n B UCII/IH pa3nu4HbIX TUIIOB.

ITo CTPYKTYpe MH(pOpMalMOHHbIE CUCTEMBI MTOAPA3ACIIAIOTCS Ha
aBTOMAaTH3UpPOBaHHblE paOouue MecTa, JOKajJbHble HMH()OPMAIIMOHHBIE CHCTEMBI U
pacrnpeziesieHHble HH()OPMAalMOHHBIE CUCTEMBI.

[To HanMM4MIO MOAKIIIOYEHUH K CETSIM CBA3HM OOIIETO IMOJIb30BaHUS M (WJIM) CETAM
MEXIYHAPOJAHOTO MH(POPMAIIMOHHOTO oOMeHa MH(pOPMAaILMOHHbIE CUCTEMBI
MOAPA3AEIAOTCS HAa CHCTEMBI, HMMEIOIIME MOJKIIOYEHHsS, U CHCTEMBI, HE HMEIOIINe
HOIKIIOUEHHU.

[To pexxumy o00OpabOTKHM NEpPCOHANBHBIX JAHHBIX B HH(GOPMAIMOHHON cHCTEME
UHPOPMALIMOHHBIE  CHUCTEMBbl  TMOAPA3JENAIOTCS  Ha  OJHOMNOJb30BATENbCKHE U
MHOTOIIOJIb30BaTEIbCKHE.

[To pasrpanuuyeHHIO TpaB JOCTyNa IOJIb30BaTeNel MH(OPMAIMOHHBIE CHCTEMBI
NOJpPA3/eNA0TCd Ha CHCTEeMbl 0€3 pasrpaHHYeHUs NpaB JOCTyna M CHCTEMBl C
pasrpaHU4eHHEM IIpaB 10CTyHa.

HNHpopMalnoOHHbIE CUCTEMBI B 3aBUCUMOCTH OT MECTOHAXOXAECHUS UX TEXHUUECKUX



CPEICTB MOAPA3ACIAIOTCS Ha CUCTEMbI, BCE TEXHUYECKHE CPEJICTBA KOTOPBIX HAXOIATCS B
npeaenax Poccuiickoit denepanuu, U CUCTEMBI, TEXHUYECKUE CPEICTBA KOTOPBIX YACTUYHO
WJIM LEJIMKOM HaxoxasTcs 3a npeaenamu Poccuiickoin Oenepanmm.

B 3aBuCHMMOCTH OT TEXHOJIOTHM, COCTaBa U XapaKTEPUCTUK TEXHUYECKHX CPEACTB
HUCIIdn, a Takxke omacHocTH peanuszanuu YDBIIJ[H u HacTymieHus NOCIENCTBUNA B
pe3ynbTaTeé HECAHKIMOHMPOBAHHOIO WM CIy4alHOro JOCTyHa MOXHO  BBIICIUT
cnenytomue tunsl UCITH:

aBTOMATHU3UPOBAaHHBIE paboyue MecTa, HE MMEIOILIUE MOAKIIOUYEHHUE K CETSIM CBSI3U
0011eTo MOIh30BaHUS U (WIIH) CETSIM MEKIYHAPOIHOTO HHPOPMAITMOHHOTO OOMEHA,

aBTOMATHU3UPOBAaHHBIE paboyue MecTa, MMEIIIME MOJKIIOYEHHE K CETSIM CBS3U
0011ero MOIh30BaHUS U (MIIH) CETSIM MEKIYHAPOTHOTO HHPOPMAIIMOHHOTO OOMEHA;

nokanbHeie WCIIJIH, He uWMEIomMe TMOAKIIOYEHHE K CEeTSM CBS3U  OOIIero
MOJIb30BAHUA U (UJTM) CETAM MEXIYHApOJAHOr0 HHPOPMAIIMOHHOTO OOMEHa;

nokaiabHbie UCII/IH, nMeroIue MOIKIIIOYCHHE K CeTIM CBSI3HM OOIIEro MOJIb30BaHMUS
U (UJTK) ceTM MEXIYHApOJAHOTO MH(POPMAIIMOHHOTO OOMEHa;

pactipeaenennbie VMCII/IH, He uMmeromyde MOJKIIOYEHHE K CETSIM CBSI3M OOIEro
MOJIb30BaHUA U (UJTK) CETAM MEXIYHApOAHOTO HHPOPMAIITMOHHOTO OOMEHa;

pacnpenenennbie  MCIIJIH, wMeroniye MOAKIIOYEHUE K CETSIM CBS3W  OONIETo
MOJIb30BAaHUA U (UITK) CETAM MEXIYHApOAHOTO HHPOPMAITMOHHOTO OOMEHa.

[TpumenutenbHo k ocHoBHbIM TunaM MCII/IH cocTaBisitoTcsi TUIIOBBIE MOJAEIU
yrpo3 ©OeszomacHoctu [I/lH, XxapakTepu3ymomue HACTYIUICHHE pa3jMYHbIX BUJOB
MOCJIEICTBUM B pe3ylbTaTeé HECAHKUMOHUPOBAHHOIO WJIM CIIy4allHOro JOCTyna u
peanuszauuu Y BIT/IH.

Yactueie mojenu yrpo3 OeszomacHoctd [I/IH mpuMEHHTENBHO K KOHKPETHBIM
UCTIIH cocTaBnsitoTcs onepaTopaMu, 3akazuukamu u paspadorunkamu MCII/IH Ha sTamax
WX CO3JaHMs U (W) DKCIUTYaTalliH.

6.1. TunoBasi Mmoje/Ib yrpo3 0€30MACHOCTH MEPCOHAIBHBIX JAHHBIX, 00padaTbhIBaeMbIX
B aBTOMAaTH3UPOBAHHBIX paﬁotmx MeECTaxX, HC UMCIOIIUX IMMOJAKJIIYCHUSA K CETAM CBA3U
0011ero MoJIb30BaHUA U (MJIH) CETAM MEKAYHAPOAHOr0 MH(POPMAIMOHHOI0 00MeHa

[Tpu obpabotke IIJI[H Ha aBTOMATH3MPOBAHHOM paboyeM MecTe, He HMEIOIIEM
MOJKJIIOUEHUSI K CETSIM CBSA3M OOIEro MOJb30BaHUS M (WJIM) CETSIM MEXAYHapOIHOIO
MH(pOpPMallMOHHOTO 00MEHa, BO3MOXHa peanu3anus caeayroumx Y BbI1/Ix:

yrpo3 yTeuku MH(OpMAIMH [0 TEXHUYECKUM KaHallaMm;

yrpo3 HCJI k I1/1H, 06pabaTeiBaeMbIM B aBTOMaTU3UPOBAHHOM paboyeM MecTe.

VYrpo3sl yreuku HHGOPMALIUHU 110 TEXHUYECKUM KaHalaM BKIIIOYaoT B ceOsi:

yrpo3bl YTEUKH aKyCTHUECKOH (pedeBoil) HHPpOopMaIi;

yIpo3bl YTEUKU BUI0BOW HH(POPMALINY;

yrpo3sl yreuku nHdopmannu no kanamy [IOMUH.

Bo3HukHOBeHHE  yrpo3  YTeUKHM  akycThdeckod  (pedeBoif)  uHpopmarum,
COoIEpKallleics HEMOCPEACTBEHHO B TpoM3HOCHUMOW peun mnodb3oBatens WCIIH,
BO3MOXHO IpH Hamuuuem# (yHkiuil ronocoBoro Beoja I1[{n B UCII[AH nmn dyHkuumit
Bocnpoussenenus 11/1n akyctnuecknmu cpeacrtsamu UCI/IH.

Peanuzamnus yrpo3sl yreuku BUAOBON HMH(OpManuu BO3MOKHA 3a CYET IMPOCMOTpa
UH(OPMALIUHU C TIOMOLIBIO ONTHYECKUX (ONTUKO3JIEKTPOHHBIX) CPEJICTB C SKPAHOB JUCILIICEB
u IPYruX CPEICTB OTOOpaXKeHHs CPENCTB BBIYHUCIUTENbHOMN TEXHUKH,
UH(POPMALIMOHHO-BBIYHCIUTEIBHBIX KOMIUIEKCOB, TEXHHYECKHUX CpPEICTBa# 00paboTKH
rpaduueckoil, Buneo- u OykBeHHO-1IMppoBoil nHPopmanuu, Bxoaaumx B cocras UCII/IH.

Yrpo3sl yreuku uHpopmanuu 1o kaHany [IOMUH Bo3MOXHBI W3-3a HamU4us
3JIEKTPOMArHUTHBIX U3JIy4EHHUH, B OCHOBHOM, MOHUTOPA U CUCTEMHOTO OJI0Ka KOMIIBIOTEPA.
OCHOBHYIO ONAaCHOCTb MPEJCTABIAIOT YIpO3bl YTEUKH M3-32 HAIMYUS DJIEKTPOMArHUTHBIX
W3JIy4YEHU MOHUTOPA.
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VYrpozst HCJI B aBroHOMHOM APM cCBfi3aHBl C JEHCTBUSIMU HapyLIUTENEH,
nmeromux aoctyn k MCII[H, Bkmatouas nonws3oBatened MCIIH, peanu3yromux yrposbl
HenocpeactsenHo B UCIIIn. Kpome storo, ucrounukamu yrpo3 HCJl k muHpopmanuu B
APM wMoryr ObITh ammapaTHble 3aKJIaKd U OTUYKJaeMble HOCUTEIH BPEIOHOCHBIX
IIPOrPaMM.

B UCII/In Ha 6a3e aBToHOMHOTO APM B0O3MOXHBI Bee Bubl ysa3Bumoctend MCIT/IH,
3a HCKIIOUEHUEM YSA3BUMOCTEHM, CBSI3aHHBIX C pealn3allel IMPOTOKOJIOB CETEBOIO
B3aMMO/JICUCTBHUS M KaHAJIOB nepenadn nanHbiX. B Takux MCITIH BO3MOKHBI:

yIpo3bl, peajin3yeMble B XO0JI€ 3arpy3Ku ONEPAallMOHHON CHUCTEMBbI M HalpaBiCHHbIC
Ha T[iepexBaT mMapoyied WM HJIeHTUDUKATOPOB, Moaudukanuio 0a30BOMl CHUCTEMBI
BBOs1a/BbIBOIAa (BIOS), mepexBar ynpasieHus 3arpy3Koii;

YIpo3bl, peaIn3yeMble NIOCIIE 3arpy3KH ONEPALIMOHHON CUCTEMBI U HAIIPABJICHHBIE Ha
BBIMIOJTHEHHE HECAHKIIMOHUPOBAHHOTO JOCTYyNa C MPUMEHEHHEM CTaHJapTHBIX (DyHKUIUN
(YHHUYTOXXEHHE, KOTIUPOBAaHUE, NIepeMEIleHre, (popMaTupoBaHUe HOCUTENEH HHPOpMALUU U
T.I.) OINEPAIlMOHHOM CHCTeMbl WJIM KaKOW-TMOO TMPUKIAJAHON MpOorpaMMbl (Hampumep,
CUCTEMBI YIIpaBJIeHHUA Oa3aMu J[aHHBIX), C IPUMEHEHHUEM CHELHMAIBHO CO3JAHHBIX JUIf
BeinonHenuss HCJ[ mporpamm (mporpamMm mpocMoTpa U MOAuGUKALKUU peecTpa, MOUCKa
TEKCTOB B TEKCTOBBIX (aiiyiax u T.1I1.);

YIpO3bl BHEAPEHUS BPEIOHOCHBIX [TPOrpamMM.

6.2. TunoBasi MoJieJib YIpo3 0€30NMACHOCTH NMEPCOHATBHBIX JTAaHHBIX, 00padaTbIBaeMbIX
B AaBTOMATU3HPOBAHHBIX Pa00YHUX MeCTAX, MMEIOIINX MOJAKJII0UYEHHE K CETSAM CBSI3HU
0011€ero MoJIb30BaHMUSA U (MJIH) CETAM MeKIYHAPOIHOT0 MH(OPMAIIMOHHOT0 00MeHa

[Ipu o6pabotke II/lH Ha aBTOMATH3UPOBAHHOM paboueM MecTe, HMEIOIIEM
MOJKIIIOUEHUSI K CETSAM CBS3M OOILEro MONb30BaHUS M (WJIM) CEeTSIM MEXIYHapOIHOTO
MH(pOpPMallMOHHOTO 00MEHa, BO3MOXHa peanu3anus caeayoumx Y bI1/Ix:

yrpo3bl yTeUKU H(GOPMAIIUU IO TEXHUYECKUM KaHalaMm;

yrpo3bl HCJI k I1/1H, 0OpabaThiBaeMbIM Ha aBTOMAaTH3UPOBAHHOM pab0OvYeM MECTeE.

VYrpo3sl yreuku HHGOPMALIUU 110 TEXHUUECKUM KaHajaM BKIIIOYAIOT B ceOs:

yrpo3bl YTEUKU aKyCTHUECKOH (pedyeBoil) HHPpOopMaIiy;

yIpo3bl YTEUKU BUI0BOW HHPOPMALINY;

yrpo3sl yreuku nHdopmanuu no kanany [I9MUH.

Bosuuknosenne YBII/IH B paccmarpuBaembix MCIIIH mo TexHUYEeCKHM KaHallaM
XapaKTepU3yeTcss TEMH K€ YCIOBUSAMU M (DaKTOpamH, YTO W ISl aBTOMATH3UPOBAHHOTO
paboyero Mecta, He UMEIOIIET0 MOJIKIIOUEHHUS K CEeTsIM O0OLIero Mojab30BaHus U (WIN) CETSIM
MEXyHApOAHOT0 HH(OPMAIIMOHHOTO OOMEHa.

VYrpo3st HC/I B UCII/IH cBsi3aHbl ¢ JEHCTBUSAMU HapyLIMTENEH, IMEIOMIMUX JOCTYII K
NCIIdn, Bxmrouas nomnb3oBarenedt WCIIH, peanusyromux yrpo3sl HEMOCPEACTBEHHO B
UCII/H, a Taxxe HapymmuTened, He uMmeromux gocryna Kk UCII/IH, peanu3yrommx yrpo3bl
U3 BHEIIHUX CeTed CBs3M OOLIero mojb30BaHMA MU (WIM) CeTe MEXIyHapOAHOTO
MH(OPMaLMOHHOTO OOMEHa.

Vrpo3st HCJ| B UCII/AH, cBA3aHHbIE C JEHCTBUAMM HapyIIUTENIEH, MMEOUINX
noctyn k MCII/IH, aHallorM4Hbl T€M, KOTOpbIE UMEIOT MecTo A oTaenbHoro APM, He
MOJIKJIFOUEHHOTO K CETAM CBSI3M OOIIEro TMOJIb30BaHMs. YTpO3bl M3 BHEIIHUX CeTel
BKJIIOYAIOT B ceOsi:

yrpo3sl "AHanuza cereBoro Tpaduka' ¢ mepexBaToM IEepenaBaeMoOil BO BHEIIHHE
CEeTH U MPUHUMAEeMON U3 BHELIHUX ceTel MH(OpMaIliH;

yrpo3bl CKAHUPOBAHMSI, HAIIPABJICHHbIE HA BBISABICHUE THIIA ONEPALMOHHON CUCTEMBI
APM, OTKPBITBIX OPTOB U CIY>KO, OTKPBITHIX COCTUHEHHH U Ip.;

YTPO3bI BBISIBJICHUS MTapOJIEH;

yrpo3sl nonydenuss HC/] myrem moamMeHsl JOBEPEHHOTO 00BEKTa;

yrpo3bl Thna "OTka3 B 00CTyKUBaHUH "



YTpO3bl YJIAJICHHOTO 3aIlyCKa MPUJI0KEHHUI;
yrpO3bl BHEAPEHUS MO CETU BPEIOHOCHBIX IIPOrpamMM.

6.3. TunoBast MoJieJ1b YIrpo3 0€30MaCHOCTH NMEPCOHATBHBIX TAHHBIX, 00padaTbIBaeMbIX
B JIOKAJBHBIX MHPOPMAIMOHHBIX CHCTEMAX MEPCOHATbHBIX TAHHBIX, HE HMEIOIIUX
MOJAKJIIOYEHHS K CeTAM CBSI3U 0011ero moJib30BaHus M (WJIH) CETSAM MeKIYHAPOIHOI0
UHG(OPMALMOHHOT0 00MeHa

[Ipu o6padotke [1/1x B nokanbubix UCII/{H, He uMeronye# MOAKIIOUEHUS K CETSIM
CBSI3W OOIIETO TOJb30BaHUS U (MJIM) CETSIM MEXIYyHApOJIHOT0 MH(GOPMAIIMOHHOTO OOMEHa,
BO3MOXHa peanuzanus ciaenyromux Y bI1/H:

yrpo3bl yTeUKU HH(GOPMALIUU IO TEXHUYECKUM KaHalaM;

yrpo3sl HC/I x [1/1H, 06pabaTeiBaeMbIM HAa aBTOMATU3HPOBAHHOM pabodeM MecTe.

Yrpo3bl yTeukn HHGOpMAIHH [0 TEXHUYECKHM KaHallaM BKIIIOYAIOT B Ce0s:

yrpo3bl YTEUKU aKyCTHUECKOH (pedueBoit) HHPpOpMaIIIH;

yrpo3bl YTEUKH BUIOBOW WH(OPMAIINH;

yrpo3bl yTeuku uHpopmanuu no kavany [IDMUH.

Bosuuknosenune YBII/IH B paccmarpuBaembix MCIIIH mo TexHUYECKUM KaHajlaM
XapaKTepu3yeTcss TEMH K€ YCIOBUAMU U (pakTopamu, 4to u A JokaiabHbeix UCIIH, He
MMEIOIIMX TOAKIIOYEHHS K CETsIM CBSI3M  OOIIEro TMoJib30BaHus U (WIM) CETsIM
MEXIYHApOAHOT0 HHGOPMAITMOHHOTO OOMEHa.

VYrpozet HCJl B nokanpHbix WCIIJIH cBs3aHbl ¢ AEMCTBUSIMH HapyLIUTENEH,
nMerommx aoctyn k UCIIAH, Bkmroyas nonbs3oBarened MCII/H, peanusyromux yrpossl
HenocpenacrsenHo B UCI/IH.

VYrpozet HC B UCII/H, cBsizaHHBIE € JEHCTBUSMHU HapyLIUTEIEH, HMMEIOLIUX
noctyn k MCII/IH, aHallorMuHbl T€M, KOTOpbIE UMEKT MecTo A oTaenbHoro APM, He
MOJIKJIFOUEHHOTO K CeTSIM CBs3M 0011ero noib3oBanus. Kpome toro, B Takoit UCITIn moryT
UMETh MECTO:

yrpo3sl "AHamu3a cereBoro Tpaduka' ¢ IEepexBaTOM IE€pellaBaeMoil 0 CeTH
uHpOpMaInH;

YTPO3bI BBISIBJICHUS MTapOJIeH;

YTpO3bl YIAJIEHHOTO 3aIlyCKa MPUJI0KEHH;

YIpO3bl BHEAPEHUS O CETH BPEAOHOCHBIX MPOrPAMM.

6.4. Tunosasi Mmoje/Ib yrpo3 0€30MACHOCTH NMEPCOHAIBHBIX JJAHHBIX 00padaTbIBaeMbIX
B JIOKAJIbHBIX l/lH(l)OpMaIlI/lOHHI)IX CUCTEMaX MEPCOHAJTBHBLIX JaHHBIX, UMECIOIIIUX
NMOAKJIIYeHHE K CeTAM CBSI3U 0011ero NnoJib30BaHus M (MJIM) ceTIM MeKIYHAPOIHOI0
HHopMaALOHHOI0 00MeHAa

[Ipu o6pabotke I1[ln B nokampHbix WCIIJIH, MMEIONIMX MOIKIIOUYEHUE K CETIM
CBSI3U OOIIETO MOJB30BaHMA U (MIIM) CETSIM MEXAYHapOJHOr0 MH(POPMAIMOHHOTO OOMEHa,
BO3MOHA peanuzanus caenytromux Y bI1/H:

yIpo3bl YTEUKH HH(POPMAIIUH 110 TEXHUYECKUM KaHaJlaM;

yrpo3bl HC/I k I1/]H, o6pabaThiBaeMbIM Ha aBTOMATH3UPOBAHHOM pab0OvYeM MECTeE.

Yrpo3sl yTeuku HHGOPMALIUH 110 TEXHUYECKUM KaHalaM BKIIIOYaloT B ceOsi:

YIpO3bl YTEUKU aKyCTHUECKO# (peueBoit) nHpopMarum;

yrpo3bl YTEUKU BUJOBOW MH(OPMALINK;

yrpo3bl yTeuku uHpopmanuu no kanany [ISMUH.

Bo3nuknosenne YBII/IH B paccmarpuBaembix MCII/IH mo TeXHHYECKMM KaHajgaM
XapakTepu3yeTcss TeMH K€ YCIOBHSIMHU M (PAKTOpaMH, 4TO M A HPEAbLAYIIUX THUIIOB
NCITAn.

VYrpo3st HCJI cBs3aHbl ¢ nelicTBUAMHU Hapymurtenaek, nMmeromux gocryn k MCIIH,
BKitouasi nosp3oBarened MCII/H, peanusyronmx yrpo3sl HenocpeactBenHo B UCII/IH, a
TaKKe Hapymuresnel, He nMmeromux nocryna Kk UCIIJIH, peanu3yromux yrpo3sl U3 BHEITHUX
ceTel CBs3M OOIIETO MOJB30BaHUS W (WMJIM) CEeTed MEXIyHApOJAHOTO HH(POPMAIMOHHOTO
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oOMeHa.

VYrpo3er HCJI, cBsizanHblE C JEUCTBUSMHU HAPYIIMTENCH, HMEIIMMX JOCTyl K
WCTI /=, BKIIOYArOT B c€0s1 yrpO3bl, aHATIOTUYHBIE TEM, KOTOPBIC PEATU3YIOTCS B OTJICIIHHOM
APM, He umero1ieM MoIKIIFOUEHUS K CETSIM CBSI3U O0LIEro MOIb30BaHUS.

VYTpo3bl U3 BHEITHUX CETEH BKIIOYAIOT B CEOsI:

yrpo3bl "AHanu3a cereBoro Tpaduka' ¢ ImepexBaTOM IIEpelaBacMOi BO BHEIIHUE
CEeTH U MPUHUMAEMON U3 BHEITHHUX ceTel nH(OpMaIIHH;

YIpO3bl CKAHUPOBAHMSI, HAIPABIICHHBIC HA BBISBICHUE THUIIA ONEPALIMOHHON CUCTEMBI
NCII[H, ceTeBbIX aapecoB pabOYMX CTAHIMKA, OTKPBITBIX TOPTOB M CIYXO, OTKPBITHIX
COCJIMHEHUH U Jp.;

yrpo3bl BBISIBIEHUS 1apOJIEii;

yrpo3bl nonydenust HCJI myTem moMeHs! T0BEpeHHOT0 00BEKTa;

yrpo3bl Tuna "OTka3 B 00CTyKUBaHUH "

yrpo3bl yIAJIEHHOIO 3aIlyCKa IPUII0KEHUN;

YIPO3bl BHEAPEHUS IO CETU BPEJOHOCHBIX MPOIPAMM.

6.5. TunoBasi MoJieJib YIrpo3 0€30MaCHOCTH MEPCOHATBHBIX TAHHBIX, 00padaTbIBaeMbIX
B pacnpe/eieHHbIX HHPOPMAIIMOHHBIX CHCTEMAX MEPCOHAJIBbHBIX JIAHHBIX, He
HMEKIIUX MOAKJIIOYEeHHS K CeTSIM CBSI3H 001Lero mojib30BaHus U (WJIH) CETAM

MEKIYHAPOAHOIr0 HH(POPMALIMOHHOTO 00MEeHa

[Tpu o6padotke [11n B pactipenenenusix UCII/IH, MEIOMNX MOAKIIOYCHUE K CETAM
CBSI3HM OOIIEro MOJb30BaHUS U (MJIM) CETAM MEeXAYHapOAHOr0 MH(OPMAIMOHHOTO OOMEHa,
BO3MOXHa peanusanus ciaenyromux Y bI1/H:

YIpO3bl YTEUKH HHPOPMAIIUH 10 TEXHUYECKUM KaHaJIaM;

yrpo3bl HC/] x I1/1H, oOpabaThiBaeMbIM Ha aBTOMAaTU3UPOBAaHHOM pabodyeM MecTe.

Yrpo3bl yTeuku HHPOpMALMK [0 TEXHUYECKUM KaHajlaM BKJIIOYAIOT B ce0s:

yIpO3bl YTEUKU aKyCTHUECKOH (pedeBoit) nH(popMaluu;

yrpo3bl YTEUKU BUJOBOW MH(OPMALINK;

yrpo3bl yTeuku uHpopmanuu no kavany [ISMUH.

Bosuuknosenne YBII/IH B paccmarpuBaembix MCII[IH mo TeXHUYECKUMM KaHallaM
XapakTepu3yeTcss TEeMH K€ YCIOBHSIMHU M (PaKTOpaMu, 4TO M A HPEAbIAYIIUX THUIIOB
NCTI/n.

VYrpo3st HCJI cBs3aHbl ¢ neiicTBUsAMHU HapymuTene, umeronmx gocryn k MCIIH,
BKJtouas nosas3oareneid UCII/IH, peanusyromux yrpo3sl HenocpeactseHHo B UCIT/IH.

[Ipu 3TOoM MOryT OBITH YIpO3bl, aHAJIOTHMYHbIE TEM, KOTOpbIE HMEIOT MECTO B
ornensHoM APM, He NOAKIIOUEHHOM K CeTsIM OOIIEero MOJb30BaHUS, a TAaKXKe Yrpo3bl,
peanu3yemMble BHYTPH PACIPEACICHHON CETH C MCIOJIb30BaHUEM MPOTOKOJIOB MEXKCETEBOTO
B3aUMOJICUCTBUS, B TOM YHCIIE:

yrpo3sl "AHanmu3a cereBoro Tpaduka' ¢ mepexBaTOM IepeJaBaeMoil MO CeTH
uHpOpMaINH;

yrpo3bl CKAaHUPOBAHUS, HANPABJICHHbIE HA BBISIBICHHE OTKPBITHIX MOPTOB U CIIYXKO,
OTKPBITBIX COCUHEHUN U JP.;

yIpO3bl BHEJPEHUS JIOKHOTO 0O0BEKTA CETH;

YIpO3bl HAaBS3BIBAHMS JIO)KHOIO Mapuipyra IIyTeM HECAaHKIHMOHUPOBAHHOTO
W3MEHEHHUs MaplIPYTHO-aPECHBIX JaHHBIX;

YTPO3bI BBISIBJICHUS MTapOJIEH;

yrpo3sl Tuna "OTtka3 B 006caykuBaHuu";

YTPO3bI YIAJIEHHOTO 3aITyCKa IPUIIOKEHHN;

YIPO3bI BHEAPEHUS 10 CETU BPEJOHOCHBIX IIPOIPAMM.

6.6. TunoBas MOJ€JIb YIpo3 0e3o0macHOCTH NMEPCOHAJBHBIX NaAHHBbIX, OﬁpaﬁaTblBaeMbIX
B pacnpeac/JicHHbIX I/IH(l)OpMaIII/IOHHI)IX CUCTEeMaX MEePCOHAJTBHBIX JAHHBIX, UMECIOIIIUX
NOAKJIIYCHHE K CETAM CBA3HU 06111er0 MMOoJIb30BaHUA U (I/I.]'[I/I) CETAM MECKAYHAPOAHOTO



HH(OPMALIIOHHOI0 00MeHA

[Tpu o6padotke [1/1n B pacnpenenenusix MCII/IH, MEOMUX MOAKIIOYEHNE K CETAM
CBSI3W OOIIETO TOJb30BaHUS U (MIJIM) CETSIM MEXIYHApOJIHOr0 MH(GOPMAIIMOHHOTO OOMEHa,
BO3MOXHa peanuzanus ciaenyromux Y bI1/H:

yrpo3bl yTeUKU HH(GOPMALIUU IO TEXHUYECKUM KaHalaM;

yrpo3sl HC/I x I1/1H, oOpabaTeiBaeMbIM Ha aBTOMAaTU3UPOBAHHOM pabodeM MecTe.

Yrpo3sl yreuku nHGOpPMALMK IO TEXHUYECKUM KaHajaM BKJIIOYAIOT B ceOsi:

YIpO3bl YTEUKU aKyCTHUECKOH (peueBoit) nH(pOopMaInu;

yrpo3bl YTEUKU BUOBOU MH(OPMALINK;

yrpo3bl yTeuku uHpopmanuu no kanamy [ISMUH.

Bosnuknosenue YBII/In B paccmarpuBaembix MCII[IH 1o TeXHMYECKUM KaHaJIam
XapaKTepU3yeTcss TeMH K€ YCIOBHSAMH U (DakTopamu, 4TO W JUIsl IPEIbIIYIIUX THIIOB
NCTI/dn.

Vrpo3slt HCJI cBsizanbl ¢ aeiicTBussMHU Hapymutened, umeromux gocryn k UCII/IH,
BKirovas mois3oBareneid UCII[In, peanusyrommx yrpos3sl HenocpencrseHHo B UCII/H, a
TaKke HapymuTenen, He umeronux aocryna Kk UCI/IH, peanu3yromux yrpo3bsl U3 BHEIIHUX
ceTell CBsI3M OOWIETO TOJB30BAHUS M (WJIM) CETEH MEXIyHApOJHOTO WH(POPMAIMOHHOTO
oOMeHa.

VYrpozet HCJI, cBsi3aHHble C AEMCTBUSMM HapyILIMTENECH, UMEIOUIMX JAOCTYI K
NCII[AH, aHanoruyHel TeM, KOTOpble UMET Mecto B pacupeneneHHbix WCIIAH, He
UMEIOIEH TOJKIIOUEHHUsI K ceTsiM o0miero mojin3oBanus. Kpome Toro, B Takoit MCII/Ix
UMEIOT MECTO YIPO3bl, pEaJu3yeMble C MCIOJB30BAHUEM IIPOTOKOJIOB MEXKCETEBOTO
B3aUMO/ICHCTBUS U3 BHEIIHUX CETEH, B TOM UHUCIIE:

yrpo3bl "AHanuza cereBoro Tpaduka" ¢ mepexsarom nepenaBaemoin uz UCIIAn u
npunumaemoit B UCII/IH u3 BHEMHUX ceTel nHpopMaluy;

yrpo3bl CKAHMPOBAHMsSI, HAIIPaBICHHbIE HA BbIABIEHHWE THUMA WM THUIIOB
UCMOJIb3YEMBbIX ONEpAIlMOHHBIX CHUCTEM, CETEBbIX aapecoB padoumnx craHuuit MCIIH,
TOMOJIOTHUH CETH, OTKPBITHIX TOPTOB U CITY’KO, OTKPBITHIX COETUHEHUH U Ap.;

yrpo3bl BHEApeHUs 10)kHOTo 00bekTa kKak B CII/IH, Tak 1 BO BHELITHUX CETHX;

Yrpo3bl MOJIMEHBI JOBEPEHHOT0 00BEKTA;

yrpo3bl HAaBSI3bIBaHMS JIOKHOIO Mapuipyra IIyT€M HECAaHKLIMOHHPOBAHHOIO
M3MEHEHUSI MapIIPYTHO-aIPECHBIX JAHHBIX KaK BHYTPU CETH, TAK U BO BHEILIHUX CETSX;

Yrpo3bl BBISIBICHUS TapoJIeii;

yrpo3sl Tuna "OTka3 B 00cnykuBanun";

Yrpo3bl yIAaJIEHHOIO 3aIlycKa MPUII0KEHUM;

YTpO3bl BHEAPEHUS IO CETU BPEIOHOCHBIX IIPOrpamMM.



